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Streamlined Security Operations

George Kitson, Partner Manager
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Traditional Security Operations Challenges

Reactive + Inconsistent
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Security Posture Improvement Roadblocks

Fragmented + Unsustamable
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Leveraging

Content
Management

SOC 24/7
Engineering

Operations

Infrastructure

Log IR Playbooks b

Management
UBA + ML
Threat
Intelligence

Network
Analytics

IR Automation

Level 1: Alert
Triage

False Positive
Handling

Offence
Handling

Intelligence
Handling

Forensic
Handling
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Level 2:
Investigator

Level 3:
Responder

Level 4:
Forensics

Cyber Range

Training
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Unique Service Delivery Model

+ Designated Cyber Security 0 Manage escalations (bi directionally.
|ﬂ' Comeulizm . From SOC to Customer and vice versa)
« Designated IR Technical Lead
« Service Assurance Lead
/| Ensure all deliverables are met, to quality
I, Support 24*7 v and on time
. Conduct weekly mestings with the \/ Provide Recommendations & Optimisation
o customer
9 Coordinate with the customer team and
< provide coordination between the SOC team

and the Customer Security and IT teams.
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