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About Us

Global Cyber Security provider of Governance, Risk &
Compliance (GRC) services, Cyber Security solutions,
Managed Security services, Certification Training and
Awareness programs

Trusted by leading global organizations in financial
services, telecommunications, energy and various

medium to large enterprises
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Cybersecurity in numbers for 2025

The world will need to cyber protect 200 Zettabytes of data
The world will need to secure 338 Billion lines of new software code
Businesses suffer ransomware attacks every 40 seconds

The average cost of a data breach to SME can range from $120,000
to $1.24 million

70 million people will fall victim to cyber crimes
Individuals will lose $318 billion to cybercrime
Zero trust security policies has saved $1.76 million per breach

Source: University of Piraeus



Zero Trust Architecture

Zero Trust (ZT) is the term for an evolving set of cybersecurity paradigms that
move defenses from static, network-based perimeters to focus on users,
assets and resources.

Core Principles of Zero Trust :

Never Trust, Always Verify: Assume breaches are inevitable; continuously
verify user identities, devices and applications.

Least Privilege Access: Grant users and devices only the minimum necessary
access to perform their tasks.

Micro-segmentation: Divide networks into smaller segments to limit lateral
moygment and enforce strict access controls.
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Zero Trust Architecture

Continuous Monitoring: Implement real-time surveillance of network activity
and user behavior to detect anomalies.

Data Protection: Use encryption and data loss prevention to secure sensitive
information at rest and in transit.

Device Security: Ensure devices accessing the network are secure and
compliant with established policies.

Automation: Utilize automated processes for policy enforcement and
incident response to enhance efficiency.

cre, NIST
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BYOD Risks — TikTok Use Case

* Information collected from the user through
direct request (“nickname”, email or phone
number, age/ birthday, interests, etc.)
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* Contacts, both from on-device contact list
(with permissions request) and from third-party sign in (Facebook frlends)

e Activity on web sites opened by TikTok in-app browser

 Communications to tiktokv.com except videos from feed include logs, activity
reports etc

e Uses some third-party components such as Appsflyer X.\\go\‘
o0 \S R
.. ..0. TikTok does not have permission for location in Android 10+ (for the US Play da‘a \ \)Se(s
. ° A Store version, this functionality was removed). Location inferred through IP \N‘(\a" ‘:\ %O(\
oo’ address and interests, per US privacy policy. eC
besecure co
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Protect sensitive data from non-compliant apps

BeSecure’s Mobile Threat Defense offering blocks access
to TikTok domains from mobile devices or you can choose MTD =-MDM
to block access to corporate data while TikTok is installed ™o Mevieeeicetmenen

Web & Content Threats
App Threats

—— Device Threats

e Network Threats
Threat Remediation
Conditional Access
User Privacy

Threat Notification

Fix now to regain full corporate access

B2 Microsoft
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Modern Kill Chain — Legacy Strategies not enough
Y Y

+1(412) 634-2354 >
Sign In Enter Code
Text Message

Today 6.37 PM 2 4
bastien bobe ¥+ 287431

Urgent! Your account has been

accessed from Salt Lake City, UT. If GiEa R
this wasn't you, please reply with “N” Verify
to lockdown your assets.

Remember me

Attacker sends
targeted SMS
phishing to IT

administrators
Please secure your account and
change your password Registration Suppor

Back

louisvuitton-okta.com

Forgot password?

.. o .
. ® Request Okta Partner Community Access
e,
o ‘oo . Become an Okta Partner
L]
LIPS
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1. Attacker sends
targeted SMS
phishing to IT
administrators

Employee
receives
legitimate
looking login,
enters
credentials and
MFA code

SAP
/AAzure

B 'y l =
4 Vi salesforce
zefd:sk Workdoy.a
“= slack

3. Attacker
captures
credentials
and replays
them to
target
infrastructure

Attacker steals

data and moves
laterally seeking
additional large
data stores

MTD

Mobile Threat Defense

Once sufficient
valuable data is
stolen the
attacker sells it or
uses it for
extortion



Using DNS Security of MTD we block phishing

v
e v
Phishing Attempt Blocked

flagged a site that violates your
company's phishing policy.

Mario Plumb
You and Mario aren't connected on Facebook

VIEW PROFILE

Hey mate, can you try to login here ?
L ny.

https://company.okta-ssl.com
Continue to website
' ( <

OKTA Authentication Portal
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besecure CONTACT US
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Protection of Corporate Mobile Apps

Mobile Applications are vulnerable to
Static and Dynamic

attacks

Pepper
T .-L y :
Hey doctor, my cough
is becoming worst

Hey doctor, my cough
is becoming worst

I'm sorry to hear that. Let

App tampering me send you a treatment

I'm sorry to hear that. Let
me send you a treatment

can remain recommendation. recommendation. ..untilit’s
Take 1 pill of Ciclomethate Take 3 pill of Ciclomethate @ time for the
CDmplEtEly 2 times a day for 5 days, 4 times a day for 7 days, S— ttack
starting from today. starting from today. attac
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We find security issues in mobile apps & SDKs

Contact us for a free mobile app assessment

Issue Summary

3 High Severity Issues Medium Severity Issues
2internal + 3 in dependencies 2internal + 2 in dependencies
... .

'... . 0. Low Severity Issues

. P 2internal + 4 in dependencies
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High ® Insecure hashing algorithm SHA-1 used -~

Your app uses the insecure hashing algorithm SHA-1,

SHA-1 is not considered cryptographically secure. There are two main problems that can negatively

affect your app:

SHA-1 is not collision resistant. If collision resistance is required, such as in digital signatures, 5HA-1 is no

longer acceptable.
Calculating SHA-1 is fast, and database¢
“reversing” the hash can be done by ¢

Recommendations

Use only secure hashing algorithr
Examples of secure hashing are S
SHA3-512.

This can be achieved by using the
MessageDigest.getInstance("SHA-2

besecure

Managed E-Business Security.,

Medium ® The app allows cleartext communication

This app allows cleartext network traffic either explicitly via the android:usesCleartextTraffic manifest
attribute, or implicitly via the target SDK version.

The target SDK version for this app is 33.
Note that an absent base configuration \
below, even if individual domains are se
Cleartext network communication is inhe
checking, and enables several categorie
read any data that the app sends over cl
such as PII or passwords, the app puts if
Furthermore, the lack of integrity checkii
information, which can result in severe t

Recommendations

Do not use or allow cleartext comm
in the Android manifest, or in the ne

Sensitivity: Public

The Google API key AIzaSyl 6E was found in
the app »

Low

Unprotected keys allow attackers to impersonate the app and use Google APIs on its behalf. If APIs are
used that are subject to payment depending on the amount of requests, this can result in unwanted
charges to your account.

Please make sure the API keys included in your app have been protected by restricting their usage to
your own apps, which can be done in your Google Cloud or Firebase console. You have the ability to
restrict API keys to specific app package names and signature fingerprints, which prevents attackers
from simply extracting the key strings and using them in their own app.

Recommendations

Protect your Google API keys by binding them to your app’s certificate.

besecuregroup.com




BeSecure Mobile Application Shielding

e Static and dynamic protection: Combining code hardening techniques such
as code obfuscation and encryption for static attacks and runtime application
self-protection RASP for dynamics attacks.

* Optimization/ Performance improvements: Mobile app security solutions
typically introduce performance impacts on the apps. Our solution make the
apps smaller and faster on top of protection.

* Polymorphic protection: ensure that mobile app security defenses
automatically change with each build, forcing attackers to start over.

* Multilayer approach: multiple layers of protection that reinforce one another
and protect mobile apps through “defense in depth”.

%o Available for both platforms (Android and iOS)
® es. ®
] .....
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Managed Endpoint Detection and Response
(EDR) Service

Don’t Underestimate Today’s Enterprising Adversaries

Our managed EDR Service provides key features including

besecure
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Al-powered Next-Generation Anti-Virus (NGAV)

Sophisticated EDR capabilities, with Al-powered endpoint detection and
response (EDR)

Unified host firewall and device control
Real-time attack visibility and monitoring for adversarial activity

prevention technologies: machine learning, artificial intelligence (Al),

RTIN indicators of attack (IOAs), exploit blocking and more.
° 00, @
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Is Endpoint Device Security enough?

Salt Typhoon is an advanced persistent
threat actor believed to be operated by
China's Ministry of State Security

targeting network edge devices at U.S.-

based entities

besecure
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Reports: China hacked
Verizon and AT&T, may

have accessed US
wiretap systems

Chinese hackers were in netwarks of major ISPs “for months,” WSJ
reports.

Chinese government hackers penetrated the networks of several large US-based Internet
service providers and may have gained access to systems used for court-authorized
wiretaps of communications networks, The Wall Street Journal reported Saturday.
"People familiar with the matter" told the WSJ that hackers breached the networks of
companies including Verizon, AT&T, and Lumen (also known as CenturyLink).

"A cyberattack tied to the Chinese government penetrated the networks of a swath of US
broadband providers, potentially accessing information from systems the federal
government uses for court-authorized network wiretapping requests,” the WSJ wrote. "For
months or longer, the hackers might have held access to network infrastructure used to
cooperate with lawful US requests for communications data, according to people familiar
with the matter."




NDR (Network Detection & Response)
integrated to our HybridSIEM MSS Offering
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Is Zero Trust Architecture enough?

—
IQ] QUANTUMII‘JEIE{EE News v Resources v Product Advisory AboutUs Q

Chinese Scientists Report Using Quantum Computer To
Hack Military-Grade Encryption

National, Quantum Computing Business, Research

While AES-256 is often labeled as military-grade and considered the
most secure encryption standard available, the study suggests that
e, quantum computers may soon threaten such security.

besecure
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But how can we protect from Quantum threats?

Join us today at 14:30 — Hall2 Workshop

Don’t gamble with your crypto assets! Addressing
data breaches and navigating the Post-Quantum

shift

Mark Balsom, Director of Technical Sales Consulting,

Entrust

Also at same workshop learn about g e

Holistic Security Strategies: Monitoring Third Party \ 'S ‘ '/ “

Accg_-§s. and Managing Privileged Accounts \ L i
RB) @ ENTRUST

.. .... SECURING A WORLD IN MOTION

besecure
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