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The importance of a SOC

A security operations center is the nerve center
of an organization's cybersecurity strategy. Q

Monitoring and detecting threats in real time

Hunting threats that may be lurking deep
within

Investigating the root cause
Responding to and mitigating incidents

Defending against the latest attack
techniques

Analyzing incidents for continuous

A SOC ties together detection, analysis, response and defense
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The different functions of a SOC
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An effective SIEM caters to different functions and helps reduce MTTD and MTTR



The top threats
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Source: National Cybersecurity

Strateqgy, 2020 — 2025
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Defense in-depth through people, processes and technology


https://mindigital.gr/wp-content/uploads/2022/11/E%CE%9D-NATIONAL-CYBER-SECURITY-STRATEGY-2020_2025.pdf
https://mindigital.gr/wp-content/uploads/2022/11/E%CE%9D-NATIONAL-CYBER-SECURITY-STRATEGY-2020_2025.pdf

National Cybersecurity Strategy = ...
Vision

“A modern and secure digital environment of information and
network
infrastructures, applications and services for the benefit of economic
and social prosperity, aimed at guaranteeing the protection of
citizens’
fundamental rights, developing a culture of secure use of digital
services
and applications, as well as increasing citizens’ and businesses’
confidence
in digital technologies.”

Cybersecurity across the range of information infrastructures
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Capabilities of an effective SIEM

Security analytics

Anomaly detection This is a combination of proactive

Data security and detection security.

The use of Al and ML across each
reduces false positives and

Compliance management augments the skills of a security
analyst.

Cloud monitoring

Incident response
Threat intelligence

Security and risk posture management

Solve practical security use cases along the analyst workflow
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Detection mechanisms

Rule-based Behavior-based Signature-based
Real-time correlation User and Entity Behavioral MITRE ATT&CK
Detect security threats Analytics Prioritize threats that occur
accurately by correlating Identify insider threats through earlier in the attack chain by
suspicious events user and entity behavior using MITRE ATT&CK
throughout your network analytics, which leverages framework.
with a SIEM's event log machine learning for accurate
correlation engine. threat detection.

Detect threats that are old-school and new
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A word on MITRE ATT&CK

Trace an attacker’s next steps by
leveraging MITRE's tactics, techniques,
and procedures (TTPs) as correlation
rules to stop an attack at the early

stages and minimize its impact. A critical capability of SIEM

Map detected threats to MITRE
ATT&CK framework for standardized
threat classification.

Gain insights into the 12 ATT&CK
tactics and their corresponding
techniques through the MITRE ATT&CK
TTP(s) dashboard.

The MITRE framework is a good component of the security analyst's arsenal



Opening a workbench for
investigation

Compile, analyze, and
investigate threats for deeper

insights. |

— -
Track user activity, perform 2] oo 5
behavioral risk analysis, and - _ .
discover risk score trends.
Gain severity insights with

. c i ]

reputation scores for malicious I v |

IPs, URLs, and domains.

Process Tracking visualizes
parent-child process

Look _for susplaous chlld process spawned by a parent process, among other things



Remeadiating threats with
workflows

Automate threat remediation by linking workflows to alerts and security
alarms.

Use prebuilt workflows to handle common threats efficiently.

Create custom workflows with a drag-and-drop builder.

The need to orchestrate response workflows across network devices



Automation and orchestration tor .....-
response

Use case: Excessive password change failure
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Use cases can be simple to complex
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Success metrics of a SOC

Effective detection, investigation and remediation will lead to a decrease
in:

Mean time to detect
Mean time to respond

Mean time to recover

Improve security posture while meeting compliance regulations
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A SIEM helps with compliance

v PCI-DSS v CMMC v COCO v QCF

v HIPAA v POPIA v NERC v TISAX

v" GDPR v GLBA v" FERPA v ECC

v SOX v 1SO 27001:2022 v" PDPA v" PDPL

v CCPAand CPRA v Cyber Essentials v SAMA v UAE-NESA
v GPG v ISLP v" CJDN v LGPD

v" FISMA v NRC v SOC2 v NIST

Prove compliance with a myriad of frameworks and mandates
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Risk and security posture management

The goal of security operations is to reduce risk exposure while improving security
posture.

Risk scores can be given to every user and entity
A security score can be given for Active Directory

Helps you assess your organization's current risk levels viz-a-viz your organization's risk
appetite.

|dentify gaps that need to be addressed

Estimate the cost to fill that gap

The board understands two languages: That of risk, and that of money
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SIEM & IAM Scheduled Activities 2025

Webinars

e April 9, 2025 — Complying with Data Privacy Laws: Understanding and Implementing GDPR, NIS2 and the
Cyber Resilient Act

- May 21, 2025 — How to Boost Cyber Defense With Al: The Challenges, Uses, and Ethics

« July 2, 2025 — How to Defend Against Ransomware: Strategies for organizations in Greece, Cyprus and
Malta

«  October 8, 2025 — How to respond to a Cyber Attack: Expert Tactics for Managing Cybersecurity Incidents

Online Workshops
*  June 3-4, 2025 — ManageEngine Log360
*  September 16-17, 2025 — ManageEngine AD360

On-site Events

November 11, 2025 — Cyber Shield Greece
«  November 13, 2025 — Cyber Shield Cyprus
«  November 18, 2025 — Cyber Shield Malta
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Complying with data privacy laws:
Understanding and implementing GDPR, NIS2, and the Cyber Resilient Act

WEBINAR - April 09, 2025 | 3pm
= =1

This webinar will help you decode complex
regulations, gain insights into the evolving

threat landscape and explore Al-driven
= cybersecurity solutions.



https://www.manageengine.com/log-management/webinars/complying-with-data-privacy-laws-25.html
https://www.manageengine.com/log-management/webinars/complying-with-data-privacy-laws-25.html
https://www.manageengine.com/log-management/webinars/complying-with-data-privacy-laws-25.html
https://www.manageengine.com/log-management/webinars/complying-with-data-privacy-laws-25.html
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Getting the best out of your SIEM

E-BOOK

ManageEngine |

R e | Learn to deploy your SIEM and

detect threats with capabilities
such as threat intel and event
correlation.



https://www.manageengine.com/log-management/getting-the-best-out-of-your-SIEM.html
https://www.manageengine.com/log-management/getting-the-best-out-of-your-SIEM.html
https://www.manageengine.com/log-management/getting-the-best-out-of-your-SIEM.html

ManageEngine Expert Talks
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SIEM GUIDE | SECURITY LIBRARY

You can read interesting articles on
cyber security at ManageEngine
Expert Talks.
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https://www.manageengine.com/log-management/cyber-security/expert-talk.html
https://www.manageengine.com/log-management/cyber-security/expert-talk.html
https://www.manageengine.com/log-management/cyber-security/expert-talk.html

ManageEngine is the enterprise IT management
software division of Zoho Corporation

Privately held and profitable since inception

Zoho Corp.
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Unified service management
Enterprise and IT service management platform

Single-touch workflow automation for IT and business processes

Custom workflows and lifecycle management for key ITSM
practices

Al-powered virtual assistant and conversational agent

Best practice ITSM framework implementation

IT asset management with a CMDB

Single enterprise service portal for all departments
Advanced reporting dashboards and analytics

Identity and access management

Identity governance and administration

Privileged identity and access management

AD and Azure AD management and auditing

SSO for on-premises and cloud apps, with MFA
Password self-service and sync

Microsoft 365 and Exchange management and auditing
AD and Exchange backup and recovery

SSH and SSL certificate management

Unified endpoint management and security
Desktop, server, and mobile device management
OS and software deployment

Automated patch management

Continuous vulnerability assessment and remediation
Web and data security

Endpoint privilege management

Next-generation antivirus

Endpoint analytics and telemetry

Remote monitoring and management

Real-time ransomware mitigation

Take control of your IT

Monitor, manage and secure your digital
enterprise with ManageEngine

Available for
Enterprise IT | Managed service providers (MSPs)
as
Self-hosted on-premises
Self-hosted in public cloud (AWS, Azure)
Zoho Cloud-native

IT operations management and observability
Al-powered full stack observability

Digital experience monitoring

Application performance monitoring

Cloud and infrastructure monitoring

Network performance and security monitoring
Network traffic and configuration management
DNS, IP address, and switch port management
Cloud cost management

Security information and event management
Unified SIEM for cloud and on-premises

ML-driven user and entity behavior analytics
Advanced threat analytics

Cloud access security broker

Data leak prevention and risk assessment
Regulatory and privacy compliance

Advanced IT analytics

Unified insightsinto all of IT

Al-driven, self-service advanced analytics

Pre-built contextual reports and dashboards for 200+ IT apps
Automatic report creation through an analytics assistant
Business outcome simulations and predictions
Comprehensive SaaS management

Low-code app development
Custom solution builder

Digital transformation

Citizen development

Businessand IT process management
Rebranded mobile apps

Enhance ManageEngine solutions
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Join our stand.

Thankyou!

Joseph Msallam, Senior Engineer, Channel IT Ltd
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