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Collaboration

Cost Efficiency Access from

anywhere
Paas, laaS
Complex :
Archit pt Interdependencies Big data Multiple /
renitectures Distributed attacks

l SLA | Privacy lAccountabiIity | Compliance
J Impact on many |
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IntrOduCtion INFORMATION SECURITY SERVICES

Reduce human intervention

Advantages

Digital and connected
technologies (via lloT, ICS,
SCADA) enable automation,
efficiency, and real-time control

Enhanced Safety & Reliability

Increased Efficiency & Automation

Real Time Decision Making &
Remote Access

Lack of Security in Legacy Systems

Ransomware & Malware for ICS Cybersecurity Issues

The increasing connectivity raises
concerns about OT cybersecurity,
with more connections increasing
the likelihood and speed of
breaches.

Lack of Security in Legacy Systems

Hardening Issues

Supply Chain & 34 Party Risks

e OBGY TE
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NOt Only numbers o0 0 INFORMATION SECURITY SERVICES

Ransomware Surge
60% _ .
60% increase in ransomware attacks

Public targeting enterprises

Sector

Phishing & Social Engineering:

Manufacturing

90%) Remains the #1 attack vector, causing
90% of breaches

Supply Chain Attacks

Gartner predicts that
worldwide

Health
Care

Patch Management

it takes around 55 days to remediate
50% of critical vulnerabilities once
their patches are available

Financially motivated incidents

62% 62% of financially motivated
incidents involved ransomware or
extortion, with a median loss of
$46,000 per breach

U0V,

Period 2024 1. Public Sector: - 1085

2. Finance: - 1115 Global Cybercrime Cost

Confirmed 10.626 breaches
$59

3. Manufacturing: - 849 Projected to hit $10.5 trillion annually

Source: https://www.verizon.com 4 Health Care: —-1.220 by 2025
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GlObal Market AnalySiS INFORMATION SECURITY SERVICES

DORA DORA
22 00 ~ 22.000 Entities
i Approximately 22.000 entities
0 are expected to comply with
DORA
NIS 2
2000 Entities (Greece)
2000 ~ 2000 Entities will be legally
required to comply with NIS 2 in
Greece
\ 100.000 — 150000 Entities
. (EV)
30.000 ~ 130.000 entities will be legally
required to comply with NIS 2 in
Maritime Companies EU
~ 593 Greek Maritime Companies SaaS Compames
16.9% 592 Greek Shipping Companies (16.9% of the ]
global tonnage) -> the largest fleet worldwide ~ 30.000 SaaS Solutions
No. Vessels: 4936 The number of SaaS companies in
394,977,181 dwt 30.800 the world in 2024 is about 30,800
US: ~17.000
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The Challenging Landscape of Information Security Compliance  wrormation sccurir services

i \
\ \
| HIPAA | CCPA
| |
| |
- Third Party
Resiliency & Risks
Cloud
Security
Requiremeiits
'
\ 4
- ﬁ - NERC AEMO
b

. Data Protection Requirements . Financial Institutions Requirements

Challenging Landscape of
Information Security Compliance

Maritime Sector Requirements . Overall Requirements

. Energy Sector Requirements . Guideline . Standard
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Common Requirements INFORMATION SECURITY SERVICES

Accountability
Assign Roles & Responsibilities

Cartography
Asset Mapping & Dependencies
Identification

Configuration Management
Hardening & Patch Management

Risk Assessment & Treatment
Evaluate and Manage Risks

AEMO

Cybersecurity in Supply chain (AESCS)
Third-Party Risk Management

Incident Management
Incident Response & Reporting

BCP & Disaster Recovery
Be prepared for disruptive events

Audit & Monitoring
Audit, Corrective Actions

Continuous Improvement
Ensure effectiveness

Regulation

Standard / Guideline
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Our Proposed Cybersecurity Framework
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INFORMATION SECURITY SERVICES

Accountability
Assign Roles & Responsibilities

Cartography .
Asset Mapping & Dependencies
|dentification :

Configuration Management .
Hardening & Patch Management

Risk Assessment & Treatment
Evaluate and Manage Risks

Cybersecurity in Supply chain
Third-Party Risk Management

Phase II: Cartography

Identify Information Assets.
This may include assets related
to PII, PHI, IT, OT etc. (Data,
Software, Hardware)

Identify their dependencies
Identify the core business
requirements

Identify key suppliers

Incident Management
Incident Response & Reporting

BCP & Disaster Recovery
Be prepared for disruptive events

Audit & Monitoring
Audit, Corrective Actions

Continuous Improvement
Ensure effectiveness
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L Phase I: Define Information

Security Team

Appoint CISO

Assign security responsibilities
to key personnel (i.e. Security
Engineers, DevOps,
Department Managers)

Phase IV: Evaluate Key suppliers
* Evaluate their technical

controls (MFA, Encryption,
Backup, remote access etc.)
+ Evaluate Support Services &
SLAs & DPA
* Compliance with applicable
regulation

Phase VI: Develop technical &
organizational controls

+ Security Policies & Procedures

+ SLAs with key suppliers

+ DPA with data processors

+ Hardening and automation as possible

Phase VIII: Conduct Training &
Awareness Programs

+ Security Policies & Procedures
* Remote work and Business continuity
scenarios

Phase lll: Conduct Readiness
Assessment

* MapISO 27001 & NIST
controls with AICPATSC
requirements, 1SO
27017, 1SO 27018, I1SO
27701, IEC 62443, etc.
Identify existing
controls and find grey
areas

Phase V: Conduct Risk
Assessment &
Risk Treatment Plan

« Conduct Impact
Assessment

* Identify Potential
Threats

* Evaluate Vulnerabilities

* Propose Mitigation
Actions

Phase VII: Develop
Contingency Plan

* Identify recovery

priorities

+ |dentify dependencies
+ Establish communication

lines (internally and with
the key suppliers)

+ Create Runbooks in case

of unwanted event

Phase IX: Monitor, audit
update security measure

* Internal Audits
+ Review of Technical 8
Organization controls
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Accountability
Assign Roles & Responsibilities

Cartography
Asset Mapping & Dependencies
|dentification

Configuration Management
Hardening & Patch Management

Risk Assessment & Treatment
Evaluate and Manage Risks

Cybersecurity in Supply chain
Third-Party Risk Management

Incident Management
Incident Response & Reporting

BCP & Disaster Recovery
Be prepared for disruptive events

Audit & Monitoring
Audit, Corrective Actions

Continuous Improvement
Ensure effectiveness

B STeRM B B oy = »lgon =

Security Assessment
Home / Assessments List / NIS 2 (v.0.34)

artially Implemented




ST®RM Governance, Risk & Compliance Tool

RISK MANAGEMENT

ICCPR@TECT

INFORMATION SECURITY SERVICES

Prepare the

o Identify your
@@ Information Prepare the Records of
Aszets ig::;:ﬁ:z Processing
Cartograph Activities
Governance graphy Dependencies Inventory (ROPA)
Risk Identify and Risk Mitigation Identify,
Manage your via Evaluate &
Technical Predefined Manage the
Risk Vulnerabilities Security Overall Risk
Compliance Management Controls
Policiesy& Procedures via Ise‘_’:”tlt/
nciden
Security Procedures, Workflow Management
v Y Jp— Policies & BCP. DRP Mechanism g9
Procedures Training
2
@@ Identify your 3rd Party Integration
Critical Security with most
Suppliers Assessments known TPRM
TPRM tools
§ Conduct Assign
Internal Audits Responsibilities Monitor
against security & Enhance Corrective
Actions
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STORM

RISK MANAGEMENT

- : ICtPR@TECT
Governance, Risk & Compliance Tool el @C

M a8 ' B = O logout =

Edit Supplier

Cartography / AssetInventory / Edit Supplier

Score

Payroll Provider B o onsrecoss [ opensenicss 480
www.ictprotect.com = o 20%
¢ PROTEC AT B n nicuints [ over

i Main Information & Processes @ DNS records 3 Vulnerabilities

# DnsType Host Ip Asn AsnName AsnRange Country CountryCode Server Title

1A www.ctprotect.com 13335 0.0/20 Direct IP access not allowed
2 MX 0

30NS 1333,

4 NS 13335 24 L
Locations

ict PROTECT ©-2025

© 2025 | www.ictprotect.com 11



Our Proposed Cybersecurity Framework
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Phase IlI: Cartography

* Identify Information Assets.

This may include assets related organizational controls

Phase VI: Develop technical &

to PII, PHI, IT, OT etc. (Data, * Security Policies & Procedures
Software, Hardware) . . * SLAs with key suppliers

«  Identify their dependencies Phase IV: Evaluate Key suppliers - DPA with data processors

. |dent|fy the core bu5|ness ° EVaIUate the|r techr“cal

controls (MFA, Encryption,
Backup, remote access etc.)
* Evaluate Support Services &
SLAs & DPA
* Compliance with applicable
regulation

requirements
* Identify key suppliers

Phase I: Define Information
Security Team

* Appoint CISO

* Assign security responsibilities
to key personnel (i.e. Security .
Engineers, DevOps,

Phase V: Conduct Risk
Assessment &
Risk Treatment Plan

Phase lll: Conduct Readiness
Assessment

Map ISO 27001 & NIST

controls with AICPA TSC * Conduct Impact

priorities
Department Managers) requirements, 1SO Assessment
27017, 1SO 27018, 1SO e Identify Potential
Threats

27701, IEC 62443, etc.

* |dentify existing
controls and find grey
areas

* Evaluate Vulnerabilities
*  Propose Mitigation

Actions
© 2025 | www.ictprotect.com

Phase VII: Develop
Contingency Plan

* Identify recovery

* Hardening and automation as possible

Phase VIII: Conduct Training &
Awareness Programs

* Security Policies & Procedures
* Remote work and Business continuity
scenarios

Phase IX: Monitor, audit &
update security measures

* Identify dependencies

* Establish communication
lines (internally and with
the key suppliers)

* Create Runbooks in case
of unwanted event 12

¢ Internal Audits
* Review of Technical &
Organization controls
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Our Servj.ces INFORMATION SECURITY SERVICES

Assurance Training ®
Services Services

Security
Management
Services

Compliance
Services
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Let’s do business ICCPR@TECT

INFORMATION SECURITY SERVICES

info@ictprotect.com

ESSENTIALS ESSENTIALS

v v
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