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“We Won’t  Be Targeted”
MISCONCEPTION

74% feel ready to 
detect  and respond

CONFIDENT CRISIS
194 Days (IBM)

MEAN TIME TO DETECT

Cont inues to be  the  prime 
direct ive

DOING THE BASICS

FACTS



VICTIMS INFRASTRUCTURE ICS IMPACT

KAMACITE
Since 2014

• Ukraine, Europe, US • Compromised infra in Europe / Spoofs legit 
technology & social media services

• Operations linked to five ICS targeting events, proven 
operations leading to disruption, facilitated the 2015-2016 
Ukraine power events

ELECTRUM
Since 2016

• Electric Sector in Ukraine, 
Europe

• Leveraged servers hosting additional services (e.g. 
TOR)

• Executed control system portion of 2016 Ukraine pwr event, 
deployed CRASHOVERRIDE designed to manipulate electric 
transmission

MAGNALLIUM
Since 2017

• Petrochem, Aerospace, Electric 
in Saudi Arabia, Europe, N. 
America, South Korea

• Registers own infrastructure / Spoofs victim 
organizations and generic IT themes 

• Destructive wiper malware use in IT, could be used in control 
system networks, likely developing tools for operations 
environments

PARISITE
Since 2017

• Oil & Gas, Aerospace, Utilities, 
Government, NGOS in US, 
Middle East, Australia, Europe

• Adversary controlled domains & infrastructure for 
C2 & delivery
• Tor exit node to launch attacks

• Operations focus on ICS-related organizations, limited to IT 
network actions for initial access and info collection

CHERNOVITE
Since 2021

• Oil & Gas, Utilities, and other / 
Asset owners with Schneider 
Electric, Omron, CoDeSyS, and 
OPC UA ops

• Uses victim PLCs, engineering workstations, and 
PLC control SW for lateral movement and 
manipulation

• Loss of safety, availability, and control; manipulation of 
control
• ICS Kill Chain Stage 2 - Install/Modify; Execute ICS Attack

VOLTZITE
Since 2023

• Targets the electric sector in 
United States, Guam

• Uses internet-facing SOHO networking equipment 
for comms

• Loss of Confidentiality, Theft of Operational Information
• Espionage and persistent access

BAUXITE
Since 2023

• Global impact, victims in the 
U.S., Australia, U.K., and Israel 

• Use/reuse of bulletproof hosting & owned infra
• Different infra for CNA/CNE, Scanning & Research

• ICS Cyber Kill Chain Stage 2
• Deny Control, Loss of Availability, Loss of Control, Loss of 
Productivity/Revenue, Loss of View

GRAPHITE
Since 2023

• Critical infrastructure in Eastern 
Europe (Ukraine) and West Asia

• Use of Compromised SOHO routers
• Use of LIS, VPN, VPS

• ICS Cyber Kill Chain Stage 1
• Emphasis on Credential Capture Operations

OT Threat Actors (2024-2025)



Next-Generation SOC in 
Distributed Battlegrounds
Modern hybrid digital 
environments (IT, public cloud, 
OT/ICS) require a unified defense 
strategy that reflects a holistic 
approach to protecting from 
evolving cyber threats.



From SOC to IR: Turning 
Detection Into Action

IR acts fast

The SOC:
• Monitors  24/7
• Detects  anomalies, suspicious activity, or 

confirmed threats.
• Correlates  logs, alerts, and telemetry.

The  IR (Incident Response  Team):
• Investigates  the alert and confirms the threat.
• Contains the breach, isolates  systems, stops lateral 

movement.
• Performs forensics, recovery, and root cause 

analysis.

Together, we reduce dwell time, damage
 and chaos

SOC sees  it firs t Incident Response Team acts  fas t



•Preparation is  the  foundation: playbooks, team training, and 
established collaboration (e.g. with SOC or IR Retainer) are 
essential.

•IR begins with the firs t a le rt and ends with full recovery.
 In regulated environments (GDPR, NIS2, DORA), reporting and 
evidence preservation are mandatory.

•IR demands coordination and expertis e  it’s  not something to 
improvise at 3 a.m.
 
•It must be ready, s truc tured, and immediate .

What is  Incident Response?

“Your SOC can tell you something is excessive. Your IR 
team makes sure it doesn’t become a disaster.”



An IR Reta iner is  a readiness agreement that enables immediate incident response — without waiting 
for internal approvals  or contracts. It includes:

•Pre-established SLA, acces s , and communication channe ls

•A kickoff session to map critica l as s e ts , ne twork topology, teams , and e levated credentia ls

•In advanced environments, IR tools  may be pre -deployed, allowing rapid forensic access and faster 
identification of compromised systems.

•When there’s  no active incident, retainer hours are used for threat hunting, rans omware  s imulations , 
playbook deve lopment, or tra ining.

•The IR Retainer reduces  de tec tion-to-res pons e  time , enabling faster containment before lateral 
movement or data exfiltration occurs.

IR Retainer

“Your SOC can tell you something is excessive. Your IR 
team makes sure it doesn’t become a disaster.”



The breach began through a public-fac ing s e rver that was not fully patched, allowing exploitation of a 
known vulnerability.

The attackers used a built-in server function to execute remote commands, and shortly after, uploaded a 
remote access tool installer.

From there, escalation followed:

•Remote access tools  were deployed across multiple servers
•Attackers moved laterally within the domain to compromise more systems
•Tools were used to steal credentials, maintain persistence, and map the environment
•A new domain group and user were created and added to elevated roles
•Finally, rans omware  was  deployed

Ransomware Case

“Your SOC can tell you something is excessive. Your IR 
team makes sure it doesn’t become a disaster.”



With a  SOC:
•Remote command execution, tool installation, and AD activity would have triggered alerts  early via 
SIEM/EDR.

•With an IR Reta iner:

•Response team would activate immediately after the first alert
•Pre-established access would allow fast investigation
•Existing playbooks would guide containment
•Systems could be isolated, and forensic data captured without downtime
•Lateral movement could be stopped before encryption

Ransomware Case

“Your SOC can tell you something is excessive. Your IR 
team makes sure it doesn’t become a disaster.”



Security is a 
Team Effort
With us you get:
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