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Safety in the castle, but we always need to expand
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We face threats and have vulnerabilities
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® Human-related  ® Vulnerability-related 0 )

Source: Verizon Data Breach Investigations Report 2024
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The nature of threats

B Ransomware ® Cyber-enabled fraud
® Independent Users  m Others ® Supply chain disruption = Malicious insider

B Organized Crime

Source: Verizon Data Breach Investigations Report 2024 Source: WEF Global Cybersecurity Outlook 2025
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Al, the top tech of digital era

Which tech will affect cyberesecurity more?

Convergence of IT and OT

Decantralized

Al (Gen Al, Malicious Al, Al-driven MDR) (blockchain, etc)

Source: WEF Global Cybersecurity Outlook 2025
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Security teams defend in silos
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*Organizations use an average of

80 security tools
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Attacks proceed with leaps

Email and collab [dentity Endpoint Apps and clouds

*Median time for access to private data
(S ~/2 minutes
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Where's your data?
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Where's your data?

File Servers
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Where's your data?
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Battle ©days and Otrust, starting from the source
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XDR - Right Where Your Data Are

More than 78 trillion daily signals

|ldentity sources Detection
3 :
Ak @ @ @ UEBA - [oC Reconnaissance
n-premises Domain AD FS AD CS
Controller

Credential access
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Microsoft Entra

Microsoft
Entra ID

Entra ID
Protection

Lateral movement

OneLogin Persistence

Other providers
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Protection
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Microsoft Endpoints Email and SaaS apps Data Cloud
Defender XDR and loT collaboration workloads
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Vulnerability management
Risk-based approach to remediation vs Odays
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Continuous real-time discovery

Context-aware prioritization

Built-in end-to-end remediation process

HE Microsoft
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i @ Microsoft Defender Vulnerability X -
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Microsoft 365 Defender

Microsoft Defender Vulnerability Management dashboard

Organization exposure score

Exposure score

This score reflects the current exposure associated with devices in
your organization. The score is potentially impacted by active
exceptions.
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23/100

M Low0-29 M Medium30-69 [l High 70-100

Exposure score over time
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Improve score

Top remediation activities

Remediation activities

This table lists top activities that were generated from security
recommendations

Block Office communication application from creating 37/87
child processes

Top security recommendations

Recommendation

Update Microsoft Edge Chromium-based
Update Ubuntu Tar for Linux

Update Apple Safari for Mac

m Show exceptions

Top events (7 days)

Date (UTC) Event

ey

Feb 27,2023 ...

Exposed devices

213

94

63

Ubuntu Curl for Linux has 3 new vulnerabilities, impacting 111 devices

Threats  Impact Tags

@ O w1060

@ 3 wees

@ G waed

Originally impacted devices (%)

111 (10%)

Feb 27,2023 .. B Ubuntu Libcurld for Linux has 3 new vulnerabilities, impacting 111 devi... 111 (10%)

Feb 27,2023 ... B Ubuntu Libcurl3-gnutls for Linux has 3 new vulnerabilities, impacting 1... 111 (10%)

Show more

Top vulnerable software

Software 0S platform
Edge Chromium-based Other

Tar for Linux Linux
Safari for Mac MacOs

Weaknesses

913

34

Threats

@ G

Exposed devices

N
213 / 469

94 /130 [
63 /69 —

Microsoft Secure Score fol

Your score fc

This score reflects the collective
your devices across OS, Applica
Security Controls Score is poter
exceptions.

522/1084 points achieved

Application
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Accounts

Security controls

Score for de
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Improve score

Top exposed devices
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Microsoft Purview Information Protection

' Data classification service Sensitivity Labels i L Y 33
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Protect from Al / Work with Al

> O @

h Copilot

Use your arsenal: Use natural language and get context:

» Policies to block random Al web apps * |dentify data security risks

* Purview DLP to prevent data leakage  Accelerate and simplify investigations and reports

* Defender XDR to detect bots and Al patterns e Elevate SOC analysis with intelligence and data insights
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Microsoft Zero Trust Capability Mapping

NIST

Key
NIST Area

NIST Sub-Area
Sub-Area

Microsoft Service

Defender for Endpoint

| ‘ |

Security Analytics

J Microsoft Defender XDR

Defender for Office 365
| ! '

Defender for Identity

Defender for Cloud Apps
! |

Defender for Cloud

Microsoft Sentinel

» Security Information and Event
Management (SIEM)

» Security Orchestration, Automation, and
Response (SOAR)

‘ [

Security telemetry from across the enviroannt
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Endpoint Security Wity Credtaitel, aiid Agees Policy Enforcement / Admin (PE/PA) Protected Resources
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Takeaways

 Expansion = targeted & vulnerable

 Security teams # Silos

* Odays > rapid detection and patching

 OQtrust > systems, users and data usage

* Azure, M365, on-prem Microsott services + Microsoft XDR = BFFs

o Curious? Let’s run a PoC ;)
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THANK YOU!
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