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Safety in the castle, but we always need to expand



64%

26%

Human-related Vulnerability-related

We face threats and have vulnerabilities

Source: Verizon Data Breach Investigations Report 2024



The nature of threats

64%

26%

10%

Organized Crime Independent Users Others

45%

20%

17%

7%

Ransomware Cyber-enabled fraud
Supply chain disruption Malicious insider

Source: Verizon Data Breach Investigations Report 2024 Source: WEF Global Cybersecurity Outlook 2025



AI, the top tech of digital era

Source: WEF Global Cybersecurity Outlook 2025

Convergence of IT and OT Cloud

AI (Gen AI, Malicious AI, AI-driven MDR)
Quantum (computing, 

encryption)
Decantralized 

(blockchain, etc) Satellite Others

Which tech will affect cyberesecurity more?



Security teams defend in silos

Apps and clouds

*Organizations use an average of 
80 security tools



Attacks proceed with leaps

*Median time for access to private data 
is ~72 minutes

Apps and clouds
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OS

Where’s your data?



OS
OS

Where’s your data?



Where’s your data?



Battle 0days and 0trust, starting from the source



+ IoC



Vulnerability management
Risk-based approach to remediation vs 0days



Microsoft Purview Information Protection
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Use natural language and get context:
• Identify data security risks
• Accelerate and simplify investigations and reports
• Elevate SOC analysis with intelligence and data insights

Use your arsenal:
• Policies to block random AI web apps
• Purview DLP to prevent data leakage
• Defender XDR to detect bots and AI patterns

Protect from AI  / Work with AI



Protected Resources

Data 
Security

Security Analytics

Identity
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Access & Credential 
Mgmt.
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Microsoft Service
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Endpoint Detection and 
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Microsoft Sentinel
• Security Information and Event 

Management (SIEM) 
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Microsoft Defender XDR
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Infrastructure & Access

ON-PREM APPS & WORKLOADS

Data
Database StorageFile share

CLOUD APPS & WORKLOADS

Defender for Identity Defender for CloudDefender for Cloud AppsDefender for Endpoint Defender for Office 365

Security telemetry from across the environment 

Entra ID

Entra ID Governance
Grant Access 
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Feedback mechanisms enable 
continuous improvement



About Uni Systems

Leading ESA & 
LSP in EU

80+ Certified 
Professionals

250+ 
Certifications

70+ Ent. 
Agreements

5 out of 6 
Designations



Takeaways

• Expansion = targeted & vulnerable

• Security teams ≠ Silos

• 0days > rapid detection and patching

• 0trust > systems, users and data usage

• Azure, M365, on-prem Microsoft services + Microsoft XDR = BFFs

• Curious? Let’s run a PoC :)



THANK Y0U!
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