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“The CISO’s journeyisn’t about being perfect.
It’s about being prepared.

Not reacting —but anticipating.

Not breaking —but leading.”
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Ransomware Variants: , , , ,
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ETMLYELPNOCELC: avo Tov 20 atopo v:

Akira, Lockbit, Makop,
Medusa,
Stop DJVU
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Aryotepa o otoyevueva Ransomware

290,000

new malware samples
per dayin 2024

Top malware types Q1-Q3 2024
Keylogger

Top 3

= Lumma
= Redline
= StealC

23%



mma Stealer: Fake CAPTCHA

User copies malware script

Run

Oparn:

Fype the mame of 3 program, folder, document. or Internet
reiource, 3nd Windows will open ® for you.

[ SMABAB pAGMA s DUAL gBEAG gACKEVAHIAIGA ]

] E Cancel Bronarie.

User pastes the script to the Run
window and executes it

Malware infection begins
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Fress the lopy comtimation <+ R e then CTRL + V.
then prevs Enber




Avcnon o€ email based attacks

Quishing trend Types of email attacks
. 75%
| 20%
D .l.II.'I'If'n'[ 4%
1%




ChatGPT. At your ...Malware Services

1. Find an open LLM or pay
for jailbreak

2. Basic knowledge about
malware and development

3. Create malware




The attack surface has exploded

Expanding Attack Surface
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ETAIPIA N0 BOHOAME YMHPEZIEZ NPOIONTA BLOG AQPEAN EPTAAEIA EMIKOINGNIA GR v
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Asite av n Emyeilpnon ocag YImaystal ot ATTALTCELG
™ ¢ vopoBeoiag NIS2!

CUHUOPGWOT] armod TIC EMYELPNOELC HEXPL TIG 17 OkTwfplou 2024,

' * ' H odnyla NIS2 ¢ Eupwnaikng Evewong amattel apeon

H un cuppopdwon Uropel va odnynoeL oe Bapleég KUPWOELS Kal
* * MPOCTLUA TTIOU UTTopEL va GTACOUY TA EKATOPMUPLA EUPW.

N I n M’ autod dnuloupynoaue Eva eUypNoTto EpyaAsilo - yia va
BonBnooupe v emyeipnon oac va katavonoetl eav urf

OTLG analtoelg g vopoBeoiag kal va mpodaBel mOa

. . . ) , .
D I re ct Ive KwdUvoug rmou propel va tn Béoouv ot Kiviuvo.

* * Xpnaolpormolate To mapakatw AQPEAN spyaieio g T|
va delte av n etalpela oac mAnpol Tic mpolnoBéoelg
unmoyoewTikne £évralne. os Tola KaTnvooia avnkeL Kal

https://tictac.gr/nis2-eligibility-calculator/


https://tictac.gr/nis2-eligibility-calculator/

| $ |T|CTAC
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KatéBaoe Awpeav Tov

Odnyo Iuppopdwong yia
v Odnyla NIS2 NIS2 Directive

Mpootatelos TNV EMYXELPNOT) OOV Kal amEPuUyE 3.5 Tic Tac Cybersecurity
Baplég KUPpWOELG.

Elodyete Ta oToEla oag ya va KatePAoete tov dwpedy odnyod
KaL va evnuepwBelte aueoa,

Iz

Ovou/vuuo® Email*

[" ] 'Exw Blafdaoel kal oupdwve Pe TV Mol anopprtou.

Katéfaoe tov Odnyd

https://tictac.gr/nis2-free-ebook/
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EpyaAeio Zupgpoppwong

‘Eva epyaAeio dwaxeipiong kat a§toAdynong
yia NIS2, ISO/IEC 27001, DORA
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[ott Tape tpog Microsoft365 kot Entra

Epyacia and kdBe cuokevn
n 1o Web

ITolotikdTtEpO Inbox ym pig
ToAAd SPAM

Microsoft Teams
EvkoAn Ade10066Ttnon

(vopuotnTa)

EvxoAio Onboarding /
Offboarding

Xpnon Sharepoint avrti
Fileserver

Kevtpwkd g BEreyyog and
Koveoieg Web

MFAAoyoproopov (email &
YPMNOTOV

‘Bleyyoc ovokevov (Intune)

EvkoAotep™ d1axeipion
ypNnoTo Vv kot Groups pe
KatdAAnia dwkam poto (Entra
ID)

DMARC/SPF

AVTONATEG EVIUEP D CELS GE
TeEAEVTOIEG EKOOTELS

Owovouikodtepn dlayeipion

EveM&ila kot Scalability

Agv amalrtovvTol LGIKOL
Servers

Agv amattovvion

EPYATOM PEG GTN GLVINPNON
Servers kot Pevpa
[eptapPaver: Email, Office
Suite, Teams

[IpoPA&y o K6GTOG TOV
anelevfepmvel pevGTOTNTA
Meimw on k0ctovg IT

TPOG® TIKOV




[Hoti Microsoft Onboarding pe v Tic'Tac;

Onboarding yo pic acp aAreio etval ETKivovuvo!

[Tow etvorn owpopad pe tnv TicTac

Teyvoyvm oia otnv
vAomoinomn WoemV yiu
collaboration

Technical Partner

Success Manager Support Security




TicTac Infocom Workshops 2025

WORKSHOP iﬁfocom
B8 02 Arpihiou SECURITY
14.30 - 15.30

9 Qbelo abnvwv

Conference & Expo

Fiwpyog Pdikog | Mavaywwtng Miéppog
Chief Information Security 4 Managing D"_eCYDL
Officer, Tic Tac T TUE.:

'E:} TICTAC

LABORATORIES

Mission: Compliance - Navigating NIS2 with
Automation - Startcomply.com

Mabe ntwg n NIS2 avtipetwniletol otnv
npaén e avtopatonoinon. H
CUMHOpdwWON YIVETOL EUKOAOTEPN OTAV
EXELC TOL CWOTA EPYOAEL

WORKSHOP ,’5“'_.
One Platform to Secure Them All - 'QE&%?-W
Acronis Cyber Security Platform — You foniesce s o

don’t need many tools for Cyber
Security if you find the right tool

E 02 AmptAiou | -

15.30 - 16.30

9 Q&elo abnviv

TICTAC rLdVVI’]q TZI"]I.IOQ
E e

Head of Cybersecurity
Department, Tic Tac

wewticacgr  wwwtictadabs.com

E————

REGISTER NOW!  —— WWW.INFOCOMSECURITY.GR

One Platform to Secure Them All -
Acronis Cyber Security Platform MoAAa
epyaleia; 'H €va mou ta KAveL OAq;
AvakaAue nwe n Acronis aAAAleL TO
rtoxvidt otnv kuBepvoacdalela.
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ATA RECOVERY @ CYBER SECURITY

OL BacLKEC IAPOXEC evog MSSP

Mpootacia Twy teppatikwy ( Endpoint protection)
Antivirus Databases, Unknown file protection, Sandbox for Unknown files

Mpootacia Twv dedopévwy
Ransomware proof Automated Backup & Disaster Recovery with Cloud

Mpootacia Tov diktvov
24/7/365 Firewall monitoring

Kévtpo duayeipiong suppavtwy acpaleiag ( SOC)
24/7/365 security monitoring amné avBpwrivo duvauiko pe edikd epyaleia

Alepelivion NAEKTPOVLKWY TIELOTNPILWYV Live
Digital Forensics o€ Tiepintwon eviomniopoL avwpaAiag oto SikTLo

Awaxelpt{OHACTE TNV ACPANEL TOV
Cyber Security Insurance SLKTOOU KaL TNC UTTOSOHNC CaC, WOTE

Eme1dn n kuBepvoaopaleia eivar duokoAo va eyyunbei 100% Va E0TLACETE otV epvaoiu oag
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Cyber Security Awareness kat ekmnaidevon
Ekmnaldevovpe To MPoowTLKO Pag yla va yvwpiZel TL va TiepLPeVeL
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Tictac &Panathinaikos
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TI C-I-AC TpuoAewg 9, Yunttog — Aapvn
LABORATORIES TnA. Kévtpo: 210 6897383
www.tictac.gr

B TICTAC CYBER SECURITY www.tictaclabs.com

Partnerships and Distributions

2 . N Mi
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[ASORATORIES HOMEPAGE CYBER SECURITY RANSOMWARE PRODUCTS OUR CLIENTS ABOUTUS CONTACT
ATA RELOVERY = LVBER SECURIT

THE EXPERTS IN CYBER SECURITY
& RANSOMWARE DECRYPTION @!g@!myggg Acronis |Platinum Partner

Have you been hacked oryour files are encrypted by Ransomware? Q XC lti. um

Is your network safe from hackers?

lam inadesperate need of :
i

CYBER CYBER

SECURITY SECURITY CYBER

| d 2025 Wl 2093~ [} SECURITY
Vi > % securi : ed | [D)gi AWARDS
Mlsé‘(r);_(])gt lnsll:::nct coMODO ‘ {8} SecurityScorecard ‘ Acronis E BrandShield ‘ @ igimune GOLD SOLD 5025



https://www.tictac.gr/
https://www.tictaclabs.com/
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