SASE Future-Proofing
Enterprise Security




CURRENT SECURITY CHALLENGES

Current security challenges include managing the increasing complexity of hybrid and multi-cloud
environments while protecting against evolving cyber threats.

PERIMETER DISSOLUTION GROWING CYBER THREATS

) Remote Access © Phishing

<~ BYOD &) Ransomware

COMPLEXITY PERFORMANCE

Managing multiple point Performance bottlenecks with
@ solutions legacy architecture

) Integration Challenges ) Scaling
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WHAT IS SASE?

SASE stands for Secure Access Service Edge. It's a cloud-based security framework that combines
networking and security services into a single, unified solution.

SECURE ACCESS SERVICE EDGE

SASE combines network security functions with WAN capabilities to support the dynamic
secure access needs of organizations.

KEY PRINCIPLES

Cloud-native

! ¢ ) Identity-driven Edge-delivered
The SASE architecture is designed Access is based on the user's
to operate entirely in the cloud.

SASE services are delivered as
close as possible to the user or
device.

identity.
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CORE COMPONENTS OF SASE

Converging multiple network and security functions into a single solution to simplify
user access to business applications
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Connect »
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Centralized and Unified
Management

SD-Wan
Software-Defined
Wide Area Network

New network
architecture to ensure
greater agility and
scalability

SASE

Protect

Adapting security to the
context for effective
perimeter defense

Integrations — Applications
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Data Loss Prevention Cloud Access Security Broker
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Zero Trust Network Access

Locations
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SaasS

User / HQ / Branch / Home

Client or Clientless

Access Control Application
Identity-based access control, granular and Access authorized applications, anywhere and
service-specific anytime
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KEY ADVANTAGES OF ADOPTING THE SASE MODEL

| BUSINESS ADVANTAGES W

Cost Effective
Simplify network security and reduce costs by
replacing legacy controls with cloud-based solutions.

Streamlined Operations
Integrates network and security services for simpler
management.

Business Agility
SASE integrates network and security, enabling agile
adaptation to market changes and business needs.

Improved User Experience
SASE boosts productivity with secure, seamless access,
reducing latency for remote and mobile users.

OF
{0

SECURITY ADVANTAGES a |

Zero Trust Posture
SASE quickly detects and mitigates threats, ensuring
business continuity.

Visibility & Control of Sensitive Data
SASE improves data security, governance, and
compliance, reducing breach risks.

Real-Time Threat Response

The system uses Al and ML to quickly identify and
respond to threats, improving defense and response
times.

Consistent & Ubiquitous Security
Secure access controls dynamically adapt to risks,
reducing attacks by up to 90%.
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SASETYPICAL BUSINESS CASE DRIVERS

Potential

SAVINGS

Eliminate Network-level VPN access

m Eliminate DMZ services for internal and third-party services

Consolidate network & security tools (like SWG, NAC, DNSSEC, CASB)

m Eliminate or reduce consumption of MPLS Circuits

Reduce on-premise firewalls (Data Center-to-Cloud & vice versa)

m Secure Access Service Edge (SASE) Solution (Licenses/Support)

Implementation Services

M SD-WAN Solution (Licenses/Hardware/Support)

Implementation Services

Our understanding of main business case drivers for Client

TYPICAL SAVINGS

80-95%
90%-95%
5-10%

40-80%
10-20%

30-50%/YR

Typically 30-50%
OpEx reduction with
one-time CapEx
investment equal to
one-year of existing
OpEx run costs

Copyright © 2025 Accenture. All rights reserved.



THE MATURITY PATHTO SASE

SASE MATURITY

A

LEVEL 4 Scale

LEVEL 3 Pilot Phase

LEVEL 2 Design

LEVEL 1 Evaluation

Legacy

APPLICATION MODERNIZATION

Modern

Approach

Level 4: Full Scale
* Automate access
« Enforce consistent policies automatically

* Apply Zero Trust in apps and devices

Level 3: Pilot Phase
- Detect anomalies for early threat identification
- Automate security policies based on threats

» Use of Open Standards

Level 2: Design
* Apply Multi-Factor Authentication (MFA) everywhere
« Use device certificates for authentication

« Apply access based on user and device security

Level 1: Evaluation

» Identify and classify sensitive data
*  Map network flows

« Document accessible applications

+ Startsmall
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ARCHITECTURE MIGRATION
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(*) Includes Network Firewall, DLP, Web Application Firewall, ZTNA, Secure Web Gateway, CASB, DNS Sec
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Accenture’s Rolein SASE
Innovation




ACCENTURENETWORK & SECURITY CAPABILITIES

Accenture will put its full range and depth of secure network design services behind the delivery
of network transformation requirements. We are one of the largest secure network services
providers globally with the experience to delivery at the speed and scale needed.

Network Transformation & Consulting Capability
25 000+ @ 25+ 3100+ Network and Security Advisory (Strategy & Consulting)
’ ’ Cloud, Network Transformation (Evolution)
Network and Security % Scope yearsof Network and Network and Security Assessment
. . . p experience in Security Clients Network Optimization
Professionals covering 67+ countries & Scale  secuityand across Europe, P A o)
network practices NA & APAC Network and Security Management oYo
Network and Cyber Security 0 D 0
Secure Network Cloud Transformation (—
ZOO(t)’f Certfiod Netork Soeuri £ Collaborated on secure network
t t . . .
50+ Delivery center locations coeniure bertied Retwork sectrty Engineers transformation projects with 95 of the top 100 Overall Infrastructure Services
2 US based 5 Labs global service providers in the last five years. Cloud, Data Center
5000+ Network, Security, and Unified Communications
4 Cyber Fusion Centers Accenture client engagements in network
it ts performed in last 3 .
2 s Lo security projects performed in last 3 years Market LeaderShlp
Accenture is acknowledged b o
8+ Global Technology and 130,000+ independent analysts asga Ieaéer O/O
Operations Delivery Centers Cloud First Professionals P . Y .
for IT Services for Enterprises and o
Communications Service Industrialized 4.5M+ Routers,
620 L8900 i ¢ Providers assets, gX”StE?ZeTSN;Ag‘ , Firewall,
+ ~ evices
& 320+ We work with 19 out of 20 methodologies managed for our clients
Infrastructure Infrastructure Global Fort 500 and intellectual from our Global NOC
Consulting Clients Outsourcing Clients obal Fortune . property (Network Operation Centre)
Telecommunication Companies
Awa rds & ‘I I I; EVEREST GROUP, 2024 EVEREST GROUP, 2022 GARTNER AWARDS
Leader: Managed Detection and Leader: Software-Defined Wide Area Leader: Managed Network Services
Accolades Response (MDR) Services PEAK Network (SD-WAN) SERVICES PEAK (NMS) Magic Quadrant, 2024
Matrix® Assessment, 2023 Matrix® Assessment, 2021
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Q&A Session




Thank You!

Scan me!
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