
Connecting and protecting 
organisations in the  AI e ra

Lothar Renner
Managing Director, Cisco Security, EMEA

April 2, 2025



© 2025  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential | 3

Cisco Confidential

©  2 0 2 5   Cis c o  a nd / o r its  a ffilia te s .  All rig hts  re s e rve d .   Cis c o  Confid e ntia l | 3

The pace of 
AI innovation is staggering

AI challenges you to deploy 
new technology faster than 
ever before.

2022
ChatGPT

2024
Agents/Assistants

2026
?

1990s
Machine Learning
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AI AGENTS AI APPS ROBOTS HUMANOIDS

AI adds new risks
Securing 

the use of AI
Securing 

AI applications
Stopping 

AI- powered attacks

Prompt injection

Model theft

Training data poisoning

Data leakage prevention

Download malware

Toxicity



Feel they have a maximum of 
one year to imple me nt the ir AI 

s trate gy be fore  s ignificant 
ne gative  bus ine ss  impacts

Organizations  are  running out of time

Fe e l the y have  a maximum of 18 
months  to imple me nt the ir AI 

s trate gy be fore  s ignificant 
ne gative  bus ine ss  impacts

85%59%

Source: Cisco 2024 AI Readiness Index (November 2024)



Source: Cisco 2024 AI Readiness Index (November 2024)

42% of companie s
at full /  advance d de ployme nt 

39% of companie s
At full /  advance d 

de ployme nt

Cybersecurity

36% and 34% of companie s
At full /  advance d de ployme nt 

re spe ctive ly

It Infrastructure

#1 #2 #3

Investments are rapidly growing in strategic areas

Data Analytics and 
Management

AI spend is growing: Roughly 10 -  30% of curre nt IT budge ts  is  be ing 
de dicate d to AI and is  e xpe cte d to ne arly double  in the  ne xt 4- 5 ye ars . 
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Cisco is transforming its Security Portfolio to connect and 
protect organisations in the AI era

Fusing security 
into the network

Making security 
simpler

Innovating with 
AI

Automation:
Unified AI Assistant

From Firewall to 
Firewalling with AI 

native Security

Every Switch Port 
becomes a Firewall



AI Protection – 
Cisco AI De fe nse
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Use of sanctioned and 
shadow AI applications

1200+ AI applications

Visibility Leakage Prevention Compliant Use

Cisco AI Defense
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Cisco Security Cloud

Cloud ProtectionUser Protection

Security Analytics and Response

Segmentation  |  Patching  |  Securing AI AppsUniversal ZTNA

Threat detection  |  Investigation  |  Response

Security Analytics and Response

User Protection Cloud Protection
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Cisco is revolutionizing how infrastructure and data 
c onne c t and p rote c t organizations  in the  AI e ra.
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