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The pace of
Al innovation is staggering

Al challenges you to deploy

new technology faster than
ever before. ,
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Al AGENTS Al APPS ROBOTS HUMANOIDS




Data leakage prevention Prompt injection

Al adds new risks

Securing Securing Stopping
the use of Al Al applications Al- powered attacks
Download malware Model theft

Toxicity Training data poisoning



Organizations are running out of time

Feel they have a maximum of
one year to implement their Al
strategy before significant
negative business impacts

85%

Feelthey have a maximum of 18

months to implement their Al
strategy before significant
negative business impacts

Source: Cisco 2024 Al Readiness Index (November 2024)



Investments are rapidly growing in strategic areas

Al spend is growindRoughly 10 - 30% of current IT budgets is being
dedicated to Aland 1s expected to nearly double in the next 4-5 years.

42% of companies 39% of companies 36% and 34% of companies
at full/ advanced deployment At full / advanced At full / advanced deployment
deployment respectively

Source: Cisco 2024 Al Readiness Index (November 2024)



Cisco is transforming its Security Portfolio to connect and
protect organisations in the Al era

Fusing security Making security Innovating with
into the network simpler I\

Every Switch Port Automation: Irrre()vc;llilr:ev\\//v?’:IhtZI
becomes a Firewall Unified Al Assistant J
native Security
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Al Protection —
Cisco AIDefensq 4



Cisco Al Defense

Use of sanctioned and

shadow Al applications

Visibility Leakage Prevention Compliant Use

1200+ Al applications



Security Analytics and Response

Threat detection | Investigation | Response

User Protection Cloud Protection
Universal ZTNA Segmentation | Patching | Securing Al Apps
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