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Introduction
Continuing operations and recovering from disasters

Hardware failure - Components within a fault domain 
of a datacenter go down because of a technical issue 
(software update, hardware component failure, etc.) 

Datacenter failure - An entire datacenter (fault isolation 
zone) goes down, e.g., fire, power and cooling 
disruption, flood, etc.

Regional failure - All datacenters within one region are 
impacted, e.g., nature disasters (tornado, earthquake), 
territorial conflicts (war), huge power disruptions

Heavy load - Applications or infrastructure need to 
process a sudden spike in the incoming requests/traffic 
because of increased interest (legitimate actions) or 
Denial-of-Service 

Accidental data deletion or corruption - Sensitive or 
application/business critical data gets deleted or 
corrupted
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REDUNDANCY
Foresee multiple instances of the same service 
and infrastructure. In case something goes wrong 
with one instance, other instances take over.

SCALABILITY
Ensure that services are stateless so that the 
underlying infrastructure can be replicated easily 
when required.

BACK UP
Ensure that data can be recovered.

Apps 
Infrastructure

Data
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Introduction
Cloud consumer’s responsibility areas

Hardware failure - Components within a fault domain 
of a datacenter go down because of a technical issue 
(software update, hardware component failure, etc.) 

Apps 
Infrastructure

Data

Datacenter failure - An entire datacenter (fault isolation 
zone) goes down, e.g., fire, power and cooling 
disruption, flood, etc.

Regional failure - All datacenters within one region are 
impacted, e.g., nature disasters (tornado, earthquake), 
territorial conflicts (war), huge power disruptions

Heavy load - Applications or infrastructure need to 
process a sudden spike in the incoming requests/traffic 
because of increased interest (legitimate actions) or 
Denial-of-Service 

Accidental data deletion or corruption - Sensitive or 
application/business critical data gets deleted or 
corrupted
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Azure

M365
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Define Resilience Requirements: Resiliency is a Shared Responsibility

Not every application has the same 
resilience requirements!

• Decompose by workload: which tasks or 
components in the application are critical, which 
are less?

Availability requirements
• How much downtime can we tolerate?
• What would be the cost of downtime?
• When is an application considered to be available 

and when not?
• What is an acceptable availability SLA? If multiple 

services are combined, what is the composite SLA?

Recovery requirements
• What is the RPO and RTO that is acceptable for an 

application component?
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How can we achieve Business 
Continuity in Azure & M365?
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Hardware Failure

Redundancy - Azure Availability Sets
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Availability sets are logical groups of VMs. 
Each VM is assigned a different update 
domain and fault domain. 

Update domains define the virtual machines 
for which the underlying hardware could be 
updated and rebooted at the same time.

Fault domains define the group of machines 
with a common power source and network 
switch.
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Availability zones are unique physical 
locations within an Azure region, each made 
up of one or more datacenters with 
independent power, cooling, and 
networking. The creation of multiple 
instances of services across two or more 
zones protects against datacenter failures 
and provides increased high availability.

Protects against:

Datacenter Failure
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Azure regions are physical regions all over 
the world, designed to offer protection 
against local disasters within availability 
zones and against regional or large 
geography disasters by making use of 
another region and replicating the 
workloads to that region.

The secondary region could be considered as 
the disaster recovery site.

Protects against:

Regional Failure
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Redundancy example: Virtual Machines
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How does the configuration affect the SLA?

Disk failure Hardware/rack-level 
failure
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Protects against:

Heavy Load and Failures

Load balancer

• VMs, non-HTTP(S) traffic

• Layer 4

Traffic Manager

• Public-facing, non-HTTPS traffic

•DNS-based load balancing

Application Gateway

•Web applications

• Layer 7

Azure Front Door

• Public-facing web applications

• Layer 7
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Grow wide: Harness the power of horizontal scaling

Protects against:

Heavy Load

Autoscaling is the process of dynamically 
allocating resources to ensure performance.

Two main ways to scale:
• Vertical scaling (scaling up and down): 

changing the capacity of the resource. E.g., 
increasing the size of a VM.

• Horizontal scaling (scaling out and in): 
adding or removing new instances of a 
resource. An application can keep running 
meanwhile.

VMs: VM Scale sets & 
Load Balancers

App Service: Automatic 
scaling
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Protect from data corruption

Protects against:

Data
deletion or corruption 

With Azure Backup, regular backups and 
snapshots of workloads are taken, so that in 
case of unauthorized modification/deletion, 
the service can be restored to a specific 
point in time. 

Azure M365

Certain data corruption risks are 
reduced by native capabilities, 
e.g.:

➢ Soft deletion in ExO
➢ Versioning in SPO

M365 Backup Service:
Backups held within the 
Geography (data boundary) of 
the tenant. Provides fast 
backups, point-in-time 
restoration and the same 
access controls that apply to 
M365.
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DETECTRESPOND

PREVENT

DETECTRESPOND

THREAT HUNTING 

DETECT

APPLICATION SECURITY

CLOUD SECURITY

ENTERPRISE GRC

CISO AS A SERVICE

INCIDENT 
READINESS

INCIDENT RESPONSE 
& FORENSICS

THREAT 
INTELLIGENCE

SECURITY ARCHITECTURE

ARES 
ADVERSARY 
EMULATION

MANAGED 
SECURITY SERVICES

SOC PROFESSIONAL 
SERVICES

What we offer
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Thank you
Happy to see you in our booth to discuss further 
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