» Information flow to support
command and control through
navigation, communications,
intelligence, etc.

Space Cybersecurity: Dr. Athanasios Staveris-
An Opportunity We Cannot Miss Polykalas




Importance of Space Cybersecurity

SATELLITES CRITICAL FOR COMMUNICATION, INCREASED RELIANCE HAS LED TO SPACE ECONOMY ESTIMATED AT $546 BILLION
NAVIGATION, NATIONAL DEFENSE, AND HEIGHTENED VULNERABILITIES. GLOBALLY IN 2023 (SPACE FOUNDATION
CLIMATE MONITORING. REPORT, 2023).
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Key Cyber Threats to Space Systems

Hacking: Unauthorized access (2020 Jamming: Signal interference (2019 Spoofing: False signals (Maritime:
Iranian espionage attack on satellite GPS jamming incidents in the Middle incidents in the Black Sea, 2022).
networks). East by Russian forces).
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Global and European Frameworks

ITU standards: X805, X 1205 ensuring secure communication
frameworks.

ISO/IEC 27001 widely adopted for mformation security
management in space organizations.

Role of ENISAand ESAin promoting cybersecurity compliance
and cooperation.

Budapest Convention on Cybercrime enhances international
legal cooperation.
101 0 T




Current Greek Cybersecurity Landscape

: Limi rdinati ' '
Absence ofdedicated ted coo d ation Iden.tlﬁed gaps in
: : among national national cyber-
national regulations : : s
: agencies regarding defense capabilities
specifically for space
) cyber-threat compared to EU
cybersecurity.
response. counterparts.
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EU Member States Best Practices

Germany's BSIleads
national cybersecurity
coordmation with
regular incident
reporting.

France established
COMCYBER,
dedicated military
command for cyber

defense.

Netherlands' NCSC
focuses on public-
private partnerships
for cyberresilience.
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Proposed Legislative and Regulatory Reforms

Creation of Establishment ofa Alignment with EU
specialized centralized cyber cybersecurity
cybersecurity threat coordination directives (NIS2
regulations for space and response Directive, GDPR
infrastructure. mechanism. compliance).




Proposed as a national
cybersecurity hub for space
infrastructure.
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Objectives include threat

Hellenic Space
CYbGI’S. c Cl.ll‘lty monitoring, risk analysis,
COOI’dlIlatl()n incident management, and

Centre (H SCCC) | \% international cooperation.

Potential collaboration with
ENISA, ESA NATO, and
national cybersecurity
authorities.
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Implementation Roadmap

Immediate formation ofexpert
committees to draft the H-SCCC
operational framework.

Development of partnerships with
academia, industryleaders, and
international cybersecurity agencies.

Traning programs and simulations for
threat response preparedness.




Future Trends and
Tecchnologies

Advanced encryption and Quantum
Cryptographyto secure satellite
communications.

Al-driven threat detection and response
systems mcreasingly deployed.

Enhanced global collaboration to
establish standardized protocols for
space cybersecurity.
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Strategic Imperative for Greece

Cranaliieal Economic and International Protection of Future-Proofing
e — Innovation Collaboration Critical National Agamst Emerging
Benefits: and Leadership: Infrastructure: Threats:
e ™ e ™ e ™ e ™ e ]
. Participation in the growing Active involvement with Ensuring robust protection Embracmg advanoEe
Strengthening . . R . technologies such as
. global space market (596 international entities like against cyber threats Qi C o s
e urty posit — billion in 2024) promises — ESA, ENISA, NATO —  safeguards essential | uanium tryptography
Greece strategically in the L ) , . . . and Al-driven defenses
: significant economic strengthens Greece’s services reliant on satellite
Eastern Mediterranean. . prepares Greece for future
returns. influence globally. technology. .
cybersecurity challenges.
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Secured satellite Investing in cybersecurity Establishing cybersecurity Reducing vulnerability to Continuous educational
communications enhance technology stimulates high- leadership enhances cyber disruptions is and reselilr::lh ini‘gati o5 are
— defense and national — tech job creation and — diplomatic ties and — essential for maintaining — . arvt mairrtain
security, providing leverage innovation within the Greek influence over international national stability and tc:;les_s dry Oa abiliti
in regional geopolitics. economy. space policies. economic continuity. cuttmg-edge cap es-
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Thank you for your
attention!
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