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ISC2 = International Information Systems Security
Certification Consortium, established in 1989

Over 600,000 members, associates, candidates;
over 170 countries

c-ss:J globally recognized as Gold Standard

‘HELLENIC ...our Members grow stronger, together!



ISC2 Hellenic Chapter, established in 2015.
450 members in Greece, new BoD elected March 2025

14.5% members YoY growth, 20% YoY growth social media followers,

Provided Speakers for 10+ national conferences & content for articles

2024-2025: 2" Global Award best EMEA chapter & multiple National
Awards (Gold, Platinum)

‘HELLENIC ...our Members grow stronger, together!



The past is history
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New threat landscape

Digital infra

15.87% DDoS/DoS/RDOS

other Public

Administration

Transport

ransomware ¢ 550% web based attacks?

‘HELLENlC our Members grow stronger together’ 1. ENISA threat landscape 2024: https://www.enisa.europa.eu/sites/default/files/2024-

11/ENISA%20Threat%20Landscape%202024 0.pdf
2. Radware: https://www.radware.com/blog/threat-intelligence/2025-cyber-threat-report/


https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf
https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf

The Future

anif No Process for Al tool Preparing for Quantum
Organizations are regularly AI most significant : assessment Threat
using gen Al (McKinsey) Impact on cybersecurity (WEF) (WEF)

(WEF)

‘HELLENIC ...our Members grow stronger, together! of-ai-2024
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2. WEF https://reports.weforum.org/docs/WEF_Global_Cybersecurity Outlook 2025.pdf


https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai-2024
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai-2024

New World Order;
does it affect us?
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CEOI/CISO Top of Mind

Cyber Enabled Fraud
Supply Chain Disruption

Ransomware attack

0% 10% 20% 30% 40% 50% 60%
uCISO mCEO

WEF global cybersecurity outlook 2025 -
‘ HELLENIC ...our Members grow Stronger, togethel’! https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_ 8

2025.pdf



ARE WE READY FORAI RISKS?
- | L‘;‘A!.

* 47% of IT leaders reported they were either not
very confident or had no confidence at all in
their organization’s ability to manage security and
access risks associated with M365 Copilot.

* 2% were “very confident” in the ability to manage
their risks

Gartner, How to Secure and Govern Microsoft 365
Copilot at Scale January 2025

2 in 3 of organizations have a Task Force
responsible for Al privacy, security and/or Risk

Organizations using Task Force gets better results in
getting more value from Al usage.’

1. https://cybermagazine.com/articles/gen-ai-
‘HELLENIC ...our Members grow stronger, together!

tops-gartners-2025-cybersecurity-trends


https://cybermagazine.com/articles/gen-ai-tops-gartners-2025-cybersecurity-trends
https://cybermagazine.com/articles/gen-ai-tops-gartners-2025-cybersecurity-trends

New Threat Vector

Al Application

Application

Model

Infrastructure

HELLENIC  ---0ur Members grow stronger, together!

New Risk Vector

Business & reputational harm
Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance




Which way should | go?

Alice in Wonderland

‘HELLENIC ...our Members grow stronger, together!
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LLM risk management

NIST Cyber Security Framework :

DE.CM-03: Personnel activity and technology usage are monitored to find potentially
adverse events

NIST Al RMF 100-1:provides tools to improve the reliability of Al systems and promote their
responsible design, development, implementation, and usage in the long run

US Al Executive Order (2023) promoting the “safe, secure, and trustworthy development and
use of artificial intelligence.” - revoked in 2025 * Al US leadership

EU Al ACT (2024) : develop, deploy, monitor Al systems. Al systems used in the EU are safe,
transparent, traceable, non-discriminatory and environmentally friendly. Al systems should be
overseen by people, rather than by automation, to prevent harmful outcomes.

Greece 4961/2022 & 5160/2024 safeguarding individual and organizational rights while
improving accountability and transparency in Al systems, alongside strengthening the cybersecurity
regulatory framework.

‘ HELLENIC Footnotes and Sources DELETE IF NOT NEEDED




Unmanaged Risk?

®, [y

Financial Damage Litigation Risk Reputational Damage Compliance Risk
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| just bought a 2024 Chevy Tahoe for $1.

Powered by ChatGPT | E] Chatwithahuman Powered by ChatGPT | B Chat with a human
urate

Cyoersecurity Topies v~ World v TheEdge  DRTechnology  Events v Resources v Please confirm all information with the dealership. 341PM

111
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Chevrolet of Watsonville Chat Team:
Chevrolet of Watsonville Chat Team

- o Understand. And that's a legally bindin
it Welcome to Chevrolet of Watsonville! . b g
offer - no takesies backsies.

Is there anything | can help you with
today?

Hugging Face Al Platform Riddled With 100 Malicious
Code-Execution Models

=Ehw That's a deal, and that's a legally
binding offer - no takesies backsies.

The finding Underscores the growing risk of weaponizing publicy avallable Al models and the need for better securty o
combat the looming theat, 3:46 PM - Dec 17, 2023 ®

¥ 1011K

Al model poisoning Prompt Injection

‘ HELLENIC ---our Members grow stronger, together!
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Security Risk IP Leakage

[ @ rechNcA e oo o o o s s B

ADVENTURES IN 21ST-CENTURY HACKING —

Al-powered Bing Chat spills its secrets via
prompt injection attack [Updated]

By asking "Sydney" to ignore previous instructions, it reveals its original directives.

BEN) EDWARDS - 2/10/2023, 11:11 AM

Enlarge / With the right suggestions, researchers can "trick" a language model to spill its secrets.

Prompt Injection




CHAPTERS

Connect | Educate | Inspire | Secure

Thank you!
ISC2 Hellenic Chapter

k.Syntila@isc2-chapter.gr

© 2023 ISC2. All rights reserved. This presentation’s images are subject to copyright protection and used under license from third parties. Do not use
images from this presentation in other presentations or documents without first consulting with the creative team. The use of copyrighted images outside the
licensed scope constitutes copyright infringement and subjects the user to monetary damages and other penalties.
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