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Data Loss Prevention
Goal

Monitor, control, and block the exfiltration 
of sensitive data. Prevent operational 
disruptions, regulatory issues, and 
reputational damage that result from 
data breaches.
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What is Data Loss Prevention(DLP)?
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• The ability to detect and block the exfiltration 
(or accidental loss) of sensitive data.

• Prevent data loss, misuse, or access by 
unauthorized users outside of your organization's 
controls.

• Prevent business disruptions, regulatory issues, 
and reputational damage from data 
loss/breaches by analyzing data in use, in motion, 
and at rest.



Data Loss Prevention – Problems

IDENTIFYING 
SENSITIVE DATA

END USER FRICTION & 
PRODUCTIVITY 
CONCERNS

REMOTE TEAMS 
AND OFFLINE
ENDPOINTS

CONSISTENT POLICY 
ENFORCEMENT 
ACROSS MULTI-OS

”70% of all data breach incidents occur via the endpoint”.

-IBM Cost of a Data Breach Report 2023

COMPLIANCE
REQUIREMENTS

© NETWRIX CORPORATION 20254



Data Loss Prevention – How?

Define device-level 
security policies 
based on classifiers 
like roles, locations, 
departments, and 
more.

DEFINE 

Validate alignment 
and compatibility 
with internal 
processes and 
technologies, 
ensuring seamless 
integration into 
the existing tech 
stack.

PREPARE

Educate and 
onboard end 
users early to 
reduce friction 
and mitigate 
productivity 
impact.

ENGAGE

Observe behavior 
and data 
movement in 
initial deployment 
to fine-tune 
policies in 
preparation for 
enforcement.

OBSERVE

Enforce policies 
with confidence, 
automating 
compliance 
fulfillment and 
mitigating the 
risk of data loss 
via policy-based 
encryption for 
sensitive data.

ENFORCE
01 02 03 04 05
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Netwrix Data 
Classification

•Accurately identify and 
classify sensitive and 
business-critical content 
within your organization, 
reducing the risk of data 
breaches

Netwrix 
Auditor

•Know exactly who has 
access to which files and 
folders, and pinpoint 
overexposed data.

•Check who did what, how, 
where and when

Netwrix 
Endpoint 
Protector

•Monitor, control, and 
block the transfer of 
sensitive data, including PII, 
PHI, PCI, and more, from 
employee endpoints

Netwrix DLP



Netwrix Auditor IT Auditing & Compliance Reporting

Netwrix Change Tracker Security Configuration Management

Netwrix Data Classification Data Discovery & Classification

Netwrix Password Policy 
Enforcer

Active Directory Password Policy 
Enforcement

Netwrix Password Secure Password Lifecycle Management

Netwrix PolicyPak Desktop Least Privilege and Policy Control

Netwrix Privilege Secure Privileged Access Management 

Netwrix 1Secure SaaS-based IT Auditing & Compliance 
Reporting

Netwrix PingCastle Active Directory and Entra ID Security 
Assessment

Netwrix Product Portfolio

Netwrix Enterprise Auditor Data Access Governance

Netwrix Threat Manager Threat Detection & Response

Netwrix StealthINTERCEPT Active Directory Security Policy Enforcement

Netwrix Recovery for 
Active Directory Active Directory Rollback & Recovery

Netwrix Strongpoint Salesforce and NetSuite Security & 
Compliance

Netwrix Usercube Identity Governance & Administration

Netwrix GroupID User and Group Management

Netwrix Endpoint Protector Endpoint Data Loss Prevention
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Netwrix Data Classification

Identify and lock down sensitive information

Get rid of unneeded data to reduce attack surface

Meet privacy and compliance requirements

Identify and classify your sensitive and business-critical data and focus your data 
security efforts on that data
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High Fidelity Data 
Classification

Predefined Classification 
Rules

DSAR Search Engine Automated Risk 
Remediation

DATA CLASSIFICATION PRODUCT FEATURES

Accurate Data Tagging ROT Data Detection Accurate Search of Data Customizable Classification
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Netwrix Auditor

Minimize the risk of data breaches

Achieve and prove compliance

Increase the productivity of your IT teams

Identify IT risks, detect suspicious activity, and investigate security incidents
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AUDITOR PRODUCT FEATURES

Change, Access, and 
Configuration Reporting

Risk Assessment Near Real-Time Alerting on 
Threat Patterns

User Access Reviews

Discovery of Anomalous 
Behavior

Discovery and Classification 
of Sensitive Data (requires 

NDC)

Ready-to-Use Compliance 
Reports

Google-like Search
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Netwrix Endpoint Protector

Ease of use via multi-OS support

Real-time, Continuous protection, even offline

Admin-Approved Granular Device Control

Stop data loss at the endpoint with continuous protection across Windows and 
macOS and apply encryption to safeguard data-in-transit.
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ENDPOINT PROTECTOR PRODUCT FEATURES

Point and Click 
Policy Creation

Cross-platform, 
lightweight agent

Extensible API Framework Granular Print Controls

Granular Device Controls Encryption of Sensitive Data 
Leaving Endpoint

Efficient Sensitive 
Data Scanning

MPIP Integration
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Training & Awarness
● Employee training helps reduce risk, but it doesn't eliminate it. 

Without any training, 33.2% of employees are likely to click on a 
phishing email, according to KnowBe's 2023 Phishing 
Benchmarking Report by Industry4. To lower this percentage to 
5.4%, one year of regular training is required; However, such 
training is not only expensive, but it also takes away productive 
time from the employee and impacts employee retention, and 
many organizations simply cannot afford the cost and/or risk.

● A good implementation of a DLP policy allows organizations to 
understand employee behaviors that pose risks to sensitive 
data, on and off the corporate network. 

● When actions violate IT policy, it presents the end user with 
pop-up messages

14
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Global HQ – Texas
Operations in +35 countries
Partners in every geography

>150 industry awards
Named to Inc. 5000

Customer Choice (Gartner Peer Insights)

Ensure a brighter digital future by safeguarding 
data, identities, and infrastructure. 

Cybersecurity That Works For You
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Our Approach

Plug the gaps

End-to-end solutions

Create connections

DATA

IDENTITY

INFRASTRUCTURE

IDENTIFY DETECT RECOVERPROTECT RESPOND GOVERN

CLOUD ON-PREM ENDPOINT
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Our Solutions

IDENTITY GOVERNANCE & ADMINISTRATION
Provision, De-Provision, and Manage Entitlements 
accurately and expediently

PRIVILEGED ACCESS MANAGEMENT
Achieve Zero Standing Privilege with an ephemeral, just-
in-time, just-enough privilege approach

ACTIVE DIRECTORY SECURITY / ITDR
Ensure AD is clean, understood, configured properly, 
monitored closely, and controlled tightly

PASSWORD MANAGEMENT & SECURITY
Ensure  strong, unique, non-compromised passwords, 
with simplified logins and secure sharing

ENDPOINT MANAGEMENT & SECURITY
Easily configure, deploy, and control policy for, and data 

movement to/from, multi-OS user endpoints, while 
enforcing least privilege

SECURITY CONFIGURATION MANAGEMENT
Mitigate security and operational risk through proactive 

identification of configuration drift

DATA ACCESS GOVERNANCE / DSPM
Align data access rights with least privilege principles 

across unstructured and structured data

DATA DISCOVERY & CLASSIFICATION
Discover and classify sensitive unstructured and 

structured data wherever it exists

DATA LOSS PREVENTION
Discover, monitor and protect sensitive data from both 

unintentional and malicious leaks across all Windows, 
Mac and Linux endpoints 

SECURITY COMPLIANCE

OPERATIONS
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Portfolio
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IDENTITY GOVERNANCE & ADMINISTRATION

PRIVILEGED ACCESS MANAGEMENT

ACTIVE DIRECTORY SECURITY / ITDR

PASSWORD MANAGEMENT & SECURITY
ENDPOINT MANAGEMENT & SECURITY

SECURITY CONFIGURATION MANAGEMENT

DATA ACCESS GOVERNANCE

DATA DISCOVERY & CLASSIFICATION

DATA LOSS PREVENTION

Data Classification Enterprise Auditor

Auditor Enterprise Auditor

Change Tracker

PolicyPak

Usercube

Privilege Secure PolicyPak

Privilege Secure PolicyPak Recovery for AD

Auditor Enterprise Auditor

Password Policy 
Enforcer StealthINTERCEPT

GroupID Password Secure

Threat Manager

StealthINTERCEPT GroupID

GroupID

Strongpoint

Endpoint Protector

Endpoint Protector

PingCastle

1Secure
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Netwrix Helps You Comply
Government

FISMA

Federal Information 
Security Management Act 

FedRAMP

Federal Risk & Authorization 
Management Program 

CMMC

Cybersecurity Maturity 
Model Certification

Critical Infrastructure

NERC CIP

North American Electric 
Reliability Corporation

Critical Infrastructure Protection  

CESC2M2

Electricity Subsector 
Cybersecurity Capability 

Maturity Model 

NIS2

Directive on Security 
of Network and 

Information Systems 

Finance

FINRA

Financial Industry Regulatory 
Authority Guidelines

GLBA

Financial Services 
Gramm-Leach-Bliley Act 

SOX

Sarbanes–Oxley Act

PCI DSS

Payment Card Industry 
Data Security Standard

Healthcare

Health Insurance Portability 
and Accountability Act 

HIPAA HITRUST

Health Information 
Trust Alliance 

Frameworks

CIS CSC

CIS Critical 
Security Controls

NIST CSF

NIST Cybersecurity Framework

Education

FERPA

Family Educational 
Rights and Privacy Act 

Telco

ISO 27011

Information Security 
Management System

Privacy

GDPR

General Data 
Protection Regulation

CCPA

California Consumer 
Privacy Act

NIST Special Publications

NIST 800-53

Security and Privacy Controls 
for Information Systems 

and Organizations

NIST 800-171

Controlled Unclassified 
Information in Nonfederal 
Systems and Organizations

General

ISO 27001, 27002, 27015, and 27018

Information Security Management System

COBIT

Control Objectives for 
Information Technologies

SOC2

Service Organization Control

NCCoE

National Cybersecurity 
Center of Excellence 

CJIS

Criminal Justice 
Information Services

CISA

Cybersecurity Information 
Sharing Act 
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NIST Cybersecurity Framework 2.0
Auditor Data 

Classification
Change 
Tracker

Privilege 
Secure

Enterprise 
Auditor

Identify (ID) Asset Management   

Risk Assessment   

Improvement

Protect (PR) Identity Management, Authentication, and Access Control    

Awareness and Training

Data Security  

Platform Security 

Technology Infrastructure Resilience 

Detect (DE) Continuous Monitoring     

Adverse Event Analysis  

Respond (RS) Incident Management    

Incident Analysis   

Incident Response Reporting and Communication

Incident Mitigation   

Recover (RC) Incident Recovery Plan Execution    

Incident Recovery Communication

Complete Functionality Mapping
https://www.netwrix.com/nist_cfs_controls_and_netw
rix_functionality_mapping.html 
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ISO 27002 
(Applicable to ISO 27001, 27011, 27015, and 27018)

Auditor Data 
Classification

Enterprise 
Auditor

Privilege 
Secure

Privilege 
Secure for 
Endpoints

Change 
Tracker

Password 
Secure

User endpoint devices 
Privileged access rights   
Information access restriction      
Access to source code    
Secure authentication      
Capacity management 
Protection against malware   
Management of technical value   
Configuration management   
Information deletion     
Data masking 
Data leakage prevention 
Information backup 
Redundancy of information processing facilities  
Logging       
Monitoring activities    
Clock synchronization       
Use of Privileged utility programs   
Installation of software on operational systems  
Network security
Security of network services
Segregation of networks
Web filtering 
Use of cryptography 
Secure Development lifecycle 
Application Security requirements  
Secure system architecture and engineering principles 
Secure coding
Security testing in development and acceptance
Outsourced development   
Separation of development, test and production environments
Change management 
Test information
Protection of information systems during audit       

Complete Functionality Mapping
https://www.netwrix.com/ISO_IEC_Compliance.html 
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PCI DSS 4.0
Complete Functionality Mapping
https://www.netwrix.com/PCI_Compliance.html 

Auditor Data 
Classification

Enterprise 
Auditor

Privilege 
Secure

Privilege 
Secure for 
Endpoints

Change Tracker Password 
Secure

Recovery for 
Active 

Directory

GroupID Usercube

Install and maintain a firewall configuration to protect 
cardholder data 

Do not use vendor-supplied defaults for system 
passwords and other security parameters   

Protect stored cardholder data     

Encrypt transmission of cardholder data across open, 
public networks 

Protect all systems against malware and regularly 
update antivirus software or programs  

Develop and maintain secure systems and applications        

Restrict access to cardholder data by business need to 
know      

Identify and authenticate access to system components     

Restrict physical access to cardholder data

Track and monitor all access to network resources and 
cardholder data       

Regularly test security systems and processes 

Maintain a policy that addresses information security for 
all personnel    
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NIS 2

Auditor
Data 

Classification
Endpoint 
Protector

Privilege 
Secure

Privilege 
Secure for 
Endpoints

Change 
Tracker

Password 
Secure

PingCastle Recovery for 
Active 

Directory

GroupID Usercube Threat 
Manager

Threat 
Prevention

a) policies on risk analysis and information system 
security    




b) Incident handling      

c) business continuity, such as backup management 
and disaster recovery, and crisis management;       

d) supply chain security, including security aspects 
concerning the relationship between each entity 
and its direct suppliers or service providers;

   


 

e) security of the acquisition, development and 
maintenance of information and network systems, 
including vulnerability management and disclosure;



f) strategies and procedures for assessing the 
effectiveness of cybersecurity risk management 
measures;

     


 

g) basic cyber hygiene practices and cybersecurity 
training;     

h) policies and procedures regarding the use of 
cryptography and, where appropriate, encryption 

i) HR security, access control strategies, and asset 
management;    

j) the use of multi-factor authentication or 
continuous authentication solutions, secured voice, 
video and text communications and secured 
emergency communication systems within the 
entity, where appropriate
.

   
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Q&A
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Next Steps

Download free e- bookRequest your
Personalized demo

netwrix.com/demo

Netwrix Products

netwrix.com/products Data Protection Policy Template

mailto:Evgenia.izotova@netwrix.com?subject=Demo%20DLP
https://www.netwrix.com/products.html
https://www.netwrix.com/data-security-policy-template.html


Ευχαριστώ!
Visit us at netwrix.com
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