\Q

learning actors

Rising Shields: Onboarding and Upskilling
the New Cyber Workforce




Challenges That Demand Action

3.0 M

Unfilled cybersecurity positions worldwide
- Cybersecurity Workforce Gap Report

@ Evolving Threat Landscape
@ Compliance Complexity

@ Business Alignment
@ Skill Gap & Talent Shortage



Skill Gap & Talent Shortage

V) L . . .
Q 67% of organizations reporting moderate-to-critical skills gaps.

@ Only 14% of organizations are confident that they have the people and

skills required.

- World economic forum report -
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Evolving and Emerging Cyber Threats
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The Malware Menace Escalates with sophistication

Change Healthcare

Over 100M patient records exposed

$22M ransom reportedly paid

Operation ForumTroll

Highly targeted social engineering
bypassed technical security
controls

SolarWinds attack

Lack of least privilege principle, MFA

Cascading compromise across
INterconnected vendors

Salt Typhoon

Accessed sensitive metadata from
over a million users
Lack of MFA, unpatched systems
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Cyber Security Compliance Complexity

) NIS2 Directive (EU) Compliance should:

@ GDPR - Align people and processes to
) 1SO/IEC 27001 & NIST CSF uphold its rules

& PCI DSS Lack of security always leads to
@ non-compliance



Cybersecurity’'s Weakest Link

@ Cybersecurity Is only as strong as its

weakest link - our people.

Y Onboarding and upskilling are
crucial for transforming juniors into

cyber defenders.
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62

of breaches involved the
exploitation of
vulnerabilities as an initial
access step, almost triple
the amount from last
year's report

of financially motivated
incidents involved
ransomware or extortion,
with amedian loss of
$46,000 per breach

68"
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- Verizon DBIR report -

of breachesinvolved a
non-malicious human
element, like a person
falling victim to a social
engineering attack or
making an error

of breachesinvolved a
third party or supplier,
such as software supply
chains, hosting partner
infrastructures or data
custodians



Rising Shields In Action: The Cyber Induction Blueprint

A structured induction training that onboards and upskills the new Cyber

workforce.

c*"
/s

JAVA

@ Early Exposure to Tools & Labs

@ Continuous Improvement Cycle

V)
Q Structured and Modular Learning Path
(J) Business function $




Streamline Learning path

e Foundational knowledge e Support and communication
e Real use cases e Gamification

e Cyber security baseline e Centralized Knowledge Hub
e Methodology/Analysis

Customized Continuous
Modular courses Learning

Hand-on labs

e Attack simulations

e CTF challenges

e Offensive and Defensive
reflections

e Configurations and logs

e Tools and frameworks

Cross team cyber resilience

e |Legal, Compliance,
DevSecOps, etc
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Live Instructor-led sessions & hands- Communication through channels Continuous access for

Hands-on exercises &

on practice with industry experts for guidance & support asynchronous learning work assignments



Asking the right questions

@ Why is cybersecurity induction training crucial?
- Complexity, Rising threats, regulations, due care and

due diligence

V) . .
Q What should an induction program cover?

- Foundations, labs, frameworks, risks, tools, assessments

@ How do you deliver an effective induction program??
- Modular and customized, role-specific training, Use

gamification, track outcomes
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Learning Actors

A Learning & Development Enabler that designs, develops and implements

effective and engaging Growth Experiences to transform organizations.

Mission
e cnable our clients to turn ideas into action faster

e transform businesses with consulting, training, development, and custom solutions that

deliver lifetime value

e transform people’s careers, and their lives through learning and coaching
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Learning Actors - Selected Customers @

Seven years of operation

/~\

Deutsche v

llllll

lelek (o -l
Sl ErvAaLHALCOR

% opap accenture

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

b kqi BET A@ Camelot GLGBAL 0 cosmore
«KdlZen
GAMING SIMULATION SOLUTIONS Aws OMIAOL ETAIPEINN ticketmaster® OpenBet@'

/A EUROBANK . allwyn - <. G - E
DIG[T.A.L... EP n}r

oSl & INTERAMERICAN G%P%LI
B covpama NEUROCOM A S

vodafone T RAS Y S

N AL

//l Piraeus

next level
globalization

12

ENGAGING PEOPLE TO RETH!NK NATIONAL BANK
OF GREECE



How we deliver value to our clients

e |Instructor-led courses

e c-learning taillor made courses

e L&D Advisory and professional Services
e Onboarding/Induction training
e Upskilling/Reskilling

e Agile Transformation

e Digital Transformation
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The Five Shields of Cyber Mastery

Threat, . .
Vulnerability, Security Risk Business Impact
Risk Governance Securedesign  assessments asse€ssments

Risk & threat
management

principles DRPs and BCPs
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Regulatory . .
Frameworks Tools & - » Threat Threat Intelligence
resources Policies, 2nd more . modelling
Standards,

Procedures




The Five Shields of Cyber Mastery

Security
Operations
Vulnerability
assessments

Encryption
Web security
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. Penetration . .
Security testing Digital ‘

Audits forensics Incident
response

Network
security



Business Benefits of Cyber Induction Training

& Cybersecurity Induction Training as a Boosting factor to Productivity & Retention

@ Some benefits Cannot Be Quantified - but Are Critical

- Security-first thinking

- Security as culture, not just compliance

) secu rity a Business Function, Not Just an IT Task

- When security is everyone's responsibility, breaches become less likely
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Key takeaways

R Q Q

Q

Onboarding is the first step to building an effective corporate

defense.

Upskilling ensures the shield grows stronger over time, adapting

to emerging threats.

Hands-on training, frameworks, and real-world scenarios are

critical to meaningful staff development.

A culture of continuous learning transforms cybersecurity from a

compliance requirement to a strategic business asset
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www.learningactors.com | www.linkedin.com/company/learning-actors/
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