e radware

Protection
Strategies in .
the Al Age

Shimon Barel

Country manger of T
April 2026




.’ radware

Who is Radware

*Radware Al Attack Demo Video: Microsoft
Copilot & Teams
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https://enablement.radware.com/new/ui/learner/assets/asset/610773170013648604
https://enablement.radware.com/new/ui/learner/assets/asset/610773170013648604

Radware — This is us

A global leader in
mission-critical cyber
security

e RDWR — Nasdaq traded

e ~1,200 employees
worldwide
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Security

Security Lags Behind, Time to Catch Up!

Security

/ AGENT ECONOMY
AppSec
DDoS / APl ECONOMY

WEB ECONOMY
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New Regulatory Requirements a

* X %
- * *
Security Standards ) ¢ Y
Council
* 4 K
“Registrants must disclose New & updated requirements: EU-wide legal framework for
any cybersecurity incident *  WAF requirements mandating cybersecurity

they experience that is protection measures

determined to be material [...]
within 4 business days”

Positive security
API protection
Client-side security

9 Need an integrated platform to ensure full compliance
O
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nowledged Market Lead

SPARK Matrix™: Distributed Denial of Service (DDoS) Mitigation,

Aspirants
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Technology Excellence
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SPARK Matrix™: Web Application Firewall (WAF)
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WEB
ATTACKS

APl ABUSE

SERVICE

Al-BASED
ATTACKS
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WEB DDOS
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Attackers Use Al to Automate Attacks

Al-Powered
Revolution

& Dear stresser.cat customers Vulnerability GPT-4 success rate
We are happy to announce a new

update to our browser method

"HTTP-TESTAROSSA"

CSRF 100%
XSS 809

SQL Injection 100%
Brute Force 80%

Now this method perfectly
bypasses DDoS-Guard protection
o mana s R and, with the help of our neural
system, perfectly passes the Text
DDoS-Guard captcha and hCaptcha

SQL Union 0%
SSTI e,
Webhook XSS

File upload

WormGPT (Lifetime/source code access)
WormGPT V3 Cor

g Also, anew browser-based
flooder has b¢:=""""

| specifically fc
is able to sub:

| headers parai L & Research shows how LLM

| target. !

B Agents can autonomously
exploit one-day vulnerabilities™*

e 5 o soow O

GenAl tools used by attackers
* [2404.08144] LLM Agents can Autonomously Exploit One-day

NeW Al'based CAPTCHA . Vulnerabilities (arxiv.org)
solving tool

O — Fight Al with Al: Need Al-Powered Intelligent Security

OO..
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https://ar5iv.labs.arxiv.org/html/2404.08144
https://ar5iv.labs.arxiv.org/html/2404.08144

Who is
Attacking? TOP HACKER GROUP

HACKER GROUP
NoNome057(16)

@ Tunisian Maskers ...
® DieNet
52 @ KEYMOUS+
Hezi Rash (Dark P...
O Mr Hamza
@ RipperSec Il
. Anonymous VNLBN

@ ANT1 TANK
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