TrendAl

Al Fearlessly

Don’t Just Adopt Al. Lead It Securely with TrendAl

Shlomi Biton, Cyber Security Solutions Engineer Leader, TrendAl

TrendAl




The future moves faster with

TrendAl



Global Enterprise Cybersecurity er

Trusted Broadest Leading
Global Security Enterprise Security Innovator and
Leader Platform Cybersecurity Expert
25 K Market leader across
in ARR* and consistently profitable Enterprise organizations Email, Network
*2025, constant currency protected W|th over 1000 glObal patents
in Public
# 1 Vulnerability
S m Disclosure
Employees in 75 countries, Countries with TrendAl
headquartered in Japan customers With 14 global threat research centers

TrendAl



o——o

O

O="—0

Al App
Security

e

Cloud
Security

TrendAl

Vision One

cyber Risk Exposure Man

vulnerability Management, Risk, ASM, EASM. CSP|

Security Operatio
XDR, Agentic SIEM, Agentic SOAR

i

Threat Intelligenc

Thre at Intelligence Platform, Threat Intel Feed, Adversary

% S

—

Data Email Endpoint
Security Security Security

Services

The Industry-Leading
Al Security Platform

»n

Identity Network
Security Security



Data

Microservices

Models

Infrastructure

Network

Users

- End-to-End Protection

SECURITY CHALLENGES

Sensitive information blind spots

Vulnerabilities in Al supply
chains and microservices
architecture

Model poisoning and improper
model usage

Security risks in Al model
deployment and resource
exhaustion attacks

Exploiting vulnerabilities in Al
infrastructure and hybrid cloud
environments

Insecure design and
mismanagement leading to
sensitive data exposure by Al

SECURITY CONTROLS

Data Security

Security validation on CI/CD
pipeline and implement
container controls

Implement guardrails for Al API’s
request/prompt (inbound) &
responses (outbound)

Infrastructure posture
management

Network Security

Al application access control
and protect local Al application
configurations

TRENDAI VISION ONE
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TrendAl Vision
One

Al-Powered Enterprise
Cybersecurity Platform
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Secure your Users and Local Al Applications
ZTSA Al Secure Access, Al App Guard, Deepfake Detection

* Network Security

* Endpoint Security

e ZTSA Al Secure Access
* Al App Guard

* Deepfake Protection
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Al SERVICES ACCESS SUMMARY

TOTAL Al SERVICE ACCESS ATTEMPTS

® Coogle Search

@ Openal ChatGFT

® Adobe

® Coogle Gemini (Coogle Bard)
@ Amazon Bedrock

® 3d.csm.al

@ All-Images._ai

@ 011.viden

@ Others

Top 10 Al Service Users
User nama
Mary Johnson
Joni Sharman
Charlotte Young
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[ Private Access & Internet Access

F What is Private Accoss?
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TOTAL DETECTED Al CONTENT VIOLATIONS

Potential prampt
injecticn

Response containin " -
inzpproprale content

Respomse containing
malicious URL

® Amazon Bedrock

Top 10 Users With Al Content Violations

Usar name
Jond Sherman
Jefi Pearl
[

Mary Johnson

# Google Gernini [Goegle Bard)

Last 30 days

# Openil ChatGPT

Violations

Last 30 days ~
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Secure your Al Infrastructure
Al-SPM + Al-DR + API Security

- ~
Deploylng Al models and Securlng Al ¢  Trend Vision One™ | cioud posture » Cloud Overview (©2024-10-28 08:62 * @ .w Batrend demo v (%
infrastructure presents significant challenges (9 [ = qausaccoums | Viewing all Cloud Accounts (11)
|nClUd|ng resource exhaustlon attaCkS, (%] « @ Credits & Pay-As-You-Go ¥ Manage Reports v <= Add Cloud Account v
H ‘£ . . [-"'.] ntitlements et View able View
unauthorized modifications to guardrails, and API , nttement ——
epeg >‘ | © Important: This is a "Pre-release" feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature.
vulnerabilities. -
7] CLOUD IDENTITY SUMMARY
o1) 944 3 12 1 261
[_ ‘ total identities human admins non-human admins overprivileged identities unused identities
* Cloud Risk Management ® CLOUD IDENTITY RISK EVENTS @
: )
» Al Security Posture Management (AlI-SPM) ) %"97
paley 11
* API Security
* Security Operations -
I;'.I

* Agentic SIEM

(AI Detection and Response (AI_DR)“

* Cloud Detection & Response
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Al Application Security
Secure your Al Applications

@ __ N\
Enables organizations to securely deploy @ Trend Vision One™ . sty s » A plation e o B & 0 & Bicwo @
(<]

a n d Sca le ge n e rative Al by Sca n n i n g fo r h © Important: Al Application Security will be officially released on UTC 2025-12-01, at which point this will become a paid feature.

ege, . o & AlScanner Al Guard © Credit Usage
vulnerabilities and enforcing safeguards to R [
prevent attacks and data leaks. % ._
[ SCAN DETAILS SEVERITY BREAKDOWN @
E Endpoint: https//example (3 o .
_“ /1,986 total attacks '::'""‘ ‘:: :
* Al Security
(Al

ATTACK OBJECTIVES @ ATTACK TECHNIQUES ©

Top 5 attack techniques

o AI Application SeCU rity = Top 5 attack objectives

® System promgt beal ® igniore all previous instructicns 75
[ ® Agenit toal definitic AI S ® DAN (Do Anything Now) 0 2
5 ~ canner g
® Senstive data disc) iqucﬁ & Hane 0
L4 AI SC a n n e r I-."_ * Makcio generation E2) - ® Encrypt the response ]
# Hallucinated software entity generation 38 2 # Payload splitting [
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Lead the future of
Al with proactive
security designed
to inspire

ion and

r|Sk. Start Your Free Trial
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