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The Rise - and Risk - of AI Agent Sprawl

?
How many AI agents 
are operating across 

our environment?

?
Who created or 

owns each agent?

?
What systems, 

data, and 
identities can 
these agents 

access?

?
Are any agents 

overprivileged or 
accessing resources they 

shouldn’t?

?
What risks do 
they pose if 

compromised or 
misconfigured?
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Securing AI Agents Through Identity Security

AI agents act on behalf of humans and systems — making 
them an identity security challenge that requires 
protecting both the agents and the identities behind 
them.

”Through 2029, 

over 50% 
of successful cybersecurity 
attacks against AI agents will 
exploit access control issues, 
using direct or indirect 
prompt injection as an attack 
vector”.

Gartner
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https://www.gartner.com/account/signin?method=initialize&TARGET=https%3A%2F%2Fwww.gartner.com%2Fdocument%2F6989866


Agent Autonomy Ladder

1
Chatbot Interface

No autonomy; Answers only; no tools; no actions

2
AI Assistant

Rules based for fixed tasks; single, bounded actions; no planning

3
Human in the Loop Agent

Executes tasks with human-in-the-loop checks

4
Advanced Agent

Plans multi-step tasks and acts without HiTL inside guardrails (one domain)

5
Specialist Agents

Collaborates with other agents; deep domain workflows

6
Agent Ecosystems

Many agents coordinate across apps; policies self-improve

Most companies sit at Levels 2-3; risks ramp quickly at 3-5 (multi-hop, agent-to-agent interactions).
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AI Agents - Top Identity Security Risks

Over-privileged access
Agents inherit human-level privileges and 
are privileged by design, enabling lateral 
movement and privilege escalation.

“By 2028,  25%
of enterprise breaches will 
be traced back to AI agent 
abuse involving both 
external attackers and 
malicious insiders”

Gartner

Autonomy without control
Agents act independently with no guardrails 
on access or actions, opening paths for data 
exfiltration and abuse.

Lack of visibility & ownership
No clear inventory of agents, their API 
access and relationships, and owners

No lifecycle management
Set-and-forget agents leave behind stale 
credentials attackers can exploit.

Difficult to assess posture, identify risky agents, and enforce consistent policies.
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https://techrevolt.io/2025/06/26/exclusive-ai-agents-to-cause-25-of-enterprise-breaches-by-2028/
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The Silverfort Identity Security Platform



AI Agents - Journey to control

Visibility & Discovery

AI Posture & Risk Management

Enforcement & Control



Silverfort for AI Agent Security - Visibility & Discovery

Confidential

• Auto-discover every AI agent across 
AWS, Azure, GCP, Entra ID, and SaaS.

• Instantly map each agent to its 
human owner for clear 
accountability.

• Discover associated NHIs and 
connection paths to gain full context 
and insight

GCP Vertex 
AI

Azure AI 
Foundry

Amazon 
Bedrock

Visibility & Discovery Posture & Risk Management Enforcement & Control



Silverfort for AI Agent Security – AI-SPM (Posture & Risk Management)

Confidential

• Detect risky agents and exposures, 
including over-privileged agents and 
supply chain risks.

• Prioritize risks by sensitivity, 
exposure level, and real impact to 
focus remediation where it matters 
most.

• Map connected resources and 
identities with visual activity 
timelines to reveal potential impact 
and blast radius.​

Visibility & Discovery Posture & Risk Management Enforcement & Control



Silverfort for AI Agent Security - Enforcement & Control

Confidential

Inline Enforcement –
Runtime Protection

MCP Gateway for AI Agents
• Enforce guardrails and access 

controls at runtime to secure AI 
agents with Least Privilege

• Block unauthorized access 
attempts before sensitive 
resources are exposed

Visibility & Discovery Posture & Risk Management Enforcement & Control

MCP

MCP

MCP

Copilot Studio

Native
Integ-
ration

Native integrations
• Natively integrate with Microsoft 

Copilot Studio to apply and 
enforce policies for agent activity



Silverfort for AI Agent Security ResourcesAI Agents

Silverfort for AI Agent Security

Visibility & 
Discovery

Posture & Risk 
Management

Runtime 
Enforcement & 

Control
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Silverfort for AI Agent Security



Thank you!
Want to get in touch?

Ofer Breda
Senior Sales Engineer

VALUE ADDED DISTRIBUTOR

www.silverfort.com

Visit Silverfort at our booth!
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