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Why use Managed Detection
and Response (MDR) services
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Threat detection and response requires security tools + humans

SECURITY TOOL ONLY

E.g., Endpoint Protection, Firewall, Email Security solution

Tool detects an attack or suspicious
behavior and stops it without human
intervention

Scenario: Tools detect known and novel malicious payloads,
ransomware, malicious behavior and other threats

Sophos Endpoint
blocks 99.9% of threats
automatically*
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SECURITY TOOL + HUMAN

|

Tool detects an attack or
suspicious behavior, but cannot fully
stop it on its own

Scenatrio: Tool does not have sufficient information to identify
the best course of action; Root cause is in a separate solution

A 4

Tool alerts human analysts who investigate
and respond, including taking response
actions in other technologies

HUMAN-LED

Tool does not detect an attack or
suspicious behavior-because there is
nothing to detect

Scenario: Adversaries use stolen credentials to impersonate a
legitimate employee; Attackers abuse legitimate IT tools

h 4

Human analysts conduct proactive threat
hunts based on threat intelligence to identify
suspicious behaviors

Organizations of all sizes are a target for advanced attacks that require human expertise

of organizations
experienced an identity
breach in the pastyear

Increase in stolen
credentials found on the
dark web in the last year

Source: IDSA Trends in Securing

Source: Sophos X-Ops CTU 7 i
Digital Identities, 2024

*Based on average AV-Test scores on Windows over a six-month period (Sep 2024 — Feb 2025).

increase in the number of
reported vulnerabilities
(CVEs) increased in 2024

of cases remediated by
Sophos MDRinvolved
adversary use of RDP

from 29,000in 2023
t0 40,000in 2024

Source: Sophos 2025 Active
Adversary Report
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Most
organizations
lack the human
expertise to
stop advanced
threats on their
own.

88%

of ransomware attacks
start during evenings,
nights or weekends

Sophos Active Adversary Report 2025

7 days

is the average attacker

dwell time — the window
to detect and stop a
major cyber attack

Sophos Active Adversary Report 2025

63%

of ransomware victims
say they lacked the
human expertise needed
to stop the attack

Sophos State of Ransomware Report 2025
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Sophos MDR
dramatically
reduces your
risk of
experiencing
advanced
threats that
tools alone
cannot stop.

88%

of ransomware attacks
start during evenings,
nights or weekends

Sophos Active Adversary Report 2025

7 days

is the average attacker

dwell time — the window
to detect and stop a
major cyber attack

Sophos Active Adversary Report 2025

63%

of ransomware victims
say they lacked the

human expertise needed

to stop the attack

Sophos State of Ransomware Report 2025

24/7
coverage

38
minutes

is the average Sophos MDR
response time - the team
stops.231advanced attacks
every single day

100°’°s

of.experts

with deep knowledge
across all aspects of
security operations

J
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SOPHOS MDR

Service overview
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Sophos MDR

40,000 +

Customers Globally

A vast, diverse customer base provides unparalleled
intelligence and proactive threat defense.

1,101 Grecteddaiy

Our highly skilled experts monitor, triage, investigate,
and respond to threats on your behalf.

2 3 1 Advanced attacks
stopped every day

Learnings from attacks stopped by Sophos MDR

drive enhancements to proactive protection.

8 Global SOCs

9
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Tested. Recognized. Trusted.
MITRE NN Gartner 2 Grid®
ATT&CK SULLIVAN Peer Insights. G Reports
Customers’ Choice Top Performer Leader Highest-Rated Highest-Rated
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Sophos MDR | Industry-leading advanced cyber defense

“

for
advanced threats 24/7

Our highly skilled experts hunt
for, detect, triage, investigate,
and respond to threats on your
behalf, delivered by 8 global
Security Operations Centers
(SOCs).

o

threats across
your environment

We leverage telemetry from your
IT and cybersecurity solutions to
identify suspicious activity at the
earliest possible opportunity —
and increase return on your
security investments.

to attacks
before they can progress

We have an industry-leading
average threat response time of
38 minutes — 96% faster than
the industry benchmark for
in-house SOC teams.

%

adversaries
and identify root cause

Unmetered full Incident
Response (IR) coverage with no
hourly limits. Active threats are

neutralized and root cause
identified to improve security
posture.
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223 terabytes
Telemetry processed daily

e ——

34 million
Detections generated daily

—

11 million
Threats blocked

e EETINY

e —— L ——

1,101

MDR investigations completed
e EETINY

—— ———

231
Attacks stopped by MDR

_Every. Single. Day.

| nss Daily worldwide statistics.
Affordal Edge

Sophos MDR is built on
the largest Al-native
open platform

Our unique prevention-first approach reduces
breaches and improves detection and response
outcomes.

Learnings from investigations and attacks
stopped by Sophos MDR drive enhancements to
proactive protection.
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Al-powered prevention, detection, and response platform

Event sources

Turnkey integrations with Sophos and
non-Sophos tools and technologies

e G
Endpoint AN

_T = Cloud
o—
Al N -
N
Network @ (\@\)
|
:-I—'l—ll—r: Identity Pro?ou(;:lgvity
]l
Firewall —
(D)
] &~
— Backup
Email
—

Analysis and correlation

Threatintelligence, automated response,
advanced threat analytics
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Instant security
operations center

(SOC)
Prioritize Proactive threat
— hunting
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Summarize

Proprietary threat
intelligence

24/7 managed detection and
response services

24/7 monitoring,
threat investigation,
and analysis

Full-scale incident
response (IR)

Access to
cybersecurity
expertise
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Leading detection and response times

Sophos MDR analysts respond to threats in minutes — whether you need full-scale incident response or
assistance making more accurate decisions.

99.90/01 \ Incident closure time (Internal SOC teams?)

Threats blocked Fastest Median Slowest

automatically by — 0
Sophos
P / 3.7 hours 16 hours 30 hours

Average Sophos MDR threat response time

Detect: 1 minute

Investigate: 25 minutes

Remediate: 12 minutes

SSOPHOS

| n SS 199.93% based on average AV-Test scores on Windows over a six-month period (Sep 2024 - Feb 2025). | 2Gartner Cybersecurity Business Value Benchmark data. e SOPHOS
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The Sophos MDR advantage

Why more organizations trust Sophos for MDR than any other provider
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The Sophos MDR Advantage

Unmatched threat and adversary insights enable Sophos to deliver the best defense against advanced,
human-led threats that technology alone cannot stop.

Deep adversary
expertise

The Sophos X-Ops Counter
Threat Unit (CTU™) is a world
expert in adversary groups.
Our partnerships with
government and law
organizations around the
globe provide unmatched
insights that keep you ahead
of threat actors.

Unrivalled frontline
MDR intelligence

Sophos MDR defends more
organizations than any other
cybersecurity company. We
see and stop more threats,
so you’re better protected,
and have a comprehensive
library of playbooks to stop
the broadest range of
threats.

Unmatched threat
telemetry

Sophos continually receives
threat data from more than
600,000 customers across all
sizes, industries, and security
control points - including
endpoint, email, and network
solutions. This unmatched
telemetry enables us to see
and stop more attacks, faster.

Comprehensive
visibility

Sophos MDR integrates with
a comprehensive range of IT
and cybersecurity solutions,
providing visibility into all
attack vectors. This enables
us to detect and stop attacks
before they impact
organizations.
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The Sophos MDR Advantage

We meet you where you are, providing unmatched security operations expertise and support that you can
count on at every stage of your security operations journey.

Flexible
engagement models

You decide how threats are
escalated, what response
actions (if any) you want us
to take, and who should be
included in communications.
And you can change them
whenever you want.

24/7 coverage from

8 global SOCs

Sophos MDR never sleeps.

Our team is here, always
watching and responding.
We deliver seamless,
round-the-clock coverage
via 8 global Security
Operations Centers.

Comprehensive
solution portfolio

Sophos MDRis part of an
extensible portfolio of market-
leading solutions enabling
you to extend your defenses
with additional products and
services, all managed through
the open, Al-powered Sophos
Central platform.

Comprehensive
incident response

What matters most is what
happens if an adversary gets
inside your environment.
Sophos MDR provides
comprehensive threat
response — no hourly limits.
We stop when the attacker is
neutralized.
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Service insights
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Visibility across all attack surfaces

Our analysts can leverage your existing technology investments to detect and respond to threats.

PRODUCTIVITY Q e

ENDPOINT
+ others with Sophos XDR sensor agent e @
SSOPHOS

e e SAMPLE INTEGRATIONS

000@
©00 0600 -

AWS, Azure, and GCP data is ingested via
proofpoint. the Sophos Cloud Optix product, sold
separately.

| nss A representative sample of integrations included with Sophos MDR. e SOpHOS
Affordable Cutti
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Flexible threat response modes

Response mode options are available with both MDR Essentials and MDR Complete service tiers.

You decide how threats are escalated, what response actions (if any) you want us to take, and who should be included in communications.

Authorize

Sophos will proactively manage all
containment actions (with full
neutralization for MDR Complete
customers) on your behalf and
inform you of the actions taken.

&4

Collaborate + Authorize

Sophos sends you notifications of
observed activities and
recommendations. If your team is
not reachable via phone, Sophos
will proceed to contain the threat
on your behalf.

o

Collaborate

Sophos sends you notifications of
observed activities and
recommendations. Our team will
investigate but no response actions
will be taken without your consent
or active involvement.

Notify Only

Sophos only sends you
notifications of observed activities.
Our team can't take action to
contain or neutralize threats and
can only do limited investigation.
Intended for limited periods only.

SSOPHOS



How does Sophos MDR disrupt an attack?

Examples of common threat response techniques:

Deleting artifacts

Terminating processes

Disabling a user account

Removing scheduled tasks

Removing startup items

Cleaning the registry

Disrupts the attackers access to the environment and their ability to pull in more malware.

Disrupts the attacker’s ability to use trusted tools as weapons.

Disrupts the attacker’s ability to continue using compromised credentials.

Disrupts the attacker’s ability to automate their next steps remotely.

Disrupts the attacker’s ability to persist on the machine after reboot.

Disrupts the attacker’s ability to execute malware into a running application.

SSOPHOS



Sophos Breach Protection Warranty

At Sophos, we make your cybersecurity our responsihili 'ditional
charge with our Sophos istomers.

Trusted pr¢ :

- OVERVIEW
More organizat
security vendo
Warranty, Soph 1 in total
reassurance an

1ses.
financial covera

for ransom
-t of per-

Clear, comp

= Automatically | . breached

* Included with o
subscriptions

= Included with ne

= Covers endpoint
Windows and mz

= No warranty tiersi:

= No additionallice equirements i operating environments, breached

= Covers a range of incurred

, expenses, including data
per-device limit) breach notification, PR, legal,
and compliance.

. The warranty covers a wide range of incurred expenses,
including data breach notification, PR, legal, and compliance.

M For full terms and conditions of the warranty, visit www.sophos.com/legal e SOPHOS



Regional delivery model

Operations &

SOC Manager
(per region)

Team Lead(s)

Leads security operations
Supervises and provides oversight

Manages teams on day-to-day operations

Serves as point person for technical
guidance and adherence to process

+ Tier 3 = Incident Responders, Incident Managers
Analysts - Escalation point for Tier 2 analysts
+ Tier 2 = Threat Investigators, Incident Responders
Analysts - Escalation point for Tier 1 analysts
+ Tier 1 = Frontline monitoring and triaging of cases
Analysts - Initial case investigations
D —

Adversary pursuit teams

pporting teams £

Threat Insight and analysis into threats and
intelligence actor behaviors

Threat Operationalizing latest intelligence to
hunting proactively identify threats
Detection Convert threat information into
engineering actionable detections

Security Optimize and scale operations,
automation reduce human effort to aid scalability
Rapid Incident Response for non-MDR
response customers

Customer Champion customers within MDR and
success help customers achieve their goals
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24/7 coverage from eight global SOCs
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SOPHOS MDR

MDR for Microsoft Defender
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Sophos MDR for Microsoft Defender

Supports a comprehensive
range of Microsoft solutions

Integrations included at no
additional cost

)

L

Microsoft Certified Security
Operations Analysts

/N

Proprietary detections for
any M365 business plan

B
=~

No need to switch from
Defender for Endpoint

%

Analyst response actions for
Microsoft 365

SSOPHOS




Sophos MDR for Microsoft Defender

Microsoft event sources Analysis and correlation 24/7 managed detection and
Supports a comprehensive range of Threat intelligence, automated response, response services
Microsoft solutions advanced threat analytics
Microsoft Certified 24/7 monitoring,
Security Operations threat investigation,
= Office 365 Management Activity Analysts and analysis
= Microsoft Defender for Office 365 —_—> <T>

= Microsoft Defender for Endpoint <~—
Parse \LT

= Microsoft Defender for Cloud Apps

Enrich _ Proprietary .
. . N Prioritize S Full-scale incident
Microsoft Defender for Identity —_— . . —_ etec IOI’-IS or any response (IR)
= Microsoft Entra ID Protection ormatize Q <:> M365 Business plan
= Microsoft 365 Defender 5 Summarize
etect
= Microsoft Purview DLP _— Correlate
+ Non-Microsoft telemetry sources Proprietary threat ,?)ccess tqt
intelligence cybersecurity
expertise

|NSS SSOPHOS



High value for every Microsoft 365 Business plan

MICROSOFT 365 LICENSING

M365 M365 M365 M365 ENTRAID ENTRA ID DEFENDER FOR DEFENDER FOR M365
BUSINESS BASIC BUSINESS STANDARD BUSINESS PREMIUM E3 P1 P2 ENDPOINT P1 ENDPOINT P2 E5
M365 Business Basic M365 E5

Customer uses Office 365 productivity tools Customer uses Microsoft security tools

Sophos’ proprietary detection rules based on
Microsoft events enable security analysts to identify,
investigate, and respond to account takeover and
business email compromise attacks.

Customers may lack the expertise to use
Microsoft’s multiproduct technology to manage
volumes of alerts. Sophos effectively filters,

investigates, and responds to Microsoft alerts on
their behalf.

, SSOPHOS



SOPHOS MDR

Industry recognition
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with industry recognition to back it up

FROST ¢
SULLIVAN

Analyst reviews

A Leader in Frost & Sullivan’s
2025 Frost Radar report for
Managed Detection and
Response.

Established leaderin MDR

G

Customer reviews

A Leaderin G2 Grid® Reports
for Managed Detection and

Response as rated by customers.

Gartner

Peer Insights
Customers’
Choice 2024

Customer reviews

A Gartner® Peer Insights™
“Customers’ Choice” vendor for
Managed Detection and
Response.

ATT&CK’
Evaluations

MITRE

Independent testing

A strong performerin MITRE
ATT&CK® Evaluations for
enterprise products and

managed services.
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FROST ¢& SULLIVAN

2025 Frost Radar:
Managed Detection and
Response

’— Growth Index

Innovation Index

CrowdStrike
®

ArcticWolf @ @ Sophos
Microsoft @ ® SentinelOne
® Palo Alto Networks
@® LevelBlue
Rap|d7. ® DeepSeas
Expel @ eSentire
® Trustwave
Check Point Software, @ ® Telefénica Tech
SecureSky @

® Armor Defense
P NSFOCUS

Barracuda @ Sangfat
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Gartner

Sophosis a Leaderinthe
2025 Gartner Magic Quadrant
for Endpoint Protection
Platforms (EPP) for the 16th
consecutive time.
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Endpoint and SecOps Portfolio
Licensing

NSS SSOPHOS



Portfolio overview

High level capabilities

Next-gen endpoint protection (NGAV)

CryptoGuard anti-ransomware, anti-exploitation, adaptive defenses, deep learning anti-malware...

SOPHOS
ENDPOINT

Endpoint protection
and control

v/

SOPHOS
EDR

Complete endpoint
protection, detection
and response

v/

SOPHOS
XDR

Comprehensive
detection and response
across the environment

SOPHOS
MDR

24/7 expert-led threat

monitoring and
response service

Endpoint threat exposure reduction
Web protection, web control, peripheral control, app control, data loss prevention...

v

Endpoint detection and response (EDR)

Detect, investigate, and respond to attacks targeting endpoints and servers

Sophos Al Core

Empower your team with natural language search, case summaries, and command-line analysis

Sophos Al Assistant

Accelerate threat discovery and remediation with security analyst and threat hunting assistants

Detection and response across your entire IT environment
Includes integrations with endpoint, network, firewall, cloud, identity, email, productivity, backup solutions

24/7 fully-managed threat detection and response (MDR)

Expert-led monitoring, threat detection, investigation, threat hunting, and incident response

Guided threat insights from Sophos X-Ops

Curated threat intelligence, security best practices, analysis of real-world cyberthreats, and more

v

Cloud data retention
Store, search, and report on historical security telemetry

| NSS

Affordable Cutting Edge

30 days
(Upgradeable)

90 days
(Upgradeable)

90 days
(Upgradeable)
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SSORPHOS

DEFEAT CYBERATTACKS

REVOLUTIONIZING VALUE ADDED DISTRIBUTION
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Affordable Cutting Edge




SSOPHOS

Visit our booth
and discover more...,

>

Affordable Cutting Edge
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