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Why These Projects
Matter ) S ey
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Cyberattacks on critical sectors Imperative
are increasing in frequency, NIS2 and the EU Cyber S -
sophistication, and cross- Resilience Act mandate &j o
border impact. stronger, coordinated security = s
postures across member states. — -

Al -Driven Collaboration

Effective defense requires intelligence sharing, automation, and cross- ". m
border cooperation at scale.



Six interconnected initiatives form a cohesive EU cybersecurity ecosystem covering telecom, infrastructure, food security, compliance, operations,
and Al-assisted response.
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Secure, trusted 5G architectures Cross-border threat information Al autonomous cybersecurity Cyber resilience for food supply
sharing agents chains
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Regulatory compliance and Al-assisted incident response
enforcement support



Open &
Interoperable

Promotes OpenRAN and
standards-based architectures

aligned with EU sovereignty goals.

Building secure and trusted 5G ecosystems for Europe through open,
interoperable architectures that resist vendor lock-in and supply chain threats.

— [ NKraCNE — EUS5GSovereignty
Automated security validation and Reduces dependency on non-EU
continuous threat assessment vendors while maintaining
across network layers. performance and resilience.



NIS2 &CRA Aligned

Operationalizes regulatory reporting
and incident disclosure obligations.

Enabling structured cyber threat information sharing across borders — directly

supporting NIS2 and Cyber Resilience Act compliance frameworks.
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Pioneering cross-border
collaboration between Greece and
Romania as a scalable EU model.

Advanced Detection

Integrates threat feeds and
automated incident response for

faster containment.



Autonomous Agents

Self-directing Al agents handle
threat triage and containment at

machine speed.

Deploying Al-powered autonomous cybersecurity agents that operate

continuously — detecting, analyzing, and responding to threats without human

bottlenecks.
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Real-time threat intelligence
distributed across federated

security nodes.

SOC Augmentation

Reduces analyst fatigue by
automating repetitive detection
and escalation workflows.



Hardening Europe's food supply chains against cyber-physical threats — from farm management
n _ systems to processing facilities and distribution networks.

ACT4

Addresses OT/ICS vulnerabilities in food production and Supports sustainability goals by securing digital systems Ensures continuity of safe food access even under active
logistics environments. underpinning responsible production. cyber threat scenarios.



E N I I tC E Strengthening the legal and operational frameworks for cybersecurity

compliance and enforcement across the EU.

Compliance Cllio |%(ij (VZF=|ﬁ L|-|cs|----| Cross-Border
Automation Provides tools and frameworks to Harmonization

Streamlines NIS2 and CRA support regulatory bodies in auditing Aligns enforcement practices across
compliance workflows for operators and enforcement actions. EU member states for consistent

and national authorities. application of cyber law.



.CYBERAID

Automatically classifies and prioritizes
incidents based on severity, context,
and historical patterns.

Harnessing Al to accelerate and enhance incident response — reducing time-
to-contain and enabling smarter, faster decisions under pressure.

Provides Al-generated response Feeds incident outcomes back into Al
recommendations to analysts in real models to continuously improve
time during active incidents. detection and response accuracy.



All projects share a unified technology stack — enabling interoperability, reuse of components, and a consistent security posture across the EU
ecosystem.
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Al &Machine Learning n[Co [Mv!i

Anomaly detection, behavioral analysis, and predictive threat Centralized event management and automated security
modeling. orchestration across environments.
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ThreatIntelligence Zero Trust&DevSecOps

Structured sharing of indicators and TTPs across sectors and Security embedded at every layer — from development pipelines to
borders using STIX/TAXII. runtime infrastructure.



Impact Across Sectors

The portfolio's impact spans six interconnected sectors, reflecting the
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Telecom &5 G

Pilot: 5G-TACTIC is piloting OpenRAN security validation
across Greek and Romanian mobile operators, testing
interoperability and threat detection in live network
environments.
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Al & Incident Response

Pilot: CyberAld is piloting Al-driven triage and guided
response tools within SOC environments, reducing mean
time to respond (MTTR) in simulated and live incident
scenarios. VIGILANCE's autonomous agents feed real-
time threat data into CyberAld's response engine for
end-to-end automation.

Critical Infrastructure

Pilot: CTIS4NIS is running cross-border threat intelligence
sharing pilots between national CERTs and energy grid
operators in Greece and Romania, enabling real-time
incident correlation. ENFORCE supports compliance
auditing of critical infrastructure operators under NIS2.
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Pilot: ENFORCE and CTIS4NIS are jointly piloting
compliance automation and threat intelligence sharing
with financial sector operators, supporting DORA
alignment and cross-sector incident reporting between
banking institutions and national authorities. CyberAld's
Al triage capabilities are being evaluated for rapid
response to financial sector cyber incidents.

. Each sector features active pilots demonstrating real-world applicability.
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Food & Agriculture

Pilot: ACT4FOOD is conducting cyber-physical security
assessments at food processing facilities and agricultural
loT deployments across Southern Europe, targeting
OT/ICS vulnerabilities. CyberAld provides Al-assisted
incident response capabilities for food sector operators
facing active threats.

Security Operations

Pilot: VIGILANCE deploys autonomous Al agents within
these SOC environments to accelerate threat triage and
containment.



Sustainable security requires more than technology — it demands skilled people and informed
policy. Each project embeds structured capacity building.

TechnicalTraining

1
Hands-on exercises for security engineers, SOC analysts, and network operators.
¢ o Wi b0 |5

2 Guidance and toolkits to help regulators implement NIS2 and sector-specific
frameworks.
Awareness Programs

3 Targeted campaigns to raise cyber hygiene awareness across organizations and
sectors.
Live Exercises

4

Simulated incident response scenarios to test readiness and cross-team
coordination.
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B Al Is the Cornerstone

CollaborationIs :

: o Autonomous detection, response,
EU Is Leading Critical - .
and intelligence sharing are no longer

Europe is actively shaping the global No single entity can defend alone. aspirational — they are operational
standard for secure digital Cross-border, cross-sector requirements.
ecosystems — from 5G to food cooperation is the core design

supply chains. principle of this portfolio.
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