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Cybersecurity-relevant EU regulations1 for products

2

GDPR Data Act
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§ Scope: Software 
processing 
Personal Data

§ Goal: Protection 
of personal data

§ In effect: May 
25, 2018

§ Scope: Devices 
generating & 
Platforms 
processing non-
personal Device 
Use Data

§ Goals: Allow 
users to switch 
platform 
providers, Create 
rules for the  
Data Economy

§ In effect: 
September 12, 
2025

AI Act

§ Scope: AI systems

§ Goals: Restrict and 
protect the use of AI

§ In effect: August 2, 
2026 (for the 
majority of 
requirements)

§ CE Conformity 
Assessment2: 
required for high-risk 
AI systems only

Machinery Regulation

§ Scope: Products with 
moving parts 
powered by energy 
sources

§ Goals: Ensure 
protection against 
corruption, and 
containment of AI 
faults

§ In effect: January 
20, 2027

§ CE Conformity 
Assessment2: 
required

RED

§ Scope: Radio-
equipped Internet-
ready products

§ Goal: allow entry to 
the EU market only 
to cyber-resilient 
radio-equipped IoT

§ In effect: August 1, 
2025

§ CE Conformity 
Assessment2: 
required

CRA

§ Scope: products with 
digital elements that 
communicate with a 
device or network

§ Goal: allow entry to 
the EU market only 
to cyber resilient 
products

§ In effect: December 
11, 2027 (reporting: 
September 11, 2026)

§ CE Conformity 
Assessment2: 
required

(1) We’ve excluded sector-specific regulations such as those for medical, defence, aviation, marine equipment, automotive etc. for reasons of brevity.
(2) Self-assessment may be possible.
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§ Identify role 
(processor etc.)

§ Create Data Map
§ Exclude Very 

Sensitive data
§ Protect Personal 

Data
§ Service Personal 

Data Requests
§ Run Data 

Protection 
Impact 
Assessment

§ Report Breach
§ Create Data 

Processing 
Agreement / 
Privacy Policy

§ Identify role (processor etc.)
§ Create Data Map
§ Decide on proprietary data
§ Protect Device Use Data
§ Draft Technical 

Documentation for Data 
format

§ Implementation of Device 
Use Data Management 
Functions

§ Service Data & Switching 
Requests

§ Publish Announcements 
regarding Data Processing 
changes

§ Create Data Processing 
Agreement

§ Perform Contract Reviews

AI Act

§ Identify AI use
§ Exclude banned uses
§ Perform lifecycle 

obligations, risk 
assessment, 
transparency duties 
and special 
requirements (based 
on Harmonized 
standards not yet 
available)

Machinery Regulation

§ Perform Risk Assessment
§ Protect against corruption (upcoming harmonized standard EN 50742)

§ Introduce resilient communication mechanisms 
§ Logging of intervention to critical components
§ Protection of software and data
§ Provide information about executed software
§ Logging of any changes to software

§ Logging requirement for 5 years for critical components
§ Design control systems so that they withstand attacks
§ Design control systems so that errors don’t lead to hazardous situations
§ AI will not cause the machinery to perform actions beyond its task and 

movement space
§ Record any AI-driven safety related decisions
§ Guaranty that It is possible at all times to correct the machinery after 

an AI-driven action
§ Design for resilience to wireless control failures
§ Complete Technical Documentation for Conformity Assessment

Legal Requirements Technical Requirements
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§ Identify intended use
§ Define scope of risk assessment
§ Produce design examinations (threat model and risk assessment)
§ Produce test reports (e.g. functional tests, penetration tests)
§ Draft Technical Documentation for Conformity Assessment (see EN 18031-x)
§ Design using harmonised EN 18031-x security requirements

§ Common Requirements
§ Identify relevant assets (security, network, privacy and financial)
§ Control access to assets
§ Authenticate machine and operator access
§ Support authenticator modification
§ Generated passwords (and default passwords) are strong and 

unique per equipment
§ All non-default passwords are set before the logical connection to a 

network
§ All password based authentication carries bruteforce protection
§ Secure update exists for all updatable software
§ An automated update mechanism exists
§ Confidentiality and Integrity of Assets is protected through Secure 

Storage Mechanisms
§ Integrity, Authenticity, Confidentiality and Non-Replayability of 

Assets is protected through Secure Communication Mechanisms
§ Appropriate cryptography and keys are used in security controls

§ Common Requirements (cont’d)
§ No static default values are used in pre-installed cryptographic keys
§ Product release with no known exploitable vulnerabilities
§ Disable all non-required interfaces and services in factory default state
§ Allow users to disable interfaces and services
§ Remove unneeded external interfaces from the product design
§ Exercise input validation on all external interfaces

§ Internet connected network equipment specific requirements (EN 18031-1)
§ Device is resilient to DoS attacks
§ Network monitoring and traffic control mechanisms exist for networking 

devices
§ Radio equipment processing personal data specific requirements (EN 18031-2)

§ Parental access control for children in toys
§ Parental access control for other entities’ access to managed children’s 

privacy assets in toys
§ Logging mechanism for privacy assets and their protection
§ Deletion mechanism for personal data and sensitive security parameters
§ User notification mechanism on changes in the protection or privacy of 

personal information
§ Documentation for external sensing capabilities

§ Radio equipment processing monetary value specific requirements (EN 18031-3)
§ Logging mechanism for financial assets and their protection
§ Secure boot
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§ Identify intended use
§ Identify product category (Critical, Important [Class I or II] or Default)
§ Define scope of risk assessment
§ Produce design examinations (threat model and risk assessment)
§ Produce test reports (e.g. functional tests, penetration tests)
§ Draft Technical Documentation for Conformity Assessment
§ Other acts (e.g. AI Act) simply add more requirements
§ Product Manufacturer obligations (overview)

§ Risk assessment throughout all phases of product development
§ Due diligence for third party components
§ Reporting of identified vulnerabilities to third party components
§ Systematic cybersecurity documentation
§ Vulnerability Handling throughout Support period (min. 5 years)
§ Security Updates remain available for 10 years
§ Contact Point for user reported vulnerabilities
§ Reporting of actively exploited vulnerabilities to CSIRT and ENISA
§ Reporting to users where necessary

§ Essential Vulnerability Handling requirements (overview)
§ Track components and vulnerabilities (SBOM, HBOM etc.)
§ Remediate vulnerabilities without delay
§ Apply effective and regular tests to the security of the product
§ Publish information about security updates
§ Secure and timely distribution of security patches
§ Security updates are free of charge, except for tailor made products

§ Essential requirements for products (overview)
§ Product made available without known exploitable vulnerabilities
§ Secure by default configuration
§ Security updates or automatic security updates (with opt-out)
§ Access control with reporting of violations
§ Protect the confidentiality of data during storage, transmission and 

processing
§ Protect the integrity of data during storage, transmission and 

processing and report on corruptions
§ Protect from DoS and restore to safe state
§ Minimize impact of the product to other devices and networks
§ Limit attack surface
§ Reduce impact of exploitation attempts (e.g. apply exploitation 

mitigation techniques)
§ Record and monitor security (event) related information with opt-out 

for user
§ Ability to permanently remove all data and configuration
§ Secure data / configuration moving to other device

§ Technical requirements applicable to all products [Horizontal Standards]
§ [prEN 40000-1-2, under approval] Lifecycle & Risk Management
§ [prEN 40000-1-3, under approval] Vulnerability Handling
§ [prEN 40000-1-4, being drafted] Product Security Controls 

§ Technical product-specific requirements [Vertical Standards]
§ See https://www.stan4cra.eu/topic “Vertical Topics”
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A strategy to meet EU cybersecurity requirements
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Perform 
Threat 

Modeling 
and Risk 

Assessment

Legal Memo 
on 

Compliance

Create Data Processing Agreement / Privacy Policy

Perform 
Software & 
Hardware 
Security 
Testing

Review / Update Contracts
Draft Technical 

Documentation for Device 
Use Data Format

Create User Announcement Templates

Define Scope of Risk Assessment

Identify intended use

Identify product class

Identify & Classify AI Use

Perform data mapping

Identify Assets & Proprietary Data

Remove Sensitive Data

Remove unlawful AI use

Implement Personal Data 
Management Functions

Implement Device Use Data 
Management Functions

Implement Update, S/W ID, 
Logging, Monitoring & User 
Notification requirements

AI Security Training

Setup Vulnerability 
Handling 

mechanism

Establish SBOM, CBOM 
and HBOM

Supplier Due 
Diligence

Define Security 
Support Policy

Setup 
Vulnerability 

Reporting 
mechanism

Setup Security Intelligence Sources (SCA, CVE DBs, 
Internal Tools, Periodic Internal / External Sec. Testing)

Setup Secure SDLC Draft Product Security Documentation Draft Technical Documentation for Product Conformity AssessmentCollect evidence of Secure SDLC

IM
PL

.
TR

AI
N

.
VU

LN
.

LE
GA

L
SD

LC

EU Cybersecurity Requirements Training EU Regulatory OutlookSecure SDLC Training

Legal task Technical task

Implement 
required 
security 
controls

Apply 
exploitation 
mitigations

Optional task

S/W & H/W Security 
Training

Cybersecurity Awareness 
Training



How we can help – Cybersecurity from Concept to Market

7 www.intwave.com

Cybersecurity requirements for products entering the EU market 

§ Technology Fitness Review
§ Threat Modeling & Risk 

Assessment

Plan

§ Techno-legal Consulting
§ Secure Development Lifecycle Consulting
§ Product Security Documentation
§ Compliance Consulting

§ CRA, RED, AI Act, Data Act, Machinery 
Regulation, FDA, and many more!

§ Certification Guidance & Support
§ IEC 62443, ETSI 303 645, SOC2 etc.

Comply & Certify

Design

§ Hardware Design Review
§ Software Design Review
§ Protocol Design Review
§ Infrastructure Design Review
§ Security R&D

Evaluate

§ Device Security Testing
§ Platform Security Testing
§ Web Application Security Testing
§ Mobile App Security Testing
§ Desktop Appl. Security Testing
§ Source Code Auditing

§ Secure Embedded Systems Design
§ Fundamentals of Software Security
§ Secure C/C++ Development
§ Secure Java Development
§ Introduction to Rust

Train

§ Secure Web Application 
Development

§ Secure Mobile App Development
§ Fuzz Testing
§ Custom Training
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Kolokotroni 126, Piraeus 18535, Greece

info@intwave.com

Feel free to contact us for any further information.

Contact

We are ready to assist you

We are committed to delivering top-notch cybersecurity services tailored to your needs. With our 
deep expertise, dedication and research-driven approach, we keep product teams ahead of 
emerging threats.

+30 210 220 1037

Product Security Experts


