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Threat Surface

H Amopakpuocpevn Epyacia kat ot Epappoyeg Cloud
UTTOVOPEVOULYV TNV acdaiela

* HNepuetpikn Aodpaieia sival Eetepaopevn (to cloud kat ta
SaaS 6oAwvouv ta opla)

* Ta VPNSs sivat apya, xaAapa w¢ tpog tnv acdpaieia Kat
artoteAovv diodo yla eTBEoELQ

 To Shadow IT kat n aveéeAeyktn e€amAwon Twy SaaS
avéavouv ToV KivOuvo Kal TNV anwAela OdoPEVWV.

e OtopadecIT avtipetwrtidovv avénuevn TTOAUTIAOKOTNTA,
TIEOCELC CUPHPOPDWONC KAl CUVEXWCE AUEAVOHEVO KOOTOG.
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KabBe tapafilaon Eekva pye Tov 1OLo TPOTIO.

‘Eva KAEJHEVO Mua tapapracpévn YrepBoAwKn
credential OUGKEUN NMpooBacn

Mia mAatpoppa. Evag agent. Zero Trust.



EpyaAeia Aodalelag yia eva 20yXpovo

YBpdKO MNeptBarrov

Network Detection & Response

Muwa Avon cybersecurity Tou TtapakoAouBei
OUVEXWC TNV Kivnon tou dIKTUoU, evToTtidel
AvVWHAAEC SpacTNPLOTNTECG I ATIEIAEG KAl
OLEUKOAUVEL TNV ATIOKPLON O€ AUTEC TIC ATIELAEC.

Opatotnta: cuveyng napakoAovdnon —
EVTOTILOPOG TIAEUPLKAG KLvNONG Kal Kpupwv
amneAwv.

Mewwp€vog Kivouvog: peiwon Tou Xpovou
napapgovng (dwell time) an6 eBdopadeg oe
NUEPES.

TaxvTEPN AmMOKPLON: ETILTAXLVON
TIEPLOPLOPOL KAl avakTnong.

Secure Access Service Edge

‘Eva povteAo tou cuvduadlel Asttoupyieg

aocdaAielacg diktvou pe duvatotnteg WAN, wote
va uttootnpidel Tic duvapikeg Kat achaleig
AVAYKEC TIPOGRACNC TWV OPYAVICH WV.

KaAvtepn Eunelpia Xpr|o'tr| ypr]yopr] Kal
aoc@aing npooBaor] aro Tavtou — XWwPILg
kKabuotepnoelc ano VPN

MewwpEvog Kivouvog: cuvexng mpootaacia.
KaAluyn o€ Internet, SaaS kat LOLWTIKES

EPAPUOYEG.

Meiwon KOOTOUG: AMAOTIOLNHEV CUHHOPPWON
-OUVETIELG TIOALTIKEG PE ETYVWON TALTOTNTAG



EpyaAeia Aodalelag yia eva 20yXpovo
YBpdKO MNeptBarrov

Network Detection & Response Secure Access Service Edge
EVIOTUOHOG KAl ATtOKPLON OE ATIENEQ AcdaANG AtoPaKPUOHEVN & UBPLDIKT)
gpyaocia

Opatotnta kivduvou

Cloud-friendly Acdalrc tpooBacn o€ cloud Kat

MapakoAovBnon 0ANg TNC Kivnong

) KAtpakoUpEVO LOLWTIKOUG TTOPOUG
OLKTUOU

: : Mapéxel Opatotnta Ekouyxpoviopog aiiag VPN

Xpnon Al yua etiuionuavon & EAEVXO SO

AVWHOALWYV
Kevtplkottoinpevn mBOAN TTOALTIKWYV

Apuva oTtnv e$oolactikn aAucioa oe OAEC TIC CUOKEUEC KAl ToTtoBsoisc



Aocdalela Baolopevn oe ouvexn etaAnbevon

ATTIO TNV UTTOTLOEPEVN EUTILOTOCULVN OTNV KEPDLOPEVN EUTILOTOOULVN - KABE cuvedpiaq,

KaBe ocuvdeon.

LEGACY MNPOZEITIZH ZERO TRUST MNPOZEITIZH

X Epmiotoouvn povo Kata to login “ EnaAni8gvuon kabe ouvedpiag

MFA + Katdaotaon cLUoKELNG + agloAoynon piokou eAEyxovTal og
KaBe ovuvdeon. H eumiotooluvn AfyeL otav n cuvedpia
Teppartidetalt.

To VPN napexel mpooacn HETA AMO €vav HOVO KwOLKO
npooBaong. H ouvedpia ouvexidetal xwpig EAeyX0 yla WPEG.

X Aiktvo = NepipeTpog V Tavtotnta = MNepipeTpog

Av Bpiokeoal peoa oto dikTuvo, Bewpeioal aglomiotog. H Amnogaoelg mpoopaong Pe Bacn To TOLOG £i0al, O TOLA CUOKELN
TAELPLKI) Kivnon gival acnuavtn. Bpiokeoal kat TL TPooTabeiG va PooTEAACELG.

X Ot CUCKEVEG BewpolvTal acpaleic ¢/ 0 éheyxog TG GUCKEVR Eivat LTOXPEWTIKGG

, : , . , To EPDR enaAnBeglel cuveXwE TNV KATACOTAGCN TNG CUOKEUI).
Aev vrtapyovyv real-time ge\eyyxol vyeiag Tng cvokeung. Ot . . . ,
. . L . , MNapaBlacpevn cuokeLN = APEON avakAnon pooBaong.
TapapLacPeVEC TEALKEG CUOKEVEG £XOLV TIPOCRACN 6TA TAVTA.

X TTATIKA Sikatwpata tpooBacne v Avvapikeg lNMpoopacelg, He faon To MAALGLO
Ol MOALTLKEG TIPOCAPUOOVTAL OE TIPAYHUATLKO XPOVO Pe Bdon Tov
XPOVO, TNV TOTOBEDIA, TOV KivOUVO TNG GUOKELNG KAl TN
OULUTIEPLPOPA TOL XPNOTN




WatchGuard Zero Trust Components

. AuthPoint FireCloud
Zero Trust Components. (Authenticate Identity) (Protect User, Enforce
Access)

AuthPoint - EmaAnBevel tavtotnta

EPDR - ErtaAnBevel TNV Kataotaon tng CUCKEUNG

FireCloud - EmtiBarel aodaieia FWaaS (Firewall as a
Service) / SWG (Secure Web Gateway) oe

O.T[O“O.KpUGlJéVOUC Xpr']OTSC Zero TrustIdenti

Framework

FireCloud - ErtiBaAelttpooPBaon Zero Trust pye faon to
TtAaioo (ZTNA)

The Zero Trust Identity Framework - Evottolei tnv

ETPROAN epttiioTtooLVNC o€ eTtitedo cuvedpiag (session-

level). EPDR
(Validate Device)



AuthPoint Identity Security

To AuthPoint emtaAnBevel Tnv tavtotnta, evromilel ektebelpueva credentials kal TapeExel avbeKTIKN o€
phishing tautomoinon oe apxlttektovikeg Zero Trust.

i Adaptive MFA (% o
Directories & Users, Groups
Domain Services & Resources
O+ FIDO2 Passkeys

Cloud & external
identity sources
(Entra ID sync)

Unified management
schema across
all services

éa» Single Sign-On (SSO)

O &

Zero Trust Policy Auth & AuthZ
Management Services

AP Dark Web Monitoring

Contextual access SAML, OIDC, RADIUS
. . control & enforcement Passkeys, MFA
@ Zero Trust Policy Engine

across products Near-zero downtime

Zero Trust = ldentity + Device + Context + Continuous Control



"= Zero Trust Endpoint Security
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Prevention I:I Single Agent Detection and Response

Enriched Investigation &
Intelligence Data Store



FireCloud: Powerful Remote User Protection

>XEOLAOHEVO VIO ATIONAKPUOHEVN
npocBacn, oxL tapwxnueva VPNs.

NMpootacia emumedovu firewall tou
akoAouBei Toug xpnoteg taviou.

EmtiBoArn Zero Trust pe cuvexn
eTtaAnNBeuon, OXL HE UTTOBETLKN
gutiiotoouvn Kata to login.

Badia opatotnta otiq
dPaOTNPLOTNTEC KAL TOUC KIVOUVOUG
TWYV ATIOPAKPUOHEVWY XPNOTWV.

‘Evag agent, pia mAatpoppua, Eva
EVLALO HOVTEAO TTIOALTIKWV.

Internet
Websites & SaaS App

FireCloud Total Access

* Global Point of Presence (PoP)
enforcement

* Firewall as a Service (FWaaS)

* Secure Web Gateway (SWG)

» Zero Trust Network Access (ZTNA)
* FireCloud Gateway for Firebox

* Open Virtual Gateway

WatchGuard Cloud

» Zero Trust Identity Framework
* Common policy model
* Easy setup wizard

* SAML integration for IdP or set local
accounts

On-Prem Apps Office Workers

On Premise Network



Tt etvar n Avon WatchGuard NDR,;

/\
@) ThreatSync+ NDR

24/7 mapakoAouvBbnon
dlKTUOoU pe xpnon Al yia
aéloAoynon pioKou Kal

EVTOTILOHO ATIEAWYV

Policy Engine

Opatotnta os OAEZ ti¢
OUOKEVEC TOU OLKTUOU.

Xaptoypadel TOALTIKEG
acpaAerlag Kat diktvou o€
KAVOVLIOTLKA TTAaiola

cuppopdwong.

Evtomidel evepYyEC
EMOEOELG TTOU EXOULV
TTAPAKAUPEL TNV TIEPIPETPO
N to endpoint.



Zero Trust otnv NAatdoppa tng WatchGuard

Intelligence Artificial Intelligence Automation Visibility
Layer EDR | NDR | XDR ThreatSync WatchGuard Cloud
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e
Detection Correlation Remediation
ThreaSync XDR | ThreatSync NDR | ThreatSync SaaS

) MDR

Zero Trust Operations

Zero Trust Identity Framework WatchGuard MDR

Endpoint MDR
Defender MDR
Total MDR
Open MDR

Zero Trust MDR

Compliance Reporting

Y4
Unified Network Security @ Endpoint f@ Identity

r——————————————/

Endpoint Detection & Response Identity Security Services

Basic | Prime | 360 | Elite Dark Web Monitoring
Credential Access

Security Firewalls Firewall Security Wi-Fi Security & Services
Firebox T Series Intrusion Prevention Rogue AP detection

Firebox M Series IntelligentAV Captive Portal

Layer FireboxV APT Blocker Network Access Enforcement

Firebox Cloud DNSWatch

Threat Hunting
Orion for SOC

Zero Trust Validation

S T

Endpoint Services Multifactor Authentication
Firewall Wi-Fi Access Points : Zero Trust & SASE Zero-Trust Application Service AuthPoint MFA
Services Wi-Fi 6 AP | FireCloud Internet Access Patch Management AuthPoint Hardware Token

SD-WAN Rugged & Outdoor : FireCloud Total Access Full Encryption Single Sign-on

VPN PoE+ e e e e Data Control FIDO2 Passkeys
Access Portal ]:L
\
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H WatchGuard tapexet Zero Trust
OXEOLAOUEVO YLa TOV TIPAYHATIKO KOOHO

, , , , . Mia emaAnBevpevn TautoTNTA
KaBe mapafiaon éekva pe tov 1OLo TPOTIOo: OE LA TIAPAPLACHEVN

‘Eva kAeppevo credential OUOKEUI aroppITtTeTal.
Mia tapaflacpevn CUOKEUN
Y1tepBoAwKn tpocfaocn Mua KaBapr cuoKeLN KE N

emaAnBeupevn tavtotnTa

To WatchGuard Zero Trust Bundle cfaAcidel kal ta tpla avtopata. )
aroppimteTatl

‘Eva evottolnpevo cuotnua Zero Trust tov etaAnBbevel cuveXwC

TNV TAUTOTNTA, TNV KATAOTACH TNG CUCKEUNG KAl TO TTAaiolo tng
Muwa kaBapr cuokeun Kat

ouvedplag. , :

E , (0 e 0 . . EMaAnNBeupeEVN TALTOTNTA OEV
va 8Vl$1[0 OnNHUEeLo € SYXOU 'CIVTlKCI LIoTa ta KO."E(lKSpUClTlOUSVCl apKoVV. EVaC XpHOTNC TTOU SeV

EPYOAAELD KAL KATAPYEL TNV EPUECN EUTILOTOCUVN. dlaBetel Ta KataAAnAa dikaiwpata

TpocBaong amoppimtetal.

Evomntowinpévo oe MIA kovaoAa pe to ThreatSync+ Network Detection & Response



EvxxplGToOOUE!
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