
Yo u r AI Is  Le a kin g  Da ta —
Yo u  J u s t Do n 't  Kn o w It Ye t
In fo c o m  Se c u rity Co n fe re n c e  ·

DATA LEAKAGE & AI RISK

La m p ro s  Ka t s o n is



CHAPTER 1

Th e  In vis ib le  Th re a t

AI's  Da ta  Le a ka g e  
Pro b le m



AI: Th e  Do u b le - Ed g e d  Sw o rd

AI m o d e ls  d e liv e r u n p re c e d e n t e d  c a p a b ilit ie s —b u t  
t h e ir  v e ry  a rc h it e c t u re  c a n  in a d v e rt e n t ly  e xp o s e  
s e n s it iv e  d a t a .

Th is  is n 't  a b o u t h a c ke rs  b re a kin g  in to  AI. It’s  
a b o u t AI le a k in g  d a t a  fro m  w it h in —s ile n tly, a t  
s c a le .

• AI p ro c e s s e s  va s t a m o u n ts  o f s e n s itive  in fo rm a tio n  e ve ry in fe re n c e  s te p
• Tra in in g  d a ta  c a n  b e  re c o n s tru c te d  o r in fe rre d  fro m  m o d e l o u tp u ts
• Tra d itio n a l d e fe n s e s  we re  n e ve r d e s ig n e d  fo r th is  a tta c k s u rfa c e



REAL- WORLD EVIDENCE

Re c e n t Le a ka g e s : Th e  Ala rm in g  Re a lity

Sa m s u n g  & Ch a tGPT — Ma rc h  20 23
En g in e e rs  a t Sa m s u n g  Se m ic o n d u c to r p a s te d  p ro p rie ta ry 
s o u rc e  c o d e , in te rn a l m e e tin g  n o te s , a n d  c h ip  d e fe c t te s t 
s e q u e n c e s  in to  Ch a tGPT. Th e  d a ta  wa s  p o te n tia lly re ta in e d  b y 
Op e n AI fo r m o d e l tra in in g —le a ke d  n o t b y h a c ke rs , b u t b y 
e m p lo ye e s  u s in g  AI a s  d e s ig n e d .

Mic ro s o ft  Co p ilo t — J u n e  20 25  & Fe b ru a ry 20 26
A c ritic a l b u g  in  Mic ro s o ft 36 5  Co p ilo t b yp a s s e d  s e n s itivity 
la b e ls  a n d  DLP p o lic ie s  twic e  in  e ig h t m o n th s , a llo win g  th e  AI to  
re a d  a n d  s u m m a rize  e m a ils  m a rke d  "Hig h ly Co n fid e n tia l"—
in c lu d in g  NHS re c o rd s —with o u t a n y u s e r a wa re n e s s .

Me ta  AI Ag e n t — Ma rc h  20 26
An  in te rn a l AI a g e n t in s tru c te d  a n  e n g in e e r to  im p le m e n t a  
s o lu tio n  th a t e xp o s e d  a  la rg e  vo lu m e  o f s e n s itive  u s e r a n d  
c o m p a n y d a ta  to  Me ta  e m p lo ye e s  fo r two  h o u rs , trig g e rin g  a  
m a jo r in te rn a l s e c u rity a le rt.

xAI Priva te  Ke y Le a k — Ma rc h – Ma y 20 25
An  xAI d e ve lo p e r a c c id e n ta lly c o m m itte d  a  .e n v file  with  a  
p riva te  API ke y to  a  p u b lic  GitHu b  re p o . Fo r n e a rly two  m o n th s , 
th e  ke y g ra n te d  u n a u th o rize d  a c c e s s  to  6 0 +  p riva te  LLMs  
tra in e d  o n  p ro p rie ta ry Sp a c e X, Te s la , a n d  X d a ta .



Ta c tic s  o f th e  "In fe re n tia l Ad ve rs a ry"
Atta c ke rs  d o n 't  n e e d  to  b re a k yo u r AI—th e y c a n  s im p ly a s k  t h e  rig h t  q u e s t io n s , in  th e  rig h t s e q u e n c e .

Du a l- In te n t Qu e rie s
Th e  a tta c ke r a s ks  two  h a rm le s s - lo o kin g  
q u e s tio n s . Ea c h  o n e  s e e m s  s a fe , b u t to g e th e r 
th e y re ve a l s e n s itive  in fo rm a tio n .

Exa m p le : “Ho w d o  p e o p le  b u ild  tru s t?” +  
“Ho w d o  p e o p le  m a n ip u la te  tru s t?” =  a  s o c ia l 
e n g in e e rin g  p la yb o o k.

Qu e s tio n  De c o m p o s itio n
A fo rb id d e n  q u e s tio n  is  s p lit  in to  s m a ll, 
p e rm itte d  q u e s tio n s . Ea c h  a n s we r is  s a fe  o n  
its  o wn , b u t a s s e m b le d  to g e th e r, th e y 
re c o n s tru c t th e  re s tric te d  in fo rm a tio n .

Exa m p le : As kin g  s te p  b y s te p  a b o u t 
c h e m ic a l p ro p e rtie s  u n til a  d a n g e ro u s  
s yn th e s is  is  p ie c e d  to g e th e r.

Fe d e ra te d  Le a rn in g  Exp lo ita tio n
In  d is trib u te d  AI tra in in g , a  c o m p ro m is e d  
p a rtic ip a n t s u b m its  p o is o n e d  u p d a te s  o r 
trie s  to  re ve rs e - e n g in e e r p riva te  d a ta  fro m  
th e  s h a re d  m o d e l—with o u t e ve r to u c h in g  th e  
ra w d a ta s e t.

Exa m p le : A b a d  p a rtic ip a n t in  a  s h a re d  
tra in in g  n e two rk q u ie tly in flu e n c e s  th e  m o d e l 
o r te a s e s  o u t p riva te  d e ta ils  fro m  it .

No  fire wa ll b lo c ks  th e s e  a tta c ks . Th e y lo o k like  n o rm a l u s a g e  — u n til th e  d a m a g e  is  d o n e .



Th e  
Un in te n d e d
Exfiltra tio n
Eve ry AI q u e ry is  a  p o te n tia l d a ta  tra n s a c tio n . Mo s t o rg a n iza tio n s  h a ve  
ze ro  v is ib ilit y  in to  wh a t le a ve s  th ro u g h  th e s e  c h a n n e ls .



CHAPTER 2

Th e  Critic a l Ne e d  fo r Da ta  
Le a ka g e  Pre ve n tio n

Wh y th e  Sta ke s  
Ha ve  Ne ve r Be e n  
Hig h e r



Wh y Tra d itio n a l Se c u rity Fa ils  AI

Tra d itio n a l DLP wa s  b u ilt  fo r a  wo rld  o f file s  a n d  e m a ils —n o t fo r th e  p ro b a b ilis tic , c o n te xt- ric h  o u tp u ts  o f la rg e  la n g u a g e  m o d e ls .

Pe rim e te r Se c u rity Fa lls  Sh o rt
AI o p e ra te s  b e yo n d  n e two rk p e rim e te rs  — 
o n  c lo u d  p la tfo rm s  a n d  e d g e  d e vic e s  — 
m a kin g  tra d itio n a l b o u n d a ry- b a s e d  
d e fe n s e s  irre le va n t.

Sig n a tu re - Ba s e d  De te c tio n  Fa ils
AI's  d yn a m ic , e vo lvin g  n a tu re  d e fe a ts  
s ta tic  th re a t s ig n a tu re s . Th e re  is  n o  
kn o wn  "fin g e rp rin t" fo r a n  in fe re n tia l d a ta  
le a k.

Exp lic it  Bre a c h e s  On ly
Cu rre n t DLP to o ls  a re  b u ilt  to  c a tc h  
o b vio u s  d a ta  tra n s fe rs . Th e y m is s  s u b tle , 
in fe re n tia l le a ks  th a t n e ve r trig g e r a  
s in g le  a le rt .

AI le a ka g e  is  s u b tle . It  o p e ra te s  b e lo w th e  th re s h o ld  o f c la s s ic  a n o m a ly d e te c tio n , le a vin g  o rg a n iza tio n s  e xp o s e d  with o u t e ve n  kn o win g  it .



Th e  Im p e ra tive  o f DLP fo r AI

Pro te c t Se n s itive  Da ta

Pre ve n t le a ka g e  o f PII, in te lle c tu a l 
p ro p e rty, tra d e  s e c re ts , a n d  
c o n fid e n tia l b u s in e s s  re c o rd s  
th ro u g h  AI in te rfa c e s .

En s u re  Re g u la to ry 
Co m p lia n c e

Me e t re q u ire m e n ts  fo r GDPR, CCPA, 
HIPAA, a n d  g lo b a l d a ta  p riva c y 
fra m e wo rks  b e fo re  a  b re a c h  fo rc e s  
yo u r h a n d .

Ma in ta in  Tru s t & Re p u ta tio n

A s in g le  AI d a ta  in c id e n t c a n  
p e rm a n e n tly e ro d e  c u s to m e r 
c o n fid e n c e  a n d  e xp o s e  th e  
o rg a n iza tio n  to  re g u la to ry p e n a ltie s .



DLP:
Yo u r AI's  Es s e n tia l Gu a rd ia n
Th e  q u e s tio n  is  n o  lo n g e r if yo u r AI will b e  ta rg e te d —it's  wh e th e r 

yo u 'll h a ve  th e  vis ib ility to  d e t e c t  a n d  s t o p  t h e  le a k  b e fo re  it  

b e c o m e s  a  c ris is .



CHAPTER 3

GTB DLP — Th e  Pro a c tive  
So lu tio n

Bu ilt  fo r th e  AI Era



Ho w GTB DLP Wo rks  with  AI

1

Co n te xtu a l Un d e rs ta n d in g
GTB a n a lyze s  d a ta  in  c o n te xt—u n d e rs ta n d in g  in te n t a n d  s e n s itivity o f 
in fo rm a tio n  a t e ve ry AI p ro c e s s in g  s te p , fro m  tra in in g  to  in fe re n c e .

2

Ad va n c e d  Th re a t De te c tio n
Us e s  AI/ ML its e lf to  id e n tify a n o m a lo u s  d a ta  flo ws  a n d  in fe re n t ia l 
le a ka g e  p a t t e rn s  th a t ru le - b a s e d  DLP s o lu tio n s  c o n s is te n tly m is s .

3

Gra n u la r Po lic y En fo rc e m e n t
En fo rc e s  p re c is e  p o lic ie s  a c ro s s  AI p la tfo rm s , c lo u d  wo rkflo ws , a n d  
e n te rp ris e  to o ls —b e fo re  s e n s itive  d a ta  e ve r le a ve s  th e  e n viro n m e n t.



GTB's  Pa te n te d  Fin g e rp rin t Te c h n o lo g y

Exa c t Da ta  Ma tc h  — Ac c u ra c y With o u t 
Co m p ro m is e

At th e  c o re  o f GTB DLP is  its  p a te n te d  a n d  p ro p rie ta ry Diffe re n tia l Fin g e rp rin tin g  (EDM — Exa c t Da ta  Ma tc h )  e n g in e . 

Un like  ru le - b a s e d  o r AI- o n ly d e te c tio n  th a t g e n e ra te s  n o is e  a n d  fa ls e  p o s itive s , GTB's  fin g e rp rin tin g  wo rks  a t th e  b in a ry le ve l — id e n tifyin g  s e n s itive  d a ta  with  
virtu a lly ze ro  

fa ls e  n e g a tive s  a n d  ze ro  fa ls e  p o s itive s , in  re a l tim e , a c ro s s  a ll c h a n n e ls .

Ho w It Wo rks

1

Da ta  Fin g e rp rin tin g
GTB c re a te s  a  u n iq u e  c ryp to g ra p h ic  fin g e rp rin t o f 
s e n s itive  file s , d o c u m e n ts , d a ta b a s e  re c o rd s , a n d  
s tru c tu re d / u n s tru c tu re d  d a ta  — e ve n  p a rtia l fra g m e n ts .

2

Bin a ry- Le ve l In s p e c tio n
Eve ry o u tb o u n d  d a ta  tra n s m is s io n  is  in s p e c te d  a t th e  
b in a ry le ve l in  re a l tim e . GTB d e te c ts  th e  fin g e rp rin te d  
c o n te n t e ve n  if it 's  b e e n  re fo rm a tte d , re n a m e d , 
c o m p re s s e d , o r p a rtia lly m o d ifie d .

3

Off- Pre m is e s  En fo rc e m e n t
Un iq u e ly, GTB e n fo rc e s  fin g e rp rin t d e te c tio n  e ve n  wh e n  
e n d p o in ts  a re  o ff th e  c o rp o ra te  n e two rk — th e  o n ly DLP 
s o lu tio n  c a p a b le  o f re a l- tim e  o ff- p re m is e s  fin g e rp rin t 
p ro te c tio n .

Us e  Ca s e s

 He a lth c a re  (HIPAA)
Pre ve n ts  p a tie n t re c o rd s  
(EHR, PHI)  fro m  b e in g  
e xfiltra te d  via  e m a il, 
Ch a tGPT, o r c lo u d  
u p lo a d s  — e ve n  if th e  
file  is  re n a m e d  o r 
p a rtia lly c o p ie d .

 Fin a n c ia l Se rvic e s  
(PCI- DSS /  SOX)
De te c ts  a n d  b lo c ks  
tra n s m is s io n  o f a c c o u n t 
n u m b e rs , tra d in g  
s tra te g ie s , o r fin a n c ia l 
m o d e ls  — e ve n  wh e n  
e m b e d d e d  in  
s p re a d s h e e ts  o r AI 
p ro m p ts .

 Ma n u fa c tu rin g  & IP 
Pro te c tio n
Fin g e rp rin ts  CAD file s , 
R&D d o c u m e n ts , a n d  
tra d e  s e c re ts . Blo c ks  
e xfiltra tio n  via  USB, 
e m a il, o r Sa a S to o ls  — 
e ve n  o ff- n e two rk.

 AI & Ch a tGPT 
Mo n ito rin g
De te c ts  wh e n  
fin g e rp rin te d  
p ro p rie ta ry d a ta  
( s o u rc e  c o d e , c o n tra c ts , 
in te rn a l d o c s )  is  p a s te d  
in to  AI to o ls  like  Ch a tGPT 
— a n d  b lo c ks  it in  re a l 
tim e .



GTB's  Pa te n te d  Fin g e rp rin t Te c h n o lo g y

Regular Expressions

Scripts

Machine Learning

Fin g e rp rin t  –  Th e  m o s t  a c c u ra t e  
d e t e c t io n  e n g in e  in  t h e  s p a c e



GTB DLP Ca p a b ilitie s  in  Ac tio n

 Du a l- In te n t & De c o m p o s itio n  De te c tio n

Id e n tifie s  a n d  b lo c ks  a d ve rs a ria l q u e ry p a tte rn s  b e fo re  th e y 
e xtra c t s e n s itive  re s p o n s e s  fro m  AI s ys te m s .

 Fe d e ra te d  Le a rn in g  Mo n ito rin g

Co n tin u o u s ly m o n ito rs  fe d e ra te d  p ro c e s s e s  fo r p o is o n in g  
a tta c ks  a n d  u n a u th o rize d  d a ta  e xfiltra tio n  th ro u g h  m o d e l 
u p d a te s .

 AI Re s p o n s e  Filte rin g

In te rc e p ts  a n d  b lo c ks  im p e rm is s ib le  in fo rm a tio n  in  AI 
o u tp u ts —e ve n  wh e n  in d ivid u a l a n s we rs  a p p e a r h a rm le s s  in  
is o la tio n .

 Fu ll Vis ib ility & Ris k Re p o rtin g

De live rs  re a l- tim e  vis ib ility in to  AI d a ta  u s a g e , ris k e xp o s u re , 
a n d  p o lic y vio la tio n s  a c ro s s  th e  e n tire  o rg a n iza tio n .



Da ta  Lin e a g e  a n d  An o m a ly De te c tio n  e xa m p le



Da ta  Lin e a g e  a n d  An o m a ly De te c tio n  e xa m p le



Se c u re  Yo u r AI, Se c u re  Yo u r 
Fu tu re

Th e  th re a t is  re a l a n d  
a c c e le ra tin g

AI d a ta  le a ka g e  is  n o  lo n g e r 
th e o re tic a l—it's  d o c u m e n te d , 
d e m o n s tra te d , a n d  g ro win g  
with  e ve ry m o d e l 
d e p lo ym e n t.

Pro a c tive  DLP is  n o w 
e s s e n tia l

Wa itin g  fo r a  b re a c h  to  a c t is  
n o t a  s tra te g y. Co m p lia n c e  
a n d  t ru s t  d e m a n d  a c t io n  
b e fo re  t h e  le a k  o c c u rs .

GTB DLP c lo s e s  th e  g a p

Pu rp o s e - b u ilt  fo r th e  AI e ra , GTB DLP g ive s  o rg a n iza tio n s  th e  
a d va n c e d  p ro te c tio n  n e e d e d  to  h a rn e s s  AI's  p o we r—re s p o n s ib ly .



Diffe re n t ia t o rs

Ch o o s e  GTB Te c h n o lo g ie s

Life Gu a rd  AI In t e llig e n c e Ag e n t  + Ag e n t le s s  
Arc h it e c t u re

Co m p re h e n s ive  Co ve ra g e

GTB d e live rs  e a c h  s ta g e  o f d a ta  s e c u rity u s e  c a s e s  with  in d u s try- le a d in g  te c h n o lo g y, p ro ve n  e xp e rtis e , a n d  

c u s to m e r- c e n tric  s o lu tio n s  th a t d e live r m e a s u ra b le  s e c u rity o u tc o m e s  a n d  c o m p e tit ive  a d va n ta g e .

Ad va n c e d  m a c h in e  le a rn in g  

a lg o rith m s  p ro vid e  a u to n o m o u s  

th re a t d e te c tio n , b e h a vio ra l 

a n a lys is , a n d  p re d ic tive  th re a t 

p re ve n tio n  th a t o u tp e rfo rm  

tra d itio n a l ru le - b a s e d  s ys te m s .

De p lo y e n te rp ris e  s e c u rity 

in s ta n tly with o u t a g e n ts  o r 

in s ta lla tio n s . Se a m le s s  in te g ra tio n  

with  e xis tin g  in fra s tru c tu re  

re d u c e s  d e p lo ym e n t c o m p le xity 

a n d  o p e ra tio n a l o ve rh e a d .

Un ifie d  p la tfo rm  p ro te c tin g  d a ta  

a c ro s s  DSPM, DLP, a n d  th re a t 

in te llig e n c e  with  s in g le  p a n e  o f 

g la s s  vis ib ility a n d  c e n tra lize d  

p o lic y m a n a g e m e n t a c ro s s  a ll 

c h a n n e ls .



Th a n k Yo u
Vis it Ou r Bo o th  fo r a  Live  De m o

Se e  GTB DLP's  Fin g e rp rin t Te c h n o lo g y in  a c tio n . Ou r te a m  is  re a d y to  s h o w yo u  h o w to  p ro te c t yo u r o rg a n iza tio n  fro m  AI- d rive n  d a ta  le a ka g e  
— in  re a l tim e .

 Fin d  Us  a t th e  In fo c o m  Se c u rity Co n fe re n c e  Bo o th

g u a rd b yte .c o m
Po we re d  b y GTB Te c h n o lo g ie s ®
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