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‘ CHAPTER 1 I

The Invisible Threat

Als Data Ieakage
Problem




GUAREBYTE Al: The Double-Edged Sword

« Alprocesses vastamounts of sensitive information every inference step

° * Training data can be reconstructed or mferred from modeloutputs
« Traditionaldefenses were neverdesigned for this attacksurface
] g
o

[ ]
Almodels deliverunprecedented capabilities—but
' l theirvery architecture can inadvertently expose
sensitive data. m
. O

This isn't about hackers breaking mzto AL It’s
/Nabout Alleaking data from within—silently,at
scale. @
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REAL- WORID EVIDENCE

Recent Ieakages: The Alarming Rea lity

Samsung & ChatGPT—March 2023 Microsoft Copilot —June 2025 & February 2026
Engineers at Samsung Semiconductorpasted proprietary Acriticalbug in Microsoft 365 Copilot bypassed sensitivity
source code,internalmeeting notes,and chip defect test labels and DIP policies twice in eight months,allowing the Alto
sequences into ChatGPT. The data was potentially retained by read and summarize emails marked "Highly Confidentia I"—
OpenAlformodeltraining—leaked not by hackers,butby including NHS records—withoutany userawareness.

employees using Alas designed.

Meta AlAgent —March 2026 xAlPrivate Key [eak—March—May 2025

An internal Alagent instructed an engineerto implementa An xAldeveloperaccidentally committed a .env file with a
solution thatexposed a large volume ofsensitive userand private APIkey to a public GitHub repo.Fornearly two months,
company data to Meta employees fortwo hours,triggering a the key granted unauthorized access to 60+ private LIMs

majorinternalsecurity alert. trained on proprietary SpaceX Tesla,and Xdata.
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Tactics ofthe "Inferential Adversary"

Attackers don't need to break your Althey can simply askthe right questions,in the right sequence.

Y ki <3

Dual-Intent Queries Question Decom position Federated [earning Exploitation
The attackerasks two harmless-looking Aforbidden question is split into small, In distributed Altraining,a compromised
questions.Each one seems safe,buttogether permitted questions.Fach answeris safe on participant submits poisoned updates or
they revealsensitive information. its own,butassembled together,they tries to reverse-engineer private data from

Example: “How do people build trust?”+ reconstruct the restricted inform ation.

“How do people manipulate trust?”= a social Example: Asking step by step about
engineering playbook. chemicalproperties untila dangerous
synthesis is pieced together.

the shared model—without evertouching the

raw dataset.

Example: Abad participantin a shared
training network quietly influences the model
orteases out private details from it.

/\ No firewallblocks these attacks. They look like normalusage —untilthe damage is done.
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The
Unimmtended
Extiltra tion

Every Alquery is a potentialdata transaction. Most organizations have

zero visibility into whatleaves through these channels.
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| CHAPTER 2 I

The Critical Need for Data
Iecakage Prevention

Why the Stakes
Ha ve Never Been
Higher




G

GUARDBYTE

Why Traditional Security Fails Al

(9 Traditional DIP was built for a world offiles and emails—not for the probabilistic,context-rich outputs oflarge language models.

@

Perimeter Security Falls Short Signature-Based Detection Fails Explicit Breaches Only

Aloperates beyond network perimeters — Als dynamic,evolving nature defeats Current DIP tools are built to catch

on cloud platforms and edge devices — static threat signatures. There is no obvious data transfers. They miss subtle,
making traditionalboundary-based known "fingerprint"for an inferentialdata inferentialleaks thatnevertriggera
defenses irrelevant. leak. single alert.

Alleakage is subtle.It operates below the threshold ofclassic anomaly detection,leaving organizations exposed without even knowing it.
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The Imperative of DIP for Al

Protect Sensitive Data

Preventleakage of Pllintellectual
property,trade secrets,and
confidentialbusiness records

through Alinterfaces.

™y
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Ensure Regulatory
Compliance

Meet requirem ents for GDPR, CCPA,
HIPAA,and globaldata privacy
frameworks before a breach forces

your hand.

Maintam Trust & Reputation

Asingle Aldata incident can
permanently erode customer
confidence and expose the

organization to regulatory penalties.
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DIP:

Your Al's Essential Guardian

The question is no longer ifyour Alwillbe targeted—it's whether

you'llhave the visibility to detect and stop the leak before it

becomes a crisis.
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GTB DIP — The Proactive .% ] \ v:J
Solution A : .
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Built for the Al Era e T/
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How GTB DIP Works with Al

ContextualUnderstanding

GTBanalyzes data m context—understanding intent and sensitivity of
information atevery Alprocessing step,from training to inference.

2

Advanced Threat Detection

Uses AI/MLitselfto identify anomalous data flows and inferential
leakage patterns thatrule-based DIP solutions consistently miss.

Granular Policy Enforcem ent

Enforces precise policies across Alplatforms,cloud workflows,and
enterprise tools—before sensitive data everleaves the environm ent.
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GUARDBYTE
Exact Data Match —Accuracy Without

Compromise

How It Works

At the core of GTBDIP is its patented and proprietary Differential Fingerprinting (EDM —Exact Data Match) engine.

Unlike rule-based or Al-only detection that generates noise and false positives, GTB's fingerprinting works at the binary level —identifying sensitive data with
virtua lly zero

false negatives and zero false positives,in realtime,across allchannels.

1

Use Cases
Data Fingerprinting
GTBcreates a unique cryptographic fingerprint of ® Healthcare (HIPAA) iar FinancialServices

sensitive files,documents,database records,and .
structured/unstructured data —even partial fragments. Prevents patientrecords UHEISIDISSf SIERY

(EHR, PHI) from being Detects and blocks
exfiltrated via email, transmission ofaccount
ChatGPT,orcloud numbers,trading

) uploads —even if the strategies,or financial
file is renamed or models —even when
partially copied. embedded in

Binary-levellnspection spreadsheets or Al

Every outbound data transmission is inspected atthe
binary levelin realtime.GTBdetects the fingerprinted g Manufacturing & IP @ Al & ChatGPT
content even ifit's been reformatted,renamed,

; . Protection Monitoring
compressed,orpartially modified. i i
Fingerprints CAD files, Detects when
R&D documents,and fingerprinted
trade secrets. Blocks proprietary data
3 e xfiltra tion via USB, (source code,contracts,
email,or SaaStools — internaldocs) is pasted
Off- Prem ises Enforcem ent even off-network. into Altools like ChatGPT
—and blocks it in real
Uniquely,GTBenforces fingerprint detection even when tim e .

endpoints are offthe corporate network —the only DIP
solution capable ofreal-time off-premises fingerprint
protection.
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Fingerprint — The mostaccurate

detection engine in the space

Y
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|
The value of this]deal is 557,89'),000 andits SJCCE’SS requires complete tlzonfidentiality among all parties.

b4

Inspected
Data

1

X

| want to hide that is $57,897,000 and its success requires complete confidentiality, so you know

| {
A % B
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GTB DIP Capabilities in Action

@ Dual-Intent & Decom position Detection

Identifies and blocks adversarialquery patterns before they

extract sensitive responses from Alsystems.

Q© AlIResponse Filtering

Intercepts and blocks impermissible information in Al
outputs—even when individualanswers appearharmless in

1Isolation.

Federated learning Monitoring

Continuously monitors federated processes for poisoning
attacks and unauthorized data exfiltration through model

updates.

‘l Full Visibility & Risk Reporting

Delivers real-time visibility into Aldata usage,risk exposure,

and policy violations across the entire organization.
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lhor Yeshchuk downloaded

license howto.pdf 1 ‘ Android

team

Sergey Garizan exported

Vulnerability Justification 1.xlsx to “ ROMAN-PC by

Event count per week and time

Monday -
Tuesday -
Wednesday -
Thursday =
Friday —
Saturday =
Sunday

lhor Yeshchuk copy/pasted

license how topdf 1o 4. Google Drive

Sergey Garizan renamed

WVulnerability Justification 1.xlsx 10

A

kitten.png

Sergey Garizan uploaded

l Vulnerability Justification 1 xlsx S

2% Dropbox (Personal)

I Sergey Garizan uploaded

[ kitten.png to @ Whatsapp (Personal)
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SEVERITY RISK SCORE HEADING CHAT
e T 0.7 Emergency 550 elevation, lax outbound controls, and incomplete endpoint/DLP coverage enabled likely insider or compromised hosts to stage and
' exfiltrate sensitive PII.
G Y
Recommendations

- Immediate containment: block 89.45.67.123 at firewall/DNS, revoke the active emergency elevation
session, and isolate 16.8.8.67 and 18.8.8.156 for forensic capture; preserve logs, EDR telemetry
and PCAPs.

- Privileged access fixes: require multi-person approval tor break-glass, enforce just-in-time with
shorter durations, enable session recording and mandatory SIEM/S0C alerts on any emergency
elevation, and integrate ticket validation with 550.

- Network/DLP hardening: implement outbound allowlisting (deny by default), limit large file
uploads, enable TLS inspection or a CASB for managed traffic, and expand DLP to cover endpoint and
encrypted channels.

- Endpoint/identity hygiene: ensure EDR is active on all endpoints, run thorough host hunts and

EVENT CHAT
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Secure Your Al Secure Your
Future

%

The threatis realand % Proactive DIP is now
accelerating essential

Aldata leakage is no longer Waiting fora breach to act is
theoretical—it's documented, not a strategy. Compliance
demonstrated,and growing and trustdemand action
with every model before the leak occurs.
deployment.

GTBDIP closes the gap

Purpose-built for the Alera, GTB DIP gives organizations the

advanced protection needed to harness Als power—responsibly.
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Choose GTBTechnologies

Differentiators

GTBdelivers each stage ofdata security use cases with industry-leading technology,proven expertise,and

customer-centric solutions thatdelivermeasurable security outcomes and competitive advantage.

LifeGuard AlIntelligence

Advanced machine learning
algorithms provide autonomous
threat detection,behavioral
analysis,and predictive threat
prevention that outperform

traditionalrule-based systems.

Agent + Agentless
Architecture

Deploy enterprise security
instantly without agents or
installations.Seamless integration
with existing infrastructure
reduces deployment com plexity

and operationaloverhead.

Comprehensive Coverage

Unified platform protecting data
across DSPM, DIP,and threat
intelligence with single pane of
glass visibility and centralized
policymanagementacross all

channels.
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Thank You

Visit Our Booth fora Live Dem o

See GTB DIP's Fingerprint Technology in action.Ourteam is ready to show you how to protect your organization from Al-driven data leakage
—im realtime.

® Find Us at the nfocom Security Conference Booth

guardbyte.com
Powered by GTBTechnologies®
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