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From Visibility to Action
Closing the Cyber Risk Gap
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NOT ALL

CRITICAL

IS TRULY IMPORTANT

NOISE

Loud but not important

IMPORTANT
Quiet but truly important



CVSS # Real Risk

Generic / Context-less / Static
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Attackers don’t think in CVSS

They explmt what works
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are attack

They

[ NTLM Relay Attack ]\

' SMB Signing Off

Misconfiguration

Security Account Manager (SAM)
Database Dumped
19216856.22

Enumeration

* Mind The Hack

Enumeration

a

LLMNR/mDNS/NBT-NS Protocols
" Enabled .

Misconfiguration
192.168.56.0/24

[ I.\IetV\..fork.Poisoning J\

_eddard.stark
NORTH

- NTLM Hash (ntimv2_hash) Obtained -

Attacks are not vulnerabilities

paths

Password Reuse on Privileged Domain
Account

Administrator
192.168.56.11

S

-Local Administrator Account
Compromised
192.168.56.22

Domain Controller Compromised
192.168.56.11
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Real Risk = Context

Not just severity

Contextual Risk Settings @

IP Q Hostname Q | Asset Groups Q Contextual Risk | Business Criticality Q Category Q
Risk Score = (CVSS,, X CVSS) + (BC,, X BC) + IE,, + KE,,
192.168.56.22 castelblack.north.sevenkingdoms.local ~ Domain Controllers 1l (9! 9 Vv || Governed Vv CVSS Weight
0.5
192.168.56.11 winterfell.north.sevenkingdoms.local Domain Controllers High (8.6) 7 N Governed N
192.168.56.1 intrack-Victus.local Domain Controllers High (8.2) 10 N7 Governed Vv Business Criticolity Weight
Production Systems, Domai 0.3
192.168.56.12 meereen.essos.local oYU Rt R R Medium (6.8) 1 \/ || Governed NV
Controllers
192.168.56.23 braavos.essos.local Domain Controllers Medium (6.8) 1 \/ || Third party N s Exploited Weight (if exploited)
0.15
® Known Exploitation Weight (if known exploit exists)
@ 0.05
SMB Signing Off
Misconfiguration
[ NTLM Relay Attack ]—\ ®
Mind The Hack Security Account Manager (SAM) Local Administrator Account LSASS Process Memory Dumped
Database Dumped Compromised 192.168.56.22
1921685622 19216856.22

@

LLMNR/mDNS/NBT-NS Protocols
Enabled

Misconfiguration
192.168.56.0/24
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If everythingis critical...

nothingis.

@ mindthehack




	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9

