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Unstructured Information.
The blind spot of AI Security.

Antony Kouzos
Business Solutions Manager  ·  Modus
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WHAT IS UNSTRUCTURED INFORMATION

What is 
unstructured
information.
D E F I N I T I O N

Information that doesn’t fit rows and 
columns. It carries the meaning, the 
decisions, the relationships, but none of it 
lives in a database.
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RATE OF GROWTH   /   ENTERPRISE DATA

T H E  FA C T

90% of all new enterprise 
data is unstructured 
and the volume doubles 
every two years.
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THE RELATIONSHIP

AI and 
unstructured
information.
Two exponential curves now
intersect on the same surface.
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FIVE EVOLUTION STAGES OF AI

Faster, Stronger, Better.

01 Gen AI
Models read, summarize, generate — at human-
language fluency.

02 Retrieval Augmented Generation
Models pull from your documents at query time —
answers grounded in your data.

03 Coding agents, MCP & Tools
Agents write code and call tools — MCP is the standard 
plumbing between them.

04 Write, Execute Code & Learn Skills
Agents execute code and acquire reusable skills directly 
on your systems.

05 Persistent agents & Harness architecture
A harness orchestrates many agents — fan-out across 
the enterprise.

…
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The Risks
In Unstructured 
information
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Shadow
AI Usage

People paste contracts, customer data 

and source code into public chats. 

Enterprise content leaks one prompt at a 

time and never comes back.
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Prompt Injection
In Documents
Any document that reaches the model is also 
an instruction. Hidden text, white-on-white 
footers, comment fields, anything inside the 
content can hijack the agent that reads it.

RISK · 02 · MALICIOUS CONTENT
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The Murphy’s Law
of Tool calling

Any tool combination that can be called, will be called.

Agents sample outputs — same prompt, 
different actions. Combined with tools, 
unplanned tool combinations can 
compound side-effects into catastrophic 
outcomes.

/ my OpenClaw texted my ex
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Where most agents
actually work.
Many agents use your local filesystem as 

their runtime. They read, write and 

execute unknown scripts scripts under 

your identity, with your permissions.

RISK · 04 THE LOCAL FILESYSTEM
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THE SOLUTION   ·   ONE LAYER, UNDERNEATH EVERYTHING

A horizontal layer
of Intelligent
Information Management

A control plane underneath everything that touches documents and workflows.
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WHAT THE LAYER MUST DO

/01

Secure file system

Storage that knows what 
it is holding.

/02

Document 

management

Versioning, lifecycle, 
retention by default.

/03

Processing pipeline

OCR, extraction, 
normalization at scale.

/04

Secure RAG

Conversion to vectors 
with permissions intact.

/05

AI Agnostic

One surface for every type 
of agent. Adding new tools 
every 3 months.

/06

Permissions & audit

Who saw what, when, 
through which model.

/07

Auto Metadata

Classification that 
survives every 
transformation.

/08

Workflows

Predictable steps where 
AI alone is not safe.



A secure single source of truth
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THE SOLUTION   ·   ONE LAYER, UNDERNEATH EVERYTHING
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THE HUMAN FACTOR  ·  THE OPPORTUNITY

Going Beyond 
Personal Information (PII). 

AI enables us to move beyond PII, 

identifying and classifying all forms of 

sensitive information within 

unstructured content. ▪ Confidential business data (contracts, financials) 

▪ Internal communications (emails, decisions) 

▪ Legal & compliance content 

▪ Strategic / operational information 

▪ Confidential Unstructured insights (summaries, notes, AI outputs) 
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THANK YOU
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