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ﬁ Role T Achievements

> Cybersecurity Engineer & Jr Penetration
Tester

> @ ITI / CERTH !J Top 1% TryHackMe

World Rank
Znoubé
] S

> E.A.M. NAnpodopikn #893 Global HTB
b4 .

> MSc Aiktua & AopdAera ZuoTnuatwv

* MiotonolAoelg

> CCNA - MCSE - CEH vi1l
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EOviko Kévtpo Epeuvag & TexvoAoyikng Avamntuénc (EKETA)

Y TOP-12E.E.

16pupa e TN pLeyoAUTEPN CUULETOXN O
HELLAS OVTOYWVLOTIKA EPEVVNTIKA TIPOYP ALLLLATOL

rewypadikn NMapovoia

16pucn P71
B
2000 - Osocalovikn, Bopeia EAAGSa W7 7nNepudépereg - 9 NOAeL o 6An tv EAAGSa

To povadiko Epeuvntikd Kévtpo otn Bopela EAAGSa

>1.600 gpyalopevol NMIA umod tnv enortteia I.I. Epguvag & Kawvotopiag

Yrmoupyeio Avamrtuéng & Emevéuoewv
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Ivotitouto Texvoloywwv MAnpodopikng & Emikowwviwv (INTHA)

1998 >700

‘Etog idpuong Epyalopuevol

18 KUp. Epguvntég - 60 PostDoc - 80 MSc -

NMIA - pélog EKETA ard 2000 200 Epeuv. Suvepydes

Evepyog Zuppetoxn o€ Eupwmnaika & EOvika Mpoypappato

>70 >220 {0 ~20M€

Horizon Europe Horizon 2020 EBvika Npoypappato Xpnuatodotnon/£tog

Anuodtlevoelc (teAeutaia 5 xpovia): >300 neplodikd - 650 cuvedpia - 100 BiBAia - 6.500 ava @opEC
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Ounada KuBepvoaodaleiog EKETA — INTHA &
AVTIKELMEVO Epyaciag

IMotot eluaote KAl UE TL AOYOAOUUAOTE



Onada Kupepvoaodalerag INTHA

Dr. Antonios Lalas

PostDoc Epeuvntng

Dr. Amalia Damianou Antonis Voulgaridis

PostDoc Epeuvitpla EpEuVNTLKOG ZuvePYATN G

George Lazaridis, PhDc George Rizos, PhDc

EpeuvnTLKOG ZuVEPYATN G EpeuvnTLKOG ZuvepyATnG

Nikos Vakakis Notis Mengidis

EpeuvnTLKOG ZuvepYATN G EpeuvnTLKOG ZuvepydATNn G
...kat gyw! &
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Onada Kupepvoaodalerag INTHA

Avtikeipevo Epyaoiag
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JuppeToxn os Eupwmaika Mpoypdppota

YriootnpiEn KA og Anuooio & I8lwtikd Topéa

KuBepvoaoddhela os 3tpato & Jwuata Acdaleiag

Extipnon Tpwtotntag, Penetration Testing & Offensive
Security

Apvuvtikn Aodaleila (Defensive Security)

Cyber Physical Systems
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Kau yia Stackédaon!...

Q Hackathons

To dTLdyvou pe Kat ta xaAdue!

HackTheBox Meetups

Local & online sessions

OutAieg & EkSNAwoELg
Opyavwon & cuPUEToXN

ﬂ ExOéoeLg
Eknmpoocwninon os ekBeoelg & events

++ ...KalL TTOAAGL akOpot!
+
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Cyber Range Zuotipata

Tueival - Mou xpetalovtal - Turot Zevapiwyv - [IAsovekTnuata




Cyber Range: Oplopna¢ & APXLTEKTOVLKN

‘Eva Cyber Range eilval eAeyXOpEVO, OIMOUOVW HEVO TiEPLRAANOV TTpocopoiwong SIKTUWV Kal cuoTnuatwy IT/OT,
oxeblaopévo yLa ekmaidevon, aoknon Kot SOKLUA LKAVOTATWY KUBEPVOAUUVAG O PEAALOTLKEG CUVONKEG — XWPLG
Kivouvo yla mapaywylka neptBaiiovra.

= o3 Lo

Virtualization Layer Network Emulation Scenario Engine Analytics & Reporting
KVM/QEMU, OpenStack, SDN, VLANSs, traffic shaping, Orchestration, scoring, SOC dashboards, KPls,
VMware, Docker packet injection Inject Framework after-action reports

Xaoaktnolotikéc udomotnosic: KYPO (Masarvk Univ.) - AIRBUS - CITEF - AIT - NATO CCDCOF
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Cyber Ranges: Kopudaioc Mapoxog otn B. EAAada

a | 1

MAatdOpueg Cyber Physical Open-Source CR CR TTAN pwg
Cyber Range Range (Akadnuoikn Xpron) OVETITUYLLEVO EVTOG

MAatpopueg Open Source & Commercial

S
> L 7
v, q'(d

Eosberivicd ACITEFR
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Tumol Zevopiwv & KOpleg XpnoeLg

CTF Red/Blue Team

Capture The Flag — otoptkoi/opadikol Staywviopoli pe flags o Avtinoleg opadeg o€ live urtobopég — ekmaideuon emnibBeong &
EUAAWTO CUCTH AT AUUVAG TAUTOXPOVA

Tabletop Purple Team

AoKNOELG pooopoiwong xwpig live systems — crisis management & Yuvepyatikn Red+Blue mpooéyylon pe éudaon otn BeAtiwon
incident response SuVATOTTWY EVIOTILOUOU

APT Simulation

Mpooopolwaon Advanced Persistent Threat oevapiwv (MITRE ATT&CK ISO 27001, NIS2, DORA — ok S1adIkaolwy & ETOLUOTNTAG
based) OUUUOpPWOoNG
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MAeovektipota Cyber Range Eknaidgvong

Safe-to-fail mepBaiAov

MANPNG amopovwaon amod mapaywytka diktua. EAsUBepn Sokiun
TEXVIKWV eMiBeoNng/dpu vag xwpic emiyepnotako kivouvo.

o@ e Opadki eknaidevon
'.‘

YrnootnpEn moAAamAwv poAwv (SOC Analyst, IR Lead, CISO) ot
KOLWA oevapLa e PEAALOTIKEG AAANAETIOpAOELG.
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MetpRolpa anoteAécpata

AuTopoTomnoLnUEvol unxaviopol Hétpnong Score, KPls ava
ekmalbev opevo, skill gap analysis kot after-action reports.

P/ \ ¥ : .
1T EnavaAnyipotnta & KAtpdakwon

A\ /4

Aueoo re-deploy oevapiwy, version control umodourg, mTapaAAnAn
eKTéEAeon MOAATAWYV cevaplwv.
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Cyber Physical Zvotipota

Optouoc - OT/ICS/SCADA - Sevapta Ekmtaidevuong - 161aLTtepoTnTEC




Cyber Physical Zuotiupata: Opiopoc & Aoun

CPS: 0AOKANPWHEVA CUCTHLOTA OTIOU UTTOAOYLOTIKEG & SIKTUAKEC AelToUpYLeG AAANAETIIOPOUV UE PUCLKEG SLEPYAOLEG.
Mepappavouv ICS, SCADA, PLC, DCS — kplolpa o€ eVEPYELQ, VEPO, LYELX, HETAPOPEG, TapaywyN.

Purdue Model — Ztpwpatoa CPS ApXLTEKTOVIKAG

L4-5 Enterprise & DMZ — ERP, Business Networks, Historian

- Operations — DCS, MES, SCADA Server
- Supervisory — HMI, Engineering Workstations
- Control — PLC, RTU, IED
- Field — Sensors, Actuators, Motors
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CPS Range: Zevapla & 16L1aLtEpOTNTEC

XopaKTNPLoTIKA ZeEVvapLo

Energy Grid Attack

Mpoocopoiwaon IEC 61850/DNP3 exploits os umootaBuolc — blackout
scenarios

Water Treatment

Modbus/TCP manipulation g PLC — avixveuon avwpoAwy XN UK G
enegepyaoiog

Ransomware og SCADA ypoupwy mapaywyn g — incident response &
recovery
Hospital BMS

Building Management Systems & [oMT — aohAAELQ LATPLKWY OUOKE LWV

Smart Grid / EV

OCPP exploits og povadec dpoptiong — grid stability scenarios

I Manufacturing OT

05 | Cyber Physical Zuotruata

I6wattepotnteg vs IT Range

“ Real-time constraints — Sev avéxovtat latency (hard real-time
PLCs)

& Legacy protocols — Modbus, DNP3, Profinet — xwpic eyyevi
aoddaiela

@ Meydhoc kUKNOC LW — eEOMALOPOC 20-30 ETWV, HE KEVA
aod oA ElaG EK TNG KATAOKEU G

®  Avrtiktumog o dpuoiko eminedo — bugs/exploits pe
TLPOLY LOLTLKEG OUVETIELEG (safety risk)

@ IT/OT convergence — véa attack surface ané cloud & remote
access



Cyber Physical Ymoéoun INTHA

Npaypatikég CPS Ytodopég
@ Smart Home
= Autovopa Oxniuata

“% Topéag Evépyelag

— ] e

Smart Home & EV Charging Lab
7 Work In Progress ,

N ) »"\ e <o

Cross-site (Federated) testbeds — AlaclUvéeon vmoSopwv peTaty
moAAarmAwy sites yLa katavepnuévn eknaibevon & R&D

8 Au\A Xprion: Eknaidevon & R&D testbeds

Autovouo Oxnuo — Eocwtepiko
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Cyber Ranges & Texvntn Nonupoouvn

2uvbuaouoc - Gamification - Néo Tortio Eknaiidevong




Al ota Cyber Range: Edappoyec

‘. Adaptive Scenario Generation 'gl Intelligent NPC Attackers

LLMs & generative Al dnpioupyouv cevapla on-demand — Al-driven Red Team agents (MITRE ATT&CK-aware) mou mpocapuolouv
Sadpopetikng duokoAlag ava ekmatdeudpevo. H eumelpia dev TOKTIKEG o€ real-time. Ao scripted playbooks og autovopoug
enavaAapBaveral, e€aleidhovrac to «memorization» mPoBAnUa. QVTUTAAOUC TIOU paBaivouv.

|M Real-time Performance Analytics P Automated Hint & Coaching

ML models avaAbouv kdBs kivnon exmatdeuopevou — avixvevouv skill
gaps, MPOTELVOUV EMOMEVA BripaTo, TTPOBAETIOUV ETOLUOTNTA YLOL
certification.

Chatbot-based assistants evtog range mou napéyouv contextual hints
XwpLig va amokoAuTtouv T AUoh. NMpooéyylon SwKPATIKAG Labnaong.
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Al & Gamification: To Enopevo Eninedo

Gamification Mechanics AA\ayn Tomniov Eknaidevong

TQPA ME Al

C!J Leaderboards & Badges

Avvapikn katdtaén pe Al-driven dikain Babuoloyia (ava skill

level)
Etriowa training sessions % Continuous adaptive learning (365/24/7)

Skill Trees
A l

Personalized learning paths — ekAslbwvouv Véa cevapla

BdoeL enidoong Scripted, mpoPAEY o cevapLa % Al-generated, unique per session

Time Pressure & Streaks l

(>}
*  Adaptive difficulty mou Statnpet optimal challenge zone (flow
state) Passive Bivteo & Staddveleg % Hands-on, immersive simulation

Cooperative Missions '

Multi-role cevapla Tou ormattoUV MPAYUATLKI) CUVEPYOT

Subjective afloAoyno Data-driven skill measurement
SOC toam j £LoAdynon -
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Baowka Zupnepacporto

01

Ta Cyber Range cuotiuata anoteAouv mAEov baseline umodoun yla onolodnmote mature security training
npoypappo — anod SOC analysts wg ICS engineers.

02

H evowpatwon CPS simulation dgv eival moAutéAela: pe tnv IT/OT convergence, ol enB€oeLg o€ critical
infrastructure amoteAoUv ndn mpaypatikotnta (Stuxnet, Colonial Pipeline, Ukraine grid).

03

H Texvnti Nonuoouvn 6ev aviikaBlotd tov eknatdeut — tov evuvauwvel: adaptive content, avutopatn
afloAoynon, Kol SUVALIKA CEVAPLA OLUEAVOUV KOTAKOPUDA TNV ATTOTEAECUATLKOTN TA.



Epwtnoelc
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