16°
Infocom

Conference & Expo

Cybersecurity in Transition, Trends, Compliance, and the Rise of GRC

: P R ) T E T Dr. Theodoros Ntouskas
IC Managing Director & Founder

INFORMATION SECURITY SERVICES




The New Operating Reality:

From Perimeter Defense To Distributed Risk
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The Threat Landscape Has Shifted: The traditional IT boundary has dissolved. Today's enterprise runs on a fabric of SaaS, APIs, and third parties

— each one extending exposure beyond the firewall.

DRIVERS
‘ Cloud & Saa$ Sprawl ‘ Hyper-Connectivity
Workloads distributed across APIs and machine identities
hundreds of providers. outnumber human users.
CONSEQUENCES

E.: Fragmented @@ Limited Visibility

Accountability

Ownership unclear across Real-time posture is the
cloud, vendor, internal. exception, not the norm.
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‘ Al in the Stack

Generative tools embedded
in code and decisions.

II B Regulatory Pressure

Multiple frameworks,
deadlines, audit fatigue.

‘ Deep Supply Chains

Tier-2 and Tier-N
dependencies most cannot
map.

A Continuous Threat

Multi-stage attacks ignore
organizational boundaries.



Supply Chain & Emerging Threats
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30%

of breaches involve a third party
(Verizon DBIR report)

EMERGING VECTORS

Al-Generated Code

Adversaries inject malicious
dependencies into Al-assisted
pipelines.
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70%+

had a material third-party incident
last year (SecurityScorecard report)

Multi-Phase Payloads

Staged campaigns evade

single-point detection controls.

$4.44M

average global breach cost (IBM Cost
of a Breach)

fil

Hardware & Firmware

Implants and side-channels
reach OT, loT, infrastructure.

44%

have no real-time monitoring of
third parties

Quantum Horizon

Today's signatures need post-
quantum migration planning.
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The Five RiSkS Boards Need to GOVQI‘H INFORMATION SECURITY SERVICES

Visibility & Nth-Party Exposure
R1 DORA Art. 8 & 28

Most cannot see beyond Tier-1. Regulation expects mapped dependencies, classified critical providers, maintained ICT register.
NIS2 Art. 21(2)(d)

Concentration & Supply Chain Risk

R2 DORA Art. 28(9)
Over-reliance on few cloud or platform providers creates systemic single points of failure across the organizations’ systems.
NIS2 Art. 22
Contractual & Governance Failure
R3 DORA Art. 28-30
ICT contracts missing audit rights, exit clauses, or sub-outsourcing controls leave entities non-compliant by default.
NIS2 Art. 20
Incident & Resilience Across the Chain
R4 DORA Art. 19-21
Late detection, classification errors, and missed reporting windows trigger supervisory action.
NIS2 Art. 23
Audit-Trail & Evidence Gaps
R5 DORA Art.5 & 6

Without continuous documentation and traceable remediation, organizations cannot demonstrate compliance on demand.
NIS2 Art. 20, 32

© 2026 | www.ictprotect.com 4



Regulatory Convergence t PROTECT

Mandatory, Overlapplng, and Industry-SpeC1f1C INFORMATION SECURITY SERVICES

Most enterprises now operate under five or more frameworks simultaneously. Each demands evidence, traceability, and continuous oversight —
not annual checklists.

STANDARDS & FRAMEWORKS

REGULATIONS (MANDATORY) SECTOR-SPECIFIC

DORA PSD2 / Basel llI 1SO 27001:2022

EU financial sector resilience Banking, payments, capital adequacy Information Security Management
NIS2 HIPAA / HITECH 1SO 27701 / 22301

EU critical sectors, board accountability US healthcare, patient data Privacy and continuity

GDPR / UK-GDPR NERC CIP NIST CSF 2.0

Personal data, breach notification Energy grid security Govern function added; outcome-based
EU Al Act IMO / IACS UR E26-E27 SOC 2

Risk-tiered Al obligations Maritime cyber resilience Trust Service Criteria

EU CRA TISAX / VDA ISA IEC 62443

Secure-by-design for digital products Automotive supply chain OT / industrial control security
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ICCPROTECT

CYbersecurity Compliance by DeSign INFORMATION SECURITY SERVICES

Accountability
Assign Roles & Responsibilities

Cartography
Asset Mapping & Dependencies
Identification

Configuration Management
Hardening & Patch Management

Risk Assessment & Treatment
Evaluate and Manage Risks

AEMO

Cybersecurity in Supply chain (AESCS)
Third-Party Risk Management

Incident Management
Incident Response & Reporting

BCP & Disaster Recovery
Be prepared for disruptive events

Audit & Monitoring
Audit, Corrective Actions

Continuous Improvement
Metrics / KPIs, Ensure effectiveness

Regulation

Standard / Guideline
© 2026 | www.ictprotect.com



Where Traditional GRC Fails
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Spreadsheet Sprawl

Hundreds of disconnected files.
Versioning manual, evidence scattered.

Point-in-Time Audits

Annual snapshots cannot satisfy continuous-
compliance regimes.
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Tooling Silos

Risk in one tool, audits another, suppliers a
third. No common identifier.

Blind Spots in Supply
Chain

Static questionnaires - No live signal on
suppliers.

Email-Driven Workflow

Approvals and remediation tracked in
inboxes. Audit trails reconstructed.

Audit Cost Inflation

Each new framework adds duplicate
evidence collection. Costs scale linearly.



The New GRC Operating Model
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v

INTEGRATION

Connect, don't duplicate

Live feeds from ratings, threat intel,
vulnerabilities, MDM solutions, etc.
eliminate manual entry and stale evidence.

° TPRM ratings
° CVE & threat-intel feeds
° Confluence / SharePoint sync

° MDM Solutions Alerts
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CENTRALIZATION

One source of truth

A single platform unifies controls, risks,

suppliers, incidents, and policies — with

cross-framework mapping so evidence is
captured once.

° Single control library
° Cross-framework mapping
° Unified evidence repository

° Board-ready dashboards

T

AUTOMATION

Continuous, not periodic

Workflow engines drive assessments,
approvals, remediation, and reporting —
turning compliance from a project into a

permanent state.

° Automated risk scoring

° Workflow remediation

° Scheduled re-assessment
° One-click reporting



Our Proposed Cybersecurity Framework
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Accountability
Assign Roles & Responsibilities

Cartography
Asset Mapping & Dependencies
|dentification

Configuration Management
Hardening & Patch Management

Risk Assessment & Treatment
Evaluate and Manage Risks

Cybersecurity in Supply chain
Third-Party Risk Management

Incident Management
Incident Response & Reporting

BCP & Disaster Recovery
Be prepared for disruptive events

Audit & Monitoring
Audit, Corrective Actions

Continuous Improvement
Metrics / KPls, Ensure
effectiveness

B STeRM B B oy = »lgon =

Security Assessment
Home / Assessments List / NIS 2 (v.0.34)

artially Implemented
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ST®RM Governance, Risk & Compliance Tool

RISK MANAGEMENT

Identify your
o ¢ Prepare the
Governance @@ Information Péi‘;?rr‘i;ze Records of
Assets o Processing
& Activities ™
Cartography . I t Activities
Dependencies nventory (ROPA)
Risk
Identify and Risk Mi.tigation Identify,
. Manage your via Evaluate &
Compliance Technical Predefined Manage the
Risk Vulnerabilities Security Overall Risk
Management Controls
Develop Implement Information
Security Procedures via Security
i Policies & Workflow Incident
Se_cl.mty Procedures, Mechanism Management
Policies & BCP. DRP
Procedures Tra7ining '
Lo
@@ Identify your 3rd Party Integration with
Critical Security most known
Suppliers TPRM tools
TPRM Pp Assessments
CYBER .
e securty | SecumTy § Conduct Assign
Awardes . | SOARDS f AWARDS Internal Audits Responsibilities Monitor
ERONGE SILVER colb against security & Enhance Corrective
Compliance standards Collaboration Actions
) Monitoring
© 2026 | www.ictprotect.com 10



ST®RM Governance, Risk & Compliance Tool  icc PROTECT
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RISK MANAGEMENT

Module-to-Article Mapping

Each STORM module produces the evidence that auditors expect — automatically, continuously, and traceably.

Asset & Dependency Mapping Visibility into ICT and third-party interconnections Art. 8, 28 Art. 21(2)(a,i)
Critical Supplier Inventory Outsourcing register and critical-dependency mapping Art. 28 Art. 21(2)(d)
Third-Party Risk Management Continuous monitoring of supplier security posture Art. 28(4)(9) Art. 21(2)(d), 22
Business Impact Analysis Concentration-risk mitigation, resilience planning Art. 11 Art. 21(2)(c)
Risk Assessment ICT risk posture evaluation, including vendors Art. 9 Art. 21(2)(a)
Gap Analysis Readiness against DORA, NIS2, ISO 27001 Art. 5, 16 Art. 20, 21(2)(f)
Threat Intelligence Threat-informed, proactive risk management Art. 9(2c) Art. 21(2)(g)
Incident Management Classified reporting with early-warning workflows Art. 19-21 Art. 23
Audit & Compliance Traceable audit logs, board-level visibility Art. 6, 28(6) Art. 20, 32
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STORM

One Platform - Every Framework ICCPROTECT

RISK MANAGEMENT

STORM GRC replaces spreadsheets, disconnected tools, and manual processes with a single, integrated platform — purpose-built for organizations
operating under multiple, simultaneous regulatory regimes.

11+ 360° 100% Real-Time

Frameworks supported Risk visibility Audit trail Dashboards & monitoring

S %

Unified Platform Multi-Framework Actionable Intelligence Audit-Ready Reports

Compliance, risk, audit, suppliers, ISO 27001, NIST CSF 2.0, SOC 2, Live risk scoring, threat-intel,

incidents — one dashboard. DORA, NIS2 with cross-mapping. BitSight / FortiRecon. One-click PDF / Word / Excel.

© 2026 | www.ictprotect.com 12
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Framework Coverage

STORM

RISK MANAGEMENT

Pre-built templates and control libraries for major international and industry-specific standards.

1SO 27001:2022

Information Security
Management

NIS2 (EU)

Network & Information Security

VDA / TISAX

Automotive Security
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NIST CSF vl & v2

Cybersecurity Framework

NIS2 (NCSA-GR)

Greek Implementation of NIS 2

ADAE

Greek Digital Governance

SOC 2

Trust Service Criteria

GDPR

Data Protection Regulation

I1SO 22301

Business Continuity

DORA

Digital Operational Resilience

NERC CIP

Critical Infrastructure Protection

Custom

Build Your Own Framework
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RISK MANAGEMENT

B corroraves) STORM &' @ m = o Lgou

STORM

otal Results Assets (VH Impact \ Assets (High Risk) Data (High Risk) MANAGEMENT

684 126 7 20

Supplier Evaluation Report

Supplier
Generated: 2026-03-16 08:29:33

Risk Heatmap Risk Results / Asset Category

Asset Data Asset i M@
I de

Threat Service Risk Level PERSONNEL (82

v oA

INFRASTRUCTURE [

sortware [ 3 e "

STORM GRC: Supplier Evaluation Report
HARDWARE2!] ‘Suppler

Risk Assessment Summary

Score: 4.7/8

Final Risk Score Security Posture.

ict PROTECT ©-2025 October 8, 2025 10:22 PM 4.7/8 4.0/4

Tier Il Critical

AtRisk Supplier Failed
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About us

ICCPR@TECT

INFORMATION SECURITY SERVICES

& ©
R CYBER CYBER
SECURITY | SECURITY [l SECURITY

AWARDS AWARDS AWARDS
2025 2025 2025

GOLD SILVER SILVER
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CYBER
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ICT PROTECT provides professional

in order to find the best way to manage your

information risks.

ICT PROTECT team consists of specialists with high
education level (1.e. MSc, PhD) in the information
security domain and years of expertise in the specific
area.

ICT PROTECT experts have been involved in
demanding security commercial projects, as well as
EU R&D projects

ICT PROTECT experts have gained the expertise
and the know-how in order to address the security
needs of different type infrastructures.

ICT PROTECT has  been certified  with
ISO 27001:2022, ISO 22301:2019,
ISO 37001:2016, ISO 9001:2015, Cyber Essentials
& Cyber Essentials Plus for its Consulting
Services and STORM SaaS solution for its
Consulting Services, to ensure that the services we
offer to our customers meet every time our very strict
requirements and exceed our client’s specifications.

CYBER CYBER
ESSENTIALS ESSENTIALS

v RV

CERTIFIED
CERTIFIED PLUS




ST®RM Governance, Risk & Compliance Tool  icc PROTECT
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RISK MANAGEMENT

Compliance is no longer a project.
It's a posture.

STORM GRC: A unified platform designed for compliance with industry specific cybersecurity
requirements (e.qg. ISO 27001:2022, GDPR, NIS2, DORA, IMO, NERC CIP etc.)

See STORM Live Talk to an Expert Read our Blog
[
Schedule a guided demo. Discuss your DORA/NIS2 program. Cor.mnuous compliance
whitepapers.

© 2026 | www.ictprotect.com 16


https://www.ictprotect.com/storm/
https://www.ictprotect.com/contact-us/
https://www.ictprotect.com/ictprotect-blog/

Our services

Assurance
Services

Compliance
Services

© 2026 | www.ictprotect.com

Security
Management
Services

Training
Services

ICCPROTECT

INFORMATION SECURITY SERVICES

17



Let’s do business ICCPR@TECT
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info@ictprotect.com

CYBER CYBER
ESSENTIALS ESSENTIALS

vV v
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