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Modern Email Security Architecture
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The State of 
Phishing

Approximately 47% of all phishing emails in 2025 successfully bypassed standard email 
security filters.

The share of attacks that successfully bypassed filters and landed in inboxes surged 
from 4% to 56% specifically due to AI-generated content.

Approximately 11% of zero-day phishing URLs still evade email gateways entirely.

AI-driven detection still misses roughly 9% of malicious messages, allowing them to 
reach the end user.

Zensec: 2025-2026 Phishing 
Statistics Report

AI: 2025 Risk Analysis (AI-Generated 
Phishing vs. Human Attacks)

Hoxhunt: 2026 Phishing Trends 
Report

SlashNext: 2025 State of Phishing 
Report
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Solution: User-Reported Phishing

RESPONSE

User

USER-REPORTED PHISHING

REPORT

Security Analyst Microsoft Defender XDR
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Our Approach

RESPONSE

User

USER-REPORTED PHISHING

REPORT

Security Analyst Microsoft Defender XDRAutomation
Platform

IDENTIFY TRUE POSITIVES

In January 2026, Nviso MDR analyzed 19.326 user reported emails.
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Automation
Approach: Focus on 
the ‘execution’
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Document Analysis

Step 1 – Identify Document Format

Step 2 – Extract the URLs
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Email Body Sentiment Analysis

Domain Mismatch: The destination URL 
(adobsign.de) 
is unrelated to the sender's domain (reducted.com).

Deceptive Link Formatting: Uses a hyperlinked text 
string [View File] designed to mimic the look of a 
system-generated button or official document 
notification.

Unsolicited Lure: Requests a document click without 
prior context or explanation.

Verdict: High suspicion of a credential harvesting or 
malware attempt.

Phishing Analysis: Suspicious Email



10

Landing Page (URL) Analysis

Brand Spoofing: Mimics official Microsoft 
branding, including "Privacy & cookies" and 
"Terms of use" footers to build false trust.

Domain Mismatch: The URL 
(smartcarboncals[.]click) is entirely unrelated to 
legitimate Microsoft services.

Evasion Tactics: Uses a "Verify you're human" 
slider to bypass automated security scanners and 
add a layer of perceived legitimacy.

Goal: A clear brand impersonation attempt 
designed for credential harvesting.

Verdict: High-risk phishing page.

Phishing Analysis: Brand
Impersonation
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