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Modern Email Security Architecture NVISO.eu

VN
Internet

—

Built-In I lQI
Protection

User

Cloud Email Platform —




The State of
Phishing o4

Zensec: 2025-2026 Phishing
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Approximately 47% of all phishing emails in 2025 successfully bypassed standard email
security filters.

The share of attacks that successfully bypassed filters and landed in inboxes surged
from 4% to 56% specifically due to Al-generated content.

Approximately 11% of zero-day phishing URLs still evade email gateways entirely.

Al-driven detection still misses roughly 9% of malicious messages, allowing them to
reach the end user.



Solution: User-Reported Phishing NVISO.eu

User Security Analyst Microsoft Defender XDR
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n USER-REPORTED PHISHING aD l E

User Automation Security Analyst Microsoft Defender XDR

Platform

C& In January 2026, Nviso MDR analyzed 19.326 user reported emails.
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Automation
Approach: Focus on

the ‘execution’




Document Analysis

Step 1 -Ildentify Document Format

$ trid 2025.02 C CV Master SDPO.doc

(C) 2003-16 By M.Po

Collecting data from
{.DOC) Microso
(.DOC) Microso

14.0% (.) Generic OLE2 /

2025.02 C CV ter SDPO.doc: Composite ile V ) t *» Endian, Os: 1ndc ] page:
PERSONAL DATA, Templ: formal.c < < ¢ y Yury Gay
-..~1 wWor ‘l +

1469, Numb

Step 2 - Extract the URLs

i~/ t b$ pdf-parser.py FAKTURA-F 1 04 25.pdf -0 -k /URI
This program haw not been tested with thlf version of Python (3.8.5)
Should you encounter problems, please use Python version 3.7.5
/JURI (https://dOpb037q85wmlkvO9ne3h82shh8x71pofow0i2pz.s3.us-west-2.amazonaws.com/index.html)
/JURI (https://dopb037q85wmlkve9ne3h82shh8x71poféw0i2pz.s3.us-west-2.amazonaws.com/index.html)

-filter.py -n "'WordDocument'® | python3 strings.py --jsoninput | python3 re-search.py -n url -u -F officeurls
https://kappe.com/index.html

Docs$ oledump.py "2025.02 C CV Master SDPO.doc" --jsonoutput | python3 myjson

$ zipdump.py Factuur KOCA 98011.docx -s "word/document.xml"™ --jsonoutput | python3 stri

S.py --jsoninput | python3 re-search.py -n url -u -F officeurls
https://cloudflare-verify.rarnonalumber.com/ASSHykolD9ckJdIuH3YLABDbqab50g9KycuyOpGLSdMYU7RTBINnGAFd94Vro9AbkcaqckheKUDTYsjw. html
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Email Body Sentiment Analysis NVISO.eu

Phishing Analysis: Suspicious Email

FW: Nadia- Shared Document

Fromc  INada Domain Mismatch: The destination URL

Sent: Thursday, March 12, 2026 4:50:21 PM (UTC-08:00) Pacific Time (US & Canada)

Subject: Nadia- Shared Document (adObSign.de)
Nadia has shared a file with you. is unrelated to the sender's domain (reducted.com).

To view the file, click the link below:

[View File] @ Deceptive Link Formatting: Uses a hyperlinked text

Powered by Adobe

string [View File] designed to mimic the look of a
Security Notice system-generated button or official document

This email contains a secure link. Please do not share this email, link, or access code with others. 1Fi 1
notification.

® 2025 Adobe

Thankyou Unsolicited Lure: Requests a document click without
Nadia prior context or explanation.

Verdict: High suspicion of a credential harvesting or
malware attempt.
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Landing Page (URL) Analysis NVISO.eu

Phishing Analysis: Brand
Impersonation

c ® https://smartcarboncals.click/ ) K Action required }

Brand Spoofing: Mimics official Microsoft
branding, including "Privacy & cookies" and

(V] "Terms of use" footers to build false trust.

Verify you're human Domain Mismatch: The URL
S LRI (smartcarboncals[.]click) is entirely unrelated to
This helps us protect your account from legltimate MiC FOSOft SerVICGS.

automated access

Evasion Tactics: Uses a "Verify you're human"
O slider to bypass automated security scanners and
Slide to verify add a layer of perceived legitimacy.

Goal: A clear brand impersonation attempt
designed for credential harvesting.

Verdict: High-risk phishing page.
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