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The Evolution of Al

Rapidly increasing autonomy and capabilities
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Simple Chatbots Retrieval Augmented Agentic Al
Generation (RAG) _ _
Autonomously execution of complex, multi-

Direct responses, basic assistance
step tasks.

Enhanced accuracy & context via external knowledge.

]
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



The Agentic Era has begun
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Agentic Al Use Case
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Source: Cisco Survey of Security and IT executives, January 2026, n = 224
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The agent trust gap

85% \ %

_ _ Top concerns _
Experimentation Production

and adoption deployment

Source: Cisco survey of security and IT execs, Jan 2026, n=224
* Pilot, Limited Production, or Broad Production
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Agents are the ‘Worst Of Both Worlds’

Scope

Speed

Scale

Sensibility
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Human

Broad access to resources
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Al Agents

Broad access to resources

Rapid

52

Machine

Rapid

Moderate
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Securing the Agentic Workforce

Protect agents Protect the world
from the world from the agents
4 )
Detect & respond at machine speed & scale
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Securing the Agentic Workforce

Protect agents Protect the world
from the world from the agents
4 )
Detect & respond at machine speed & scale
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Zero Trust Security must evolve

Humans

Access

©

Agents

Prove identity.

Trust the user.
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Actions

Verify behavior.

Control the agent.
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Extending Zero Trust Access to secure Agentic Al

Unmanaged devices

Managed devices

People

Things

Al agents
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Identity-aware

connections
+

Zero trust
protection

Directory & Secrets
Management

Internet apps

Private apps

Traditional apps

SaaS & Al apps

MCP servers,
tools, and agents
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Zero Trust for Agents
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CONSISTENT ENFORCEMENT AT ACCESS BOUNDARY
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KNOW EVERY AGENT AUTHORIZE EVERY ACTION ADAPT TO RISK IN REAL TIME

Visibility, identity, and ownership for every Al agent interacting with your environment

Agentic IAM

— Agent & Tool Discovery
— Agent Directory
——— Agent Access Policy

—— Human Accountability

Lifecycle Management



KNOW EVERY AGENT

AUTHORIZE EVERY ACTION

ADAPT TO RISK IN REAL TIME

Fine-grained Access Controls: Consistently enforced where agents access enterprise data & tools.

Agentic Workforce

Agentic IAM
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KNOW EVERY AGENT AUTHORIZE EVERY ACTION ADAPT TO RISK IN REAL TIME

Use intent, threat, and behavioral context to adjust protection decisions.

Runtime protections against safety and
security threats

Threat context
Behavioral context

Real-time monitoring and
control

Communication



Protect Agents from the World

Discovery Detection Protection
Al Cloud Al Supply Chain Risk Al Model & App Al Runtime Protection
Visibility Management Validation MaEate threats in real time

Identify Al assets

Inventory the Al models,
agents, and connected data
sources across distributed
environment to understand
usage and gauge risk.

Al Assets
llllllllllllllllllllllllllll

Discovere d Al assets 2 Models connections.

12 22 6 22 2 4

& Unprotected @ Protected
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Scan for threats

Scan model files, repos, and
MCP servers to proactively
block malicious or unsafe Al
assets before operations are
impacted.

Model scan © Howitworks
s vunerabiltes and ety risks such

Detect the vulnerabilities

Identify safety and security
vulnerabilities across models at
scale with algorithmic red
teaming technology.

Protect production Al apps and
agents with guardrails
embedded in the network.
Block attacks and harmful
responses in real time.

Events Event details
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Cisco Agentic Al Security

@% Observability with Splunk
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Manage Agent identity

with

Duo Agentic IAM

-

Enforce Agent Access

with

Secure Access

Protect Agents

with

Al Defense
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Al- Ready Infrastructure with Al Pods
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