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The Delinea Difference

Allowing you to:

Reduce Increase
business risk operational velocity

100% identity inventory Code to production in
accuracy across your 30 minutes

environments .
90% reduction in alert

Automated noise through Al-driven
classification of high- prioritization
risk and orphaned

Deploy in weeks,

accounts
not months

Delines HERsnmnmniiiiieeeee e e

Lower cost
and complexity

Requires 90% fewer
resources than
competitors

Built for the modern
hybrid enterprise to help
you scale

Reduces tool
complexity by
consolidating identity
security capabilities

Future-proof Leader c=7
| [

innovation
IN ALL 5 MAJOR IDENTITIY SECURITY

ANALYST REPORTS IN 2025

9,000 o198

CUSTOMERS

Cloud native, built for

modern enterprise 94%+
Unmatched TCO CUSTOMER RENEWAL RATES
3x faster than

competitors

1,000+  *Kxkk

5-STAR GARTNER PEER REVIEWS

99.995 uptime, the
highest in the industry

500+ (&

INTEGRATIONS, TEMPLATES,& TOOLS

3



=

Tackling the fundamentals amidst the growing identity security gap

Balancing
compliance with
emerging risk

3

Tool complexity
and inefficiencies

Explosion
of identities

> 45B 80% 80+
non-human identities of companies experienced cybersecurity tools across
an identity-related the average enterprise
cyberattack
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Identity risk is fragmented, often invisible... dl

...and rapidly magnified by Al

* = )4 O/ of companies
a O using or piloting Al
n ' [Z,, =
a A ‘L4 O/ confidence in their Al
o ; O strategy and declining

S 6 O/ report shadow Al
) 0 incidents

- @

IT Admin Workforce Machine  Developer Al
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Identity security needs a control plane that delivers visibility, E
posture, and control...

Visibility
llluminate
YOUR identities

%
%
>
%
<

E The Delinea Platform
Powered by Iris Al

Posture Control
Quantify Accelerate
YOUR Risk YOUR Business
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’O'"ation g prote®
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...across all identities and use cases...

IT Admin

Machine

Al
Workforce VISIt_"“ty Developer
[lluminate
YOUR identities

Cloud
¢ |E1ﬂ|
K On-premise
9 i
(1] -
% The Delinea Platform MegaIEExCk
Powered by Iris Al
Posture Control
Stale accounts Quantify
YOUR Risk
Misconfigurations

Accelerate Vault accounts
YOUR Business

)
ation & Prote®
Shadow Al

Just-in-time privilege everywhere
Over-permissioned identities

Reduce, refactor, remove permissions

Dynamically enforce policy
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...through differentiated capabilities and services

Hybrid environment visibility

Universal identity coverage

Access relationship mapping
Visibility

lluminate
YOUR identities

Cloud
& il
< .
L On-premise
2

2 L 2

1]

S .

& The Delinea Platform Modern stack

Powered by Iris Al
Posture Control
Continuous monitoring Quantify Accelerate Continuous protection
YOUR Risk YOUR Business
Posture checks 4, o
Q’Om \O

Risk and exposure analysis A

. Real-time authorization
X
ation & Prote’

Unified, policy-based governance
Identity baselining

Session-aware enforcement
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Addressing identity risk...
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...transforming chaos into control
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Comprehensive Platform for Securing All Identities

Securing
All Identities
Workforce

platform Modules Non-Human
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Delivering security and reliability at scale j

How Delinea Platform compares to other SaaS architectures SYNTAX
Delinea Cloud (region 1) a"‘\ Legacy SaaS .
5y
:‘K‘_“K Architectures Ijellnea
= — Uptime
u @, = S : 227 ' 99.995%
IRg = -
Downtime

Delinea Cloud (region 2) during Weekly 15 v’ None

O

Upgrades .
il & . minutes
= — Scalability  Vertical with downtime ~ %/ Autq-scale
$H s = == Horizontally with vertically and
11 =] — configuration horizontally
Customer Environment Code tO. 4 WeekS \/ 30 m|n
N - N Production
Resilient Policies Resilient Secrets
-
—
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Improving productivity and security with

Delinea Iris Al g
kg -~
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Delinea Al Strategy

Delinea Platform

Vehicle to deliver all services and capabilities

Delinea Iris Al
Embedded Al engine within the platform

“Delinea “Delinea
Delinea | Delinea 1 Future LJ]“Delinea Secret]_| Privilege = Privileged
Auditing Authorization ||innovations Server is Control for Remc?te M Delinea
powered by powered by enhanced by Servers uses Ore .« Expert*
; . = . , . Access uses P
Iris Al Iris Al Iris Al to... Iris Al to : "
. ” Iris Al to...
continuously...
{ Y J ( Y J
Core Al solutions, part of Existing modules which benefit from /
“opt-in” Delinea Iris Al inherit Al functionality, Iris is
package(s) descriptive delinea.com 15




Delinea Auditing by Iris Al

Auto-pilot audit D
o  Save time in manually review session
o  Effortlessly understand session context =
o Audit only what's needed

» Audit guardrails for alerting on =
compliance violations i

» ldentify anomalous behavior like o
unusual admin actions, privilege

escalation, data exfiltration and more
* Remediate and block users based on
session activity in near real-time

« Label anomalous/suspicious sessions
and reduce time to investigate with
enriched and analyzed context and
session summary

nsights » Audit >

Session review (Curentusage:@hours 3T minutes | |~ Maximum limit: 400 hours

View user activity across live

and recorded platform sessions. Learn more about session review [

Q@ seaen o+ & Q

e | 2% 750 sessions Analyzed | 72% 13,628 sessions Recorded | 16% 2153 sessions Analysis failed | 2% 750 sessions
k
Q D 05/02/2025 07:10 pm
NNN items H@E Session review Show Details
0 s I View user activity across live and recorded platform sessions. Learn more about sessionrev  Genera
[ 0120/2209:53 AM Secret Serv
] 01/20/2209:53 AM Py Q search Status Allstatuses v | Date Llast30days v v Properties
= Inventory
[]01/20/2209:55AM Il = Label C vin) (1 i

05/02/2025 07:10 pm ( Anaiyzea

Session info Comments

Label

Network Operations & User&

~ Show more

Summary

Summary of Activities

Q s ® ¥ £

£ Activity X
Q Search Label Anylabel v X
12items Note: 5labels detected Autoscrol

TIMESTAMP  ITEM

00:00:52

00:01:17

00:01:43

00:02:03

>
>
>
>
> 00:02:38
>
»
>
»

@ nslookup
ou=nt © nsiookup entity, indicating a check on
00:03:02 @ nsiookup
00:03:22
00:03:27 LY
r
B Related sessions Viewall>

3items

05/02/202507:10 pm ( Analyzed
User ben yoder@delinea.com
Asset 205119357

Duration 00-03:24
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Delinea Auditing powered by Iris Al ‘

Auditing and analysis of privileged sessions delivers actionable insights, keeping you secure,
productive, and compliant in seconds.

No abnormal activity detected
h \/ . ’0&
1] > O '|
. . Session Unusual activity detected
Session recording v Auditing/Analysis A b%
A Keystrokes
Processes

21,

jag

Session Flagged and remediation advised

* Terminate active session
* Prompt MFA

* Reset Password

* Block Access
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Authorization Agent Workflow

Business Justification

3° partiy security and risk contest

ACCESS REQUEST

w ]

h‘l ’c
"n' * Delinea Platform

User risk

EVALUATE .
. UATES Business content

Organization policies
AUTHORIZATION .
User Permissions

Secret Policies
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Major Business Use cases

1. Securing and Automating
Privileged Access

Delinea discovers, vaults, and manages all
privileged credentials (e.g., administrator
passwords, root accounts, service accounts) across
your enterprise. By automating password rotation
and controlling access through a central point, it
dramatically reduces the risk of credential theft and
lateral movement by attackers.

4. Achieving and Proving
Regulatory Compliance

For organizations subject to regulations like SOX,
HIPAA, PCI DSS, or GDPR, Delinea is essential. It
provides the controls to enforce access policies and
generates comprehensive, unalterable audit trails
and reports. This simplifies the process of
demonstrating to auditors that access to sensitive
data and critical systems is strictly controlled and
monitored.

2. Controlling 3™ Party
Vendor Access

Delinea provides secure, agentless access for
remote employees and third-party vendors. It
enforces granular, just-in-time permissions,
allowing users to access only specific systems
and applications needed for their tasks, all while
recording their sessions for full auditability.

5. Securing Cloud Infrastructure
and Ildentities

Gain visibility and control over excessive cloud
entitlements, reducing security risks, ensuring least
privilege, and streamlining compliance across multi-
cloud environments.

3. Enforcing Least and
Reduce Privilege

Delinea removes local administrator rights from
user workstations and servers without hindering
productivity. It allows specific applications to be
elevated with administrative privileges as needed,
preventing malware from executing with high
permissions and effectively stopping ransomware
attacks from spreading across the network.

6. Al Security & Delinea Iris
Al

Delinea Iris Al empowers organizations to reduce
risk and improve efficiency by using Al-driven
insights to detect, prioritize, and remediate
anomalous privileged access

Delinea Al Security helps organizations strengthen
defenses by using Al to detect, analyze, and
remediate privileged access risks faster and more
accurately.
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ldentity crisis and the
birth of the modern PAM

Thank you

Thanos Triantis Deli
Sales Director www.syntaxitgroup.com elinea
Syntax IT Group
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