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The numbers that demanded DORA. @

And the ones it produced.

PRE-DORA

$10.57 241

global cybercrime cost days to identify and contain compliant Pillars lH1+IV fines now active - 2% turnover
THE THREAT

60% of breaches involve a human element 38% target in 2026

22 sec median handoff to second threat actor 6.5% of Rol dry-run passed all 116 data checks

4,875 EU incidents - 60% phishing vector - 30% involve 3rd party 19 Critical 3rd-Party Providers - AWS, Google, MS - 18 Nov 2025

46% of finance incidents target banks, 58% of bank incidents are DDoS Tolerance period over - individual fines €1M

Cybersecurity Ventures - Verizon DBIR 2025 - IBM CODB 2025 - Mandiant M-Trends 2026 - ENISA TL 2025 - Deloitte 2025 - ESAs 2024-2025



The DORA territory @

Three operational themes - ~50 articles - one operational story.

GOVERN OPERATE

Structure & accountability Detect - decide - report Third parties & testing
Art. 5 Art. 7 Art. 13 Art. 11 Art. 18 Art. 23 Art. 24 Art. 28 Art. 44
Governance Systems Training  Continuity Classify Recovery Testing Third-party Register
Art. 6 Art. 9 Art. 10,17 Art.19 Art. 26 Art. 30
Framework Protect Detection Report TLPT Contracts
Incident
management



Fictional by design. The pressure points are not. @

AURORA BANK

A mid-sized EU retail bank navigating DORA's first operational year.
SIZE €4.2B assets - 1,200 employees

SCOPE Payments - digital channels - core ICT operations
HQ GCreece - EU-regulated institution

DORA STATUS In-scope as significant institution

ICT RISK Hybrid cloud - 3 critical 3rd parties

All entities and events fictional - for training purposes only



T + 00:00

Pre-Incident TTPs & First Detection

Spear-phishing campaign targeting finance dept

06:17
SOC analyst flags as potential incident

06:28

IR team assembled

bridge line opened

06:14

SIEM alert

anomalous login from NL IP

06:22

CISO notified

P1incident declared

Initial access T1566.002
Credential access T1056.003
Defense evasion T1078
Lateral movement T1021.001
Collection T1039
Collection TI074.002

Spearphishing link to fake VPN portal

Web portal capture (spoofed WVPN)

Walid accounts — stolen creds used

RDP across 3 workstations
Data from network shared drive

Rermote data staging on file server

4 22 sec - median handoff to 2nd threat actor

Mandiant M-Trends 2026



T + 00:30

Phishing & BEC .. The Human Vector

€oM

lost to BEC & phishing in the Greek financial sector
OPERATION - OCT 2025

Creece's largest-ever cybercrime case - 1,200 suspects - 669 phishing scams

DORA REQUIREMENT

AT BANK AURORA - T+00:30

03

04

CFO receives an urgent pretext wire request from the
CEO impersonator

Email headers: spoofed domain (auroa-bank.eu)
€280K transfer initiated before fraud detection

Wire recalled - partial recovery: €210K

Art. 13 mandates ICT security awareness training explicitly targeting social engineering and phishing.

60% of EU incidents begin with phishing.

Training is not optional under DORA, it is a mandated control.



T+ 00 e o

Incident Classification .. The 4 hour Clock

Is this a major ICT-related incident?

CRITERION BANK AURORA STATUS MAJOR?

Clients affected Est. 2,400 retail accounts v ' YES

Duration Ongoing, services degraded v YES

Geographical spread Greece + 2 EU countries v YES

Data losses Possible Pll exposure v YES

Reputational impact Media inquiry received v YES
VERDICT Major ICT-related incident. 4-hour clock starts now. NCA notification due.



T + 02:00 o

The Decision: CUT vs CONTINUE

The hardest call in any incident: do you shut down or stay live?

CUT SERVICES CONTINUE OPS

Stops exfiltration immediately Maintains client trust (short term)

Client disruption — potential panic Containment harder with live systems

Reputational hit for downtime Exfiltration risk persists

DORA: may be required if threat escalates DORA: must justify continued operation

BANK AURORA Selective isolation. Core banking suspended, ATM network maintained. Client comms activated.

SR Sophisticated attack on one Huawei component » 3+ hrs outage of 4G/5G + banking + 112. National crisis unit

JUL 2025 activated.



T + 03:00 @

Third-Party ICT Risk - Identity & Access

The breach originated at a critical third-party ICT provider. Bank Aurora was not the primary target.

BANK AURORA - THIRD PARTIES

National bank account registry accessed via stolen civil-
servant credentials. .2M accounts exposed. A reminder that O CloudCore GmbH

. . . .. . BREACHED
th/rq—porty risk includes the privileged human in your supply Core banking cloud - CRITICAL
chain.
Q12026 - THE PATTERN CONTINUES PayRoute Ltd
o ) _ Payment processing - CRITICAL
Mar 2026 EU (_Zomm|SS|on - 92GB stolen via Trivy supply
chain SecurelD plc
Feb 2006 France rjat|ona| banking accounts DB - stolen dentity verification
credentials
DORA Art. 28-44 Register of Information must cover all critical ICT third parties. CloudCore GCmbH triggers mandatory NCA

notification as critical provider.



| T+04:00 | oo ann-oucoues

Same incident .. Different timelines.

DEADLINE BANK AURORA BANK BETA
DORA-mature Compliance-only
4h Classified in 38 minutes Missed threshold (4+ hrs)
Initial Notification : . :
Art. 19(4) 4h report filed on time Filed 19 hrs late
72h Containment confirmed Improvised, staff absent
IAnt?g(rz)ediote Report 3rd-party isolated 110 min 3rd-party found Day 3
rt.
1 month RCA + lessons delivered Still in recovery
Final Report TLPT review queued Client silence 14 hrs
Art.19(7)
Recovery 22 hours - Fine €0 Recovery 9 days - Fine €4.5M

IBM CODB 2025 .. DORA-mature orgs recover 47% faster - fines up to 2% global turnover or €10M



Al-Driven Vulnerability Discovery: A New Pace
for Cyber Risk

MYTHOS - ANTHROPIC - APRIL 2026

1000+

zero-day vulnerabilities found in 7 weeks Financial entities shall ensure that staff with

responsibilities in ICT risk management acquire
appropriate training on a regular basis to keep

27-year-old vulnerability surfaced in OpenBSD . . o N
Y Y . pace with ICT risks and resilience capabilities.

Bugs in every major OS and web browser
Mozilla patched 271 Firefox flaws using a preview

Restricted to ~40 companies — then leaked anyway

red.anthropic.com - Fortune - AOL

When Al finds in 7 weeks what humans missed for 27 years, training is no longer optional.



Learning Actors

A Learning & Development Enabler that designs, develops and implements

effective and engaging Growth Experiences to transform organizations.

1
2

Mission
e cnable our clients to turn ideas into action faster

e transform businesses with consulting, training, development, and custom solutions that

deliver lifetime value

e transform people’s careers, and their lives through learning and coaching



Learning Actors - Selected Customers o

Eight years of operation
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How we deliver value to our clients

e |Instructor-led courses

e e-learning tailor made courses

e L&D Advisory and professional Services
e Onboarding/Induction training

e Upskilling/Reskilling

e Agile Transformation

e Digital Transformation

e Al Transformation




DORA awareness must change behavior lo
not just explain regulation.

A practical course that builds consistent, measurable security behaviors across the whole organization.

PLAYBOOKS
" | |
Real-world social Exercises and
o, engineering and cyber Practical steps for what assignments that show
situations people to do, report and avoid. whether behavior

ay, :
l recognize. changes.

Behavior over theory.
Practice over concept.
Scenarios over passive awareness.




DORA - Building Security Resilience through
Employee Awareness

Endpoint/m obile/rem ote

-
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Cyber induction turns new talent into operational capability. @

A structured onboarding blueprint for building the next cyber workforce faster and with confidence.

The question is not only how fast new people join the team.

It is how fast they become effective.

o1

Structured path

03

Simulations

e Foundational knowledge e Support and communication
02 e Real use cases ¢ Gamification

e Cyber security baseline e Centralized Knowledge Hub

e Methodology/Analysis

Customized Continuous
Tools & labs Modular courses Learning
04 _________ ’ e Y - ’ - -7 T ~ o

Cross-team context Cross team cyber resilience

e Attack simulations e legal, Compliance,
e CTF challenges DevSecOps, etc
e Offensive and Defensive

reflections

e Configurations and logs
e Tools and frameworks

A consistent cyber baseline, faster contribution and stronger team confidence from day one.



From Awareness to Measurable Response

The output of cybersecurity training is not knowledge. It is observable behavior under pressure.

Measurable readiness asks: What did they do when it mattered?
Traditional training asks:

Did they

o1 02 03 04 05
attend?
Recognize Report Escalate Decide Recover
Did they pass — -
. spot the use the right reach the act under restore with
the qUIZ? weak signal channel right owner pressure evidence

Useful, but not enough

for operational resilience.

Measured by: reaction time - decision quality - evidence - recovery behavior




learning actors

www.learningactors.com | www.linkedin.com/company/learning-actors/
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